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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document defines the additional files that shall be provided by the Universal Subscriber Identity Module (USIM) for use in Interworking Wireless Local Area Networks (I-WLAN). 

The goal of these new commands is to adapt USIM to the I-WLAN context ensuring interoperability between a USIM and an WLAN-ME independently of the respective manufacturers and operators.

The present document defines:

‑
the contents of the additional files provided for I-WLAN;

· the I-WLAN related procedures;

SIM and USIM are defined in 3GPP TS 51.011 [3] and in 3GPP TS 31.102 [2] respectively. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 31.102: "Characteristics of the USIM Application".

[3]
3GPP TS 51.011: " Specification of the Subscriber Identity Module -Mobile Equipment (SIM - ME) interface ".

[4]
ETSI TS 102 221 "UICC-Terminal interface; Physical and logical characteristics"

[5]   
Aboba, B. and M. Beadles, "The Network Access Identifier", RFC 2486, January 1999. 

[6]
RFC2284: "PPP Extensible Authentication Protocol (EAP)"

[7]   
draft-arkko-pppext-eap-aka-09,  "EAP AKA Authentication".

[8]
draft-haverinen-pppext-eap-sim-10,  "EAP SIM Authentication".

[9]
3GPP TS 33.234: "WLAN Interworking Security." 

[10]
draft-urien-eap-smartcard-1,  "EAP support in smartcards".

[11] 

3GPP TS 31.101: “UICC-Terminal Interface; Physical and Logical Characteristics”
3
Definitions, abbreviations and symbols

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

access conditions: set of security attributes associated with a file

Dedicated File (DF): file containing access conditions and, optionally, Elementary Files (EFs) or other Dedicated Files (DFs)

directory: general term for MF and DF

Elementary File (EF): file containing access conditions and data and no other files

Master File (MF): unique mandatory file containing access conditions and optionally DFs and/or EFs
Interworking WLAN :  WLAN that interworks with a 3GPP system. 

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply, in addition to those listed in TR 21.905 [1]:

ADM
Access condition to an EF which is under the control of the authority which creates this file

ALW
ALWays

APDU
Application Protocol Data Unit

CHV
Card Holder Verification information; access condition used by the SIM for the verification of the identity of the user

CLA
CLAss

EF
Elementary File

ETSI
European Telecommunications Standards Institute

IMSI
International Mobile Subscriber Identity

Kc
Cryptographic key; used by the cipher A5

Ki
Subscriber authentication key; the cryptographic key used by the authentication algorithm, A3, and cipher key generator, A8

I-WLAN
Interworking WLAN

lgth
The (specific) length of a data unit

MCC
Mobile Country Code

ME
Mobile Equipment

MF
Master File

NEV
NEVer

PIN/PIN2
Personal Identification Number / Personal Identification Number 2 (obsolete terms for CHV1 and CHV2, respectively)

PUK/PUK2
PIN Unblocking Key / PIN2 Unblocking Key (obsolete terms for UNBLOCK CHV1 and UNBLOCK CHV2, respectively)

RAND
A RANDom challenge issued by the network

RFU
Reserved for Future Use

SIM
Subscriber Identity Module

SRES
Signed RESponse calculated by a SIM

SW1/SW2
Status Word 1 / Status Word 2

TMSI
Temporary Mobile Subscriber Identity

UNBLOCK CHV1/2
value to unblock CHV1/CHV2

WLAN 
Wireless Local Area Network 
4
WLAN Security environment

WLAN security environment is defined to provide a differentiate access to files in I-WLAN context. The following section provides description of this WLAN security environment for USIM.

4.1 WLAN Security environment for USIM 

A Local PIN may be defined for each DFI-WLAN under  ADF USIM (see 5: “Contents of the additional files )

This PIN can be the same as the PIN2 of the USIM containing the DFI-WLAN.  

Note: In the rest of the document this PIN is referred as ‘PIN3’ for coding of access conditions. 

5 Contents of the additional files

This clause describes the additional files that are used for I-WLAN purposes.

5.1 
I-WLAN DF
A new DF is defined:

-
DFI-WLAN

'7FYX' 

This DF is situated at the ADF USIM level.
Each USIM in a UICC may have its own DFI-WLAN. More than one DFI-WLAN may be contained in the same USIM. The file identifiers for such files shall be comprised between ‘7FY1’ and ‘7FYF’.

At least one DFI-WLAN must exist at the ADF USIM level if the I-WLAN service is allocated in EFUST  (USIM Service Table) of such application. 

In case that multiple DFI-WLAN exist in the same UICC, no file mapping is possible between files in different DFI-WLAN.
The following files are located at the DFI-WLAN level:
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5.2 
Contents of files at the DF I-WLAN level 
The EFs in the DFI-WLAN contain parameters and information related to I-WLAN.

5.2.1
EFPUId (Permanent User Identity)

This EF contains the permanent user identity. Permanent User identity may be used as the username part of the Network Access Identifier (NAI).

This File is not used if the Permanent user identity is derived from IMSI as defined in EAP SIM [8] or EAP AKA [7].

Structure of EFPUid
	Identifier: '6600'
	Structure: transparent
	Optional

	SFI: '01'
	

	File size: n (where n (10 bytes)
	Update activity: low

	Access Conditions:


READ
PIN3


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to n
	Permanent user identity
	M
	n bytes


Contents:

-Permanent user identity

Coding: 

-As described for the user portion of the NAI in [5]. Permanent user identity Unused bytes shall be set to ‘FF’

5.2.2
EFPsL (Pseudonym List)

This EF contains a list of temporary user identifiers (pseudonyms) for subscriber identification. Pseudonyms may be provided as part of a previous authentication sequence. This may be used as the username part of the Network Access Identifier (NAI).

This File is not used if pseudonym management as defined in EAP SIM [8] or EAP AKA [7] is not supported.

Structure of EFPsL
	Identifier: '6601'
	Structure: Cyclic
	Optional

	SFI: '02'
	

	Record length: n (where n (10 bytes)
	Update activity: high

	Access Conditions:


READ
PIN3*


UPDATE
PIN3*


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to n
	Pseudonym
	M
	n bytes


Contents:

· Pseudonym. 

Coding: 

- As described for the user portion of the NAI in [5]. Unused bytes shall be set to ‘FF’

5.2.3
EFRIL (Reauthentication Identity List)

This EF contains a list of re-authentication identities for subscriber identification. Re-authentication identities may be provided as part of a previous authentication sequence. This may be used as the username part of the Network Access Identifier (NAI). 

This File is not used if re-authentication as defined in EAP SIM [8] or EAP AKA [7] is not supported.

Structure of EFRIL
	Identifier: '6602'
	Structure: Cyclic
	Optional

	SFI: '03'
	

	Record length: n (where n (10 bytes)
	Update activity: high

	Access Conditions:


READ
PIN3*


UPDATE
PIN3*


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to n
	Reauthentication Identity
	M
	n bytes


Contents:

· Reauthentication Identity. 

Coding: 

- As described for the user portion of the NAI in [5]. Unused bytes shall be set to ‘FF’

5.2.4
EFDR (Default Realm)

This EF contains the default realm to be used in WLAN subscriber authentication. Realm may be used as the realm portion of the Network Access Identifier (NAI).

This File is not used if the realm is derived from IMSI as defined in EAP SIM [8] or EAP AKA [7].

Structure of EFDR
	Identifier: '6603'
	Structure: transparent
	Optional

	SFI: '04’
	

	File size: n bytes
	Update activity: low

	Access Conditions:


READ
PIN3*


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to n
	Realm
	M
	n bytes


Contents:

· Realm  part of the Network Access Identifier (NAI) as described in [5]

Coding: 

-Unused bytes shall be set to ‘FF’

5.2.5
EFBRL (Backup Realm List)

This EF contains a list of realms that may be used if the default realm is not valid (e.g. it is temporarily inactive). Realm may be used as the realm portion of the Network Access Identifier (NAI).

Structure of EFBRL
	Identifier: '6604'
	Structure: linear fixed
	Optional

	SFI: '05'
	

	Record size: n bytes
	Update activity: low

	Access Conditions:


READ
PIN3*


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to n
	Realm 
	M
	n bytes


Contents:

· Realm  part of the Network Access Identifier (NAI) as described in [5]

Coding: 

-Unused bytes shall be set to ‘FF’

5.2.6
EFEAPT (EAP Type)
This EF contains the file identifier of the type of EAP that is supported by the DFI-WLAN.  

This file is mandatory for all DFI-WLAN. 

	Identifier: '6605'
	Structure: transparent
	Mandatory

	SFI: '06'
	

	File size: 1 bytes
	Update activity: low

	Access Conditions:


READ
PIN3*

UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 
	Type of EAP supported 
	M
	1 byte


Contents:

-Type of EAP supported

Coding:

‘00’  
none

‘01’  
EAP SIM

‘02’  
EAP AKA

Others RFU

5.2.7
EFILabel (Identity Label)
This EF contains a label describing the name of the subscription related to the EAP supplicant provided by the DFI-WLAN. 

This  file is mandatory if the type of EAP supported by the current DFI-WLAN  is not set to none in the corresponding EFEAPT
	Identifier: '6605'
	Structure: transparent
	Mandatory

	SFI: '06'
	

	File size: 30 bytes
	Update activity: low

	Access Conditions:


READ
PIN3*

UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 
	Identity Label 
	M
	30 byte


Contents:

-Identity Label

Coding: 

-Unused bytes shall be set to ‘FF’

7 I-WLAN related  procedures

F.F.S.





































