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Meeting Background and Summary

Background

This discussion was held, based on a decision made in the MExE meeting in Shin Yokohama (December 2000). In order to ensure that before the release date of this specification which is expected in February 2001 in Beverley Hills, the most vocal contributors to the design of the Integrity & Certificate Validation decision tree, reach a common agreement on the look and feel of the final solution. 

All participants who attended the MExE Shin Yokohama meeting were invited to participate in this conference call, however only the MExE attendees on this conference call expressed an interest in contributing.

Summary

The discussion was based around the designs proposed by Vodafone and Nokia. The Vodafone design was used as the baseline document with modifications to be implemented based on the Nokia solution.

Agreement was reached across the group that the Vodafone design was acceptable on the grounds that some modifications were made.

1. To separate out the integrity check of the application signature from the Valid Certificate Chain decision box and relocate it prior to Checking for a Valid Root Public Key (RPK). As per the Nokia design. The application is deleted if it fails the integrity check and will be passed down the chain to validate the certificate chain.

2. Tidy up the diagram with a modification to so that there is only one box that ‘Informs the user that the application will be run as untrusted’ for all instances where the output of a decision box is ‘No’.

3. To determine suitability and then to modify the design to include a box that will provide the user with information that the application is trusted, and provide the user the capability to view the application’s associated issuing certificate so that they have the ability to see who signed the certificate. It was agreed that this would be optional functionality.
4. To separate ‘Valid RPK on UE/USIM & a complete set of Valid intermediate Certificates are available’ into two separate decision boxes 
There may be a requirement to add additional text to the MExE specification to appropriately address the implementation of 3. 

On the untrusted domain it was pointed out and agreed that there is no way of being able to guarantee whether an application was wholly trustworthy without performing both an integrity check of the application signature and verification and validation of a certificate and associated chain and that this MUST be borne in mind when configuring the capability available to an application of the untrusted domain and considering extending the capability of the untrusted domain.



Output Design 
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Agenda

The agenda was agreed. However, it was emphasised that due to time constraints, the main aim of this discussion was to focus and come to a common agreement on the on the look and feel of this diagram for the Integrity & Certificate Validation decision tree and that any discussion / conclusions reached on any of the other agenda items would be a bonus.

It was noted and understood that although this group may reach a common agreement on the call, only when the minutes were available and alterations to the diagram where visible could we have more assurance that this is what we agreed on and the altered diagram would be circulated prior to the meeting for review and if agreed, the participants would give consideration to putting their names –to a related CR. 

A friendly note of warning was made that even if this small group came to a common agreement, their was no guarantee that if and when the output of this discussion was formally presented at the next meeting other MExE participants may have objections to the design.

A modified version of the Agenda and List of Participants can be found in Appendix A.

NB: These meeting minutes should be read in conjunction with the Integrity and Certificate validation and verification designs proposed by Vodafoneand Nokia in Appendix B & C.

1. Introductions

The agenda was agreed, however the discussion focussed on the Integrity & Certificate Validation decision tree and the main aim of the discussion was to come to a common  agreement amongst the attending participants on the look and feel of this diagram. 

Two bullet points were added to the original Agenda (see Appendix ) on Item 2 to discuss the CCVD question raised on the distribution list and later into the meeting, an additional agenda item was included in order to discuss capability of allowing the user to view the issuers (or signers) of the certificate.

2. Certificate Chain Verification

· Location of Decision Box to 'Check Secure Domains Are Supported' [Lars & Louis]

· Position of Valid Cert Chain & Application Signature / Valid RPK on UE/USIM [Louis & Anna]

· Integrity of the signature [ Anna ]

· Concurrent process checking of certificates and signatures [ Anna ]

A discussion simultaneously covered these topic items within this agenda item. 

Firstly, an agreement was reached that the location of the decision box that ‘Checks Secure Domains Are Supported’ remains at the end of the decision tree on the grounds that if a certificate chain can’t be validated then the application is transferred to the untrusted domain. This is on the understanding that the untrusted domain is a very constrained environment with limited functionality being made available to the downloaded applet.

The discussion went on to cover the point of the decision box to check that ‘Valid RPK on UE/USIM & a complete set of Valid Intermediate Certificates are available’. This discussion was related to the positioning of the integrity check on the application signature in the ‘Valid certificate chain & Application Signature’


It was agreed that ‘Valid RPK on UE/USIM & a complete set of Valid intermediate Certificates are available’ are checks that we can be carried out independently and that this decision box should be separated out into two separate decision boxes. 
However, with respect to the positioning of the integrity check of the application signature in the ‘Valid certificate chain & Application Signature’ decision box, reference was made to the Nokia design which separates out the integrity check of the application signature and positions the integrity check as a stand alone process before the decision box to check ‘Valid RPK on UE/USIM & a complete set of Valid intermediate Certificates are available’. If the integrity of the signature fails then the application is discarded, if it passes then the application proceeds to go through the certification validation process as required. There was agreement within the group that to check the signature at this stage and discard it if it failed was quite acceptable. 

· Wording Changes

It was decided that the wording changes was generic to the specification and any changes in the main body of the specification should be reflected in this diagram.

· Inconsistent handling of applications within Handsets that are the same Classmark [Lars]

Known on the call as the CCVD Question based on the fact that it was appended as an agenda item from the thread of e-mails that were exchanged on this topic. It was agreed to reject this as an issue. However, it was pointed out that there is no way of being able to guarantee whether an application was trustworthy without performing both an integrity check of the application signature and verification and validation of a certificate and associated chain and that this MUST be borne in mind when configuring the capability of the untrusted domain and when considering extending the capability of the untrusted domain.

· Informing the user that the application is trusted and giving the option to see the identity of the signer.

This formed an additional agenda item topic and discussed this additional functionality. After which it was agreed that Vodafone would determine the suitability of the inclusion of a box in the design and consequently modify the design to include a box that will provide the user with information that the application is trusted, and provide the user the capability to view the application’s associated issuing certificate so that they have the ability to see who signed the certificate. 

There may be a requirement to add additional text to the MExE specification to appropriately address the implementation of this extra functionality. 

It was agreed that informing the user that the application is trusted was optional on the grounds that forcing a user to clear information screens by pressing the equivalent of the 'ok'/'exit', found in the traditional Internet environment may be perceived as frustrating and of little value.

It was agreed that this should be up to the manufacturer to implement these additional information screens.

3. Security

· Proposed discussion Document

Open Agenda Item

· Specific Actions for S3 - Request to S3 to carry out a security on latest MExE Spec and Output documents from Security Analysis Activity 

Open Agenda Item

4. AOB

· Terms Of Reference

Open Agenda Item

· ORPK

Open Agenda Item

5. Conclusions

See Summary statement above.

The main aim of agenda was to try and resolve the issues and establish an agreed Design for the MExE Certificate Validation and Integrity Checking Decision Tree as per the action point from the Shin Yokohama meeting held at the end of November 2000.

The agenda created, tried to accommodate some other items for discussion and feedback, however the time constraint associated with the call set up didn’t allow the group to resolve or conclude anything of any real significance. These issues remain ‘open agenda items’ and may be addressed at the plenary meeting in Beverley Hills later this month.

It was agreed that based on the discussion held and after reviewing the agreed modifications and on the basis that there are no additional or further issues to address then the individual companies that have contributed and participated in this discussion would consider putting their names to a formal CR and submit it to the next MExE meeting.

6. Review of Actions

AM 
Create and circulate for review a set of minutes based on the discussion and agenda

PC 
Modify the Integrity and Certification validation design  (See summary for further detail)

PC
To circulate modified design for review with the distribution list.

PC/AM
To create a formal CR on the basis that the review process does not identify any further issues with the design.

AM 
Provide suggestions on continuing conversation that was initialised on Agend Item 3.

TW 
Provide MExE with additional text Informing the user that the application is trusted and giving the option to see signer identity.

ALL
To review and provide feedback and comment for all output documentation and designs

Appendix A
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Andrew Myers (Chair)
BT 

AM

Anna.Zhuang 

Nokia

AZ

Lars.Brenk 

Siemens
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Louis Finkelstein 
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LF

Olof.Wickstrom 

Ericsson
OW
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Bo.I.Johansson 

Ericsson
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BT
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Agenda

1. Introductions

2. Certificate Chain Verification

· Location of Decision Box to 'Check Secure Domains Are Supported' [Lars & Louis]

· Position of Valid Cert Chain & Application Signature / Valid RPK on UE/USIM [Louis & Anna]

· Integrity of the signature [ Anna ]

· Concurrent process checking of certificates and signatures [ Anna ]

· Wording Changes

· Inconsistent handling of applications within Handsets that are the same Classmark [Lars]

· Informing the user that the application is trusted and giving the option to see the identity of the signer.

3. S3 Security

· Proposed discussion Document on Encouraging Security Collaboration
· Specific Actions for S3 - Request to S3 to carry out a security on latest MExE Spec and Output documents from Security Analysis Activity 

4. AOB

· Terms Of Reference

· ORPK

5. Conclusions

6. Review of Actions

Appendix B 

Vodafone
Integrity and Certificate Validation Chain 
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Appendix C 

Nokia

Integrity and Certificate Validation Chain
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