
3GPP/SMG Meeting #7
Document
T2-991024

Ystad, Sweden, 22-26 November, 1999

e.g. for 3GPP use the format  TP-99xxx 

or for SMG, use the format  P-99-xxx







CHANGE REQUEST
Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.




23.057
CR

Current Version:
1.5.0








GSM (AA.BB) or 3G (AA.BBB) specification number (

( CR number as allocated by MCC support team



For submission to: 

for approval
X

strategic

(for SMG

list expected approval meeting # here (
for information


non-strategic

use only)





Form: CR cover sheet, version 2 for 3GPP and SMG        The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc



Proposed change affects:
(U)SIM

ME
X
UTRAN / Radio

Core Network


(at least one should be marked with an X)



Source:
Vodafone
Date: 
22-11-99



Subject:
Certificate extension for restriction of network access



Work item:




Category: 
F
Correction

Release: 
Phase 2



A
Corresponds to a correction in an earlier release


Release 96


(only one category 
B
Addition of feature


Release 97


shall be marked
C
Functional modification of feature


Release 98


with an X)
D
Editorial modification


Release 99






Release 00




Reason for 
change:

Operators (and other issuers of certificates) are concerned about the threat of malicious applications that could impede the usability of their subscribers’ terminals and the personal data on these terminals.  However, applications without network access will only affect terminals to which the malicious application has been downloaded and not the operator’s network (and by knock on effect, other users of that network).  Further, without the means to move from one terminal to another, such malicious applications will only affect terminals to which they have been directly downloaded.  Therefore it can be said that the granting of network access to the applications of a particular application writer increases the potential power of malicious applications as well as their ability to propagate themselves.

Therefore, it is sensible to give those parties (operators, manufacturers and third party root controllers) that issue certificates used to verify the digital signatures on downloaded code, the choice (but NOT the obligation) to remove the potential for network access from the applications of developers that can be verified by a certificate issued by such parties.

An efficient way to achieve this restriction is to define a certificate “extension”.  Such a extension could mean that applications whose signature was verified using a certificate with this extension could not be given network access functionality.

Such usage restrictions already exist within X.509 and its Internet profile, RFC2459, in which they are referred to as “key usage restrictions”.

This CR proposes a new key usage restriction which would apply to MExE.  The presence of this extension within a certificate would mean that applications whose signature was verified using a certificate containing this extension could not (irrespective of user permission) access the functionality listed under “Network access” in Table 3 of 23.057.  If the extension was not present then the functionality is open to the application, subject to the granting of user permission, as is normal.  That is, the default is that network access is possible for an application and this potential is only forbidden if the extension is removed.
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Other 
comments:
This measure will promote the third party application market and not restrict it, as it will allow certificate issuers (operators, manufacturers, third party root controllers) to issue more certificates as certificates can be issued to parties safe in the knowledge that although the party may still write malicious applications, these applications cannot disrupt network operation, and cannot propagate themselves.

8.6.1
Certificate extension for removal of network access

MExE defines the certificate extension (attribute) “ access-Restriction”.  If the access-Restriction extension is present in a certificate used to verify the signature on a trusted application or in any certificate in the certificate chain used to verify that signature, then the application shall not be permitted the capabilities listed under “network service access” in the security table, (Table 3).  This restriction applies irrespective of any user permission for network service access that may or may not be requested by the application and/or given by the user.
The extension prevents the trusted applications of developers who do not need network service access from writing applications that can perform network service access.
The support of this extension in the operator domain is mandatory.  The support of this extension in the manufacturer and third party domains is optional.
Editor note: The extension is defined for X.509v3.  Support for WTLS, X9.68 certificate formats is for further study.

8.6.1.1

X.509 version 3

If MExE terminals support X.509v3 format in operator, manufacturer or third party domains, it shall support the X.509 version 3 access-Restriction   extension.

X509 v3 provides a mechanism to define extensions. An Object identifier (OID) s defined for each private extension as defined in X509 [26.The extension is defined to be within the ETSI Object Identifier (OID) name space.
id-ETSI OBJECT IDENTIFIER ::= {Iso/ccitt (?)  identified-organization (3) ETSI } ::= {ETSI}
id-mexe OBJECT IDENTIFIER ::= {ETSI MExE}

Id-mexe-accessRestriction ::= {id-mexe 1}

AccessRestriction ::= BIT STRING {


network_service
(0),}
This extension shall apply irrespective of the presence or otherwise of any other X.509 key usage or extended key usage field.

Normal use of the “critical” flag for extensions apply.  That is, if this extension is marked as critical in the certificate used to verify the signature on the application or in any certificate in the chain used to verify the signature and this extension cannot be processed in the terminal then the certificate shall be considered invalid.
