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1 Introduction

The Chairman opened the meeting, welcomed delegates and thanked the hosts for their kind invitation.  The meeting was convened as a combined T2 SWG1 and SMG4 MExE meeting.

2 Approval of Agenda

TDOC
Subject
Source
(Sub-)Group

T2-99936
Draft MExE agenda
MExE Chairman


It was agreed to add the S3 MExE discussions, WAP 1.2 and other items for discussion to the agenda.

Conclusion:

The agenda was agreed with minor changes.

3 Registration of Input Documents

TDOC
Subject
Source

T2-99809
3rd MExE Classmark
Bosch
SWG1

T2-99891
certificate in SIM (updated T2-99813
Alcatel
SWG1

T2-990916
LS from RAN2: support of QoS negotiation and handover notification
RAN2
SWG1

T2-990922
LS from N2: Response to LS on 5 or 6 digits IMSI HPLMN
N2
SWG1

T2-990930
LS from N1: Response to LS on 5 or 6 digits IMSI HPLMN
N1
SWG1

T2-990933
LS from TSG-CN OSA ad hoc: interaction between MMS, SAT, MExE, non-MExE terminals and Camel/OSA
TSG-CN OSA ad hoc
SWG1, SWG3

T2-990936
Draft SWG1 MExE Agenda
SWG1 chairman
SWG1

T2-990937
LS from S3: possible security issues with handsets supporting a user input storage mechanism
SMG10 + S3
SWG1

T2-990938
CR 23.057 "Removing of user permission request in case of access rights are provided in certificate "
Alcatel
SWG1

T2-990939
CR 23.057 "Decrease of categories number in security table "
Alcatel
SWG1

T2-990940
CR 23.057 Updates to UAProf parameters
Nokia
SWG1

T2-990941
CR 23.057 Addition of 3G network
Nokia
SWG1

T2-990942
CR 23.057 Clarification of enabling and disabling certificates
Nokia
SWG1

T2-990943
CR 23.057 Clarification of administrator definition
Nokia
SWG1

T2-990944
CR 23.057 Low-level access to external ports
Nokia
SWG1

T2-990945
Dynamic Software Component Loading Platform (withdrawn)
DESC
SWG1

T2-990946
Notes from MExE discussions at 3GPP SA3 meeting 17th November 1999
Nokia
SWG1

T2-990947
Comments from the MExE Chairman to S3
MExE Chairman
SWG1

T2-990948
WAP / MExE – SAT Interworking: OTA Administration
Mannesmann Mobilfunk
SWG1

T2-990949
LS from S3: MExE Release 99
S3
SWG1

T2-990950
Draft MExE Report
SWG1 chairman
SWG1

T2-990951
MExE chairman's summary of main S3 recommendations
SWG1 chairman
SWG1

T2-990952
Messaging function and location information (e-mail from Sun)
Sun
SWG1

T2-990953
User permission for untrusted application
Vodafone airtouch
SWG1

T2-991022
Administrater root certificate downloading mechanism updating
Alcatel
SWG1

T2-991023
Use of same certificate for administrator and operator
Vodafone airtouch
SWG1

T2-991024
Certificate extension for restriction of network access
Vodafone airtouch
SWG1

T2-991025
Clarification to the giving of user permission
Vodafone airtouch
SWG1

T2-991026
MExE CR descriptions
Bosch
SWG1

T2-991027
CR on inclusion of QoS in MExE
BT Cellnet
SWG1

T2-991028
Presentation to S3 on MExE
Vodafone airtouch
SWG1

T2-991029
LS to N1 and N2 on 5 or 6 digit IMSI
Bosch
SWG1

T2-991030
Liason statement on the interaction between MMS, SAT, MExE, non-MExE terminals and Camel/Open Service Architecture
Nokia
SWG1

T2-991031
2nd MExE classmark
Bosch
SWG1

T2-991032
CR on inclusion of QoS in MExE (updated T2-991027)
BT Cellnet
SWG1

T2-991033
LS to WAP PKCS#15 usage (update of T2-99811)
Alcatel
SWG1

T2-991034
LS to RSA (updated T2-99812)
Alcatel
SWG1

T2-991035
PKCS#15 annex (updated T2-99818)
Alcatel
SWG1

T2-991036
LS to S3 on history feature
Vodafone airtouch
SWG1

T2-991037
User permission for untrusted application (updated T2-990953)
Vodafone airtouch
SWG1

T2-991038
Clarification to the giving of user permission (updated T2-991025)
Vodafone airtouch
SWG1

T2-991040
CR 23.057 Low-level access to external ports (updated T2-990944)
Nokia
SWG1

T2-991041
CR 23.057 "Decrease of categories number in security table " (updated T2-990939)
Alcatel
SWG1

T2-991088
Administrater root certificate downloading mechanism updating (updated T2-991022)
Alcatel
SWG1

T2-991089
Use of same certificate for administrator and operator (updated T2-991023)
Vodafone airtouch
SWG1

T2-991090
CR on inclusion of QoS in MExE (updated T2-991032)
BT Cellnet
SWG1

T2-991091
Certificate extension for restriction of network access (updated T2-991024)
Vodafone airtouch
SWG1

T2-991092
Certificate extension for restriction of network access (updated T2-991091)
Vodafone airtouch
SWG1

T2-991093
PKCS#15 annex (updated T2-991035)
Alcatel
SWG1

T2-991094
23.057 v1.6.0
Rapporteur
SWG1

4 Approval of the previous MExE meeting report

TDOC
Subject
Source
(Sub-)Group

T2-99806
Draft MExE report
Motorola
SWG1

The previous meeting report had been agreed at the closing Kyongju plenary.

The chair stated that if delegates had comments on the report they should make the meeting aware of them.  If they could not be present at a meeting where they wished their comments to be considered they should consider submitting their comments as a tdoc to that meeting.

Conclusion:

The meeting report of the previous meeting was agreed.

5 Report on the e-mail process activity since last meeting

Lars Brenk reported that some discussions took place on the MExE reflector.  No conclusive agreement was reached on the CRs, which have been re-registered for this meeting.

Lars Brenk reported that no agreement could be achieved since the last meeting using the process.  The chair stated that Lars Brenk had produced the status reports as required.

Hubert Helaine stated that it was difficult to agree a document by e-mail when there were only two participants in the e-mail discussion.  The chair stated that it was the document author’s responsibility to judge whether the comments made should be taken into account or not before resubmitting the document for approval.  He encouraged authors to be proactive in trying to resolve disagreements.

The chair asked the e-mail administrator (Lars Brenk) if a written report of the conclusion of the e-mail process could be submitted as a tdoc for future meetings and Lars Brenk said that this was possible.

Conclusion:

No CRs were agreed during the e-mail process.

6 Report on MExE-related activities in 3GPP TSG-S3

A meeting between S3 and some MExE delegates took place on November 17th as 3GPP S3 have now taken over responsibility security (and thus in general for MExE security) from ETSI SMG10, and S3 should therefore review MExE security for themselves.  MExE were represented by Mark Cataldo, Tim Wright and Vesa Tervo.

TDOC
Subject
Source
(Sub-)Group

T2-991028
Presentation to S3 on MExE
Vodafone Airtouch
SWG1

Tim Wright registered his MExE presentation to S3. 

Conclusion:

The document was noted.

TDOC
Subject
Source
(Sub-)Group

T2-990946
Notes from MExE discussions at 3GPP SA3 meeting 17th November 1999
Nokia
SWG1

Vesa Tervo presented his notes from the S3 MExE meeting.  The notes were discussed, and are further elaborated in tdocs 947, 949 and 951.

Tim Wright made some comments.  With regard to the suggestion in the tdoc that an S3 delegate had requested a blanket “no” to the downloading of applications, the point actually made was the possibility of giving a blanket no to download within a particular domain, e.g. to the download of manufacturer applications.  In conclusion to the discussion of the I/O of untrusted applications interfering with trusted applications, the meeting had agreed that the terminal should enforce separation of I/O streams with regard to apps in progress, i.e. I/O for an trusted app should not be able to be sniffed or interfered with by an untrusted application. With regard to the suggestion in the tdoc that it was an implementation issue whether the user was informed that an untrusted application was in operation or not, Tim Wright pointed out that we could make it a requirement for the terminal to indicate to the user that an untrusted application was in use.

Amin Torabi asked whether S3 were actually responsible for approving MExE security.  The chair responded that S3 are the security experts and their comments should be given high respect.  However, they were not directly responsible for the MExE security sections, MExE were.

Conclusion:

The document was noted.

TDOC
Subject
Source
(Sub-)Group

T2-990947
Comments from the MExE Chairman
SWG1 chairman


The chair stated that these comments were not from MExE but from himself, but were being made on the basis of comments from the majority of the group members.  The comments were given in response to contribution S3-99297, which was presented at the previous (Hague, September) S3 meeting.

Tim Wright stated that the tone of the response suggested that the contribution S3-99297 was very negative towards MExE, which was not the intention of that contribution at all.

Conclusion:

The document was noted

TDOC
Subject
Source

T2-99951
MExE chairman's summary of main S3 recommendations
SWG1 chairman

The chairman presented his summary of the MExE security recommendations following the S3 MExE discussions.  This main areas covered were:-

· Simplification of security table

· Giving user permission

· User on/off switch for each domain

· Untrusted applications

Tim Wright stated that item 3 was not an agreed proposal from S3.

Hubert Helaine asked how much user permission was required by S3, he had concerns about usability.

Tim Wright stated that he had concerns about the fact that untrusted applications did not have to ask for any user permission to access the screen or keyboard.  He pointed out the emphasis on user permission in tdoc T2-99947.  

Lars Brenk pointed out that users would wonder why they were being asked whether a calendar application for instance was requesting user permission to access the screen.  Tim Wright responded that this was true but the requesting of user permission at least once was an important safeguard.

Hubert Helaine pointed out that a good MExE MS implementations would have separation of I/O between applications.

Stefan Kleier said that the terminal should have to report to the user that the current app is untrusted.  The user is then informed and knowingly takes the risk of installing an untrusted application.

The support of the S3 recommendations will be discussed in CRs to the MExE specification.

Conclusion:

The summary of main recommendations from S3 was noted.

TDOC
Subject
Source

T2-990949
LS from S3: MExE Release 99
S3

Tim Wright presented the LS from S3 which summarised S3's views on the MExE specification, including keyboard "sniffing", "bugging" of the microphone, complexity of the security table and decision administrator role decision.  S3 stated however that it endorsed the MExE specification for Release 99.  An LS will be drafted to S3 once changes to the MExE specification have been identified. (in T2-991037)

Amin Torabi asked for clarification of the conclusion.  The chair responded that the “endorsement” meant that S3 were generally satisfied with the security of MExE, but had some concerns.  Tim Wright added further clarification that S3 were not requesting significant changes to the MExE release 99 specs and certainly not architecture changes?

The chair suggested a response to the LS and this was agreed.  The joint meetings were to be arranged between himself and the chair of S3, with approval from the members of each group.

Tim Wright encouraged those MExE delegates whose companies had delegates to S3 to encourage their S3 delegates to participate more actively in S3.

Conclusion:

LS from identifies some concerns regarding some MExE security, however  S3 stated that it can endorse the proposed R99 stage 2 specification relating to MExE security.  S3 and MExE and the MExE chairman agreed to hold joint meetings, and three times per year was recommended. 
7 MExE Specifications Contributions

7.1 Non-security

TDOC
Subject
Source

T2-99922
Response to LS on 5 or 6 digits IMSI HPLMN
CN2

T2-99930
Liaison Statement on 5 or 6 digit IMSI
CN1

Response from N2 regarding MExE's question on 5 or 6 digits IMSI HPLMN.  N2 suggested that by examining the MCC digits, the necessary number of digits to be extracted from the MNC (two or three) is found.  N1 provided a further detailed response.

Lars Brenk stated that it is simple to extract the right number of digits if it is known how many digits to compare: the MExE problem is that it needs to know the origin of the SIM card, in order to know how many digits the IMSI has.  The problem lies in looking at old SIM card without any certificates on it.  Lars Brenk generates an LS to N1 and N2 in T2-991029.
Lars Brenk pointed out that our problem is to derive the operator (MCC+MNC) of a SIM purely from the SIM and without reference to any broadcast information.  This seems to be a new problem 

The chair suggested continuing the dialogue with N1 and N2 and that the response would be in T2-991029, but also that some guidelines should be given for MExE release 99.

Lars Brenk agreed to lead an offline discussion group to come up with an agreed solution to the problem for MExE.  This will be conducted by e-mail.

Conclusion:

The responses from N1 and N2 have not answered the problem of handling old SIM cards.  An LS will be sent to N1/N2 in T2-991029.  An interim solution will be considered for MExE release 99.

TDOC
Subject
Source

T2-99933
Liason statement on the interaction between MMS, SAT, MExE, non-MExE terminals and Camel/Open Service Architecture
CN-OSA

LS from CN OSA ad-hoc, requesting support on how a  network-resident application could identify the capabilities of a (MExE/SAT/WAP) terminal, and how the network-resident application could obtain the capabilities of the device from a MExE/WAP/SAT server. The chair stated the Virtual Home Environment concept has been defined in 3GPP S1.  This allows the appearance of services to a user to be the same irrespective of their serving network.  OSA defines an “API” for operators to provide services to the user using the toolkits (SAT, MExE, CAMEL) and nodes of an operator designed for the implementation of VHE.

Satu Makela identified that the WAP UAProf group is currently working on support external access to the device's terminal capabilities.  Stefan Kleier suggested that the terminals capabilities could be supported at an application layer basis, by downloading an application into the MExE device, which could interact with the network-resident application.  The chairman identified that this solution is one he has promoted within VHE/OSA; it is more flexible, and gives the user greater control on which entities receive confidential information.

Hubert Helaine proposed that the CC/PP capability negotiation should also be considered by SAT between the SIM and the SAT server, as it may be advantageous to them.
The tdoc points out that mechanisms are required to inform the core network of the toolkit and messaging capabilities of terminals.  This notification to the CN should occur at least at mobile originated traffic initiation.

It was pointed out by Satu Makela and Hubert Helaine that at present that user capabilities negotiation is always user initiated.  The core network cannot therefore initiate the discovery of the terminal toolkit capabilities.  Satu Makela stated that server initiation of capabilities notification (by contacting the WAP gateway) was a work item for the WAP UAProf group.

Stephan Kleier suggested that the OSA concept caused unnecessary complications. If an external application wanted to know the capabilities of a terminal with regard to a particular toolkit, the external application should contact the server for this specific toolkit and a new network interface was not required.  Mark Cataldo supported this view, and stated that the definition of the new network interface would require more standardisation and increase product lead times.  The security issue, that an external application could access the terminal capabilities of a user without the user’s consent was raised.

Satu Makela will generate a response in T2-991030.  This will point out the work in UAProf, the security issue of the unauthorised notification of the capabilities of a user’s terminal, the suggestion of a forward compatible approach which would be to use the download of an external application from the appropriate toolkit, and the suggestion to T3 that in order to provide to external applications a single mechanism for capabilities negotiation that T3 should examine the UAProf work and see if this could be used for interrogation of a SAT server.  The LS will be sent back to TSG-CN OSA ad hoc and copied to S1, S2, N2, T3 and WAP UAProf.

Stephan Kleier pointed out, in response to the suggestion to contact T3, that there was no standardisation of SAT communication between a SIM and a SAT server, but between the SIM and the ME only.  However, it was agreed that the suggestion will still be made to T3.

Conclusion:

An LS will be sent to CN OSA and copied to WAP UAProf, S2, N2, S1 and T3 in T2-991030.

TDOC
Subject
Source

T2-990948
WAP / MExE – SAT Interworking: OTA Administration
Mannesmann Mobilfunk

Proposal to use MExE/WAP to support the SAT.  The proposal is to download SAT applications, which are authenticated in the MExE environment, and then downloaded into the SIM.

Some interaction will be required between MExE and SAT such that the MExE executable can be transferred from the ME to the SIM.  SAT transfer mechanism are currently limited to using as it only uses SMS as a bearer.

MExE may have to identify SIM/SAT interworking, and security permissions required by an application.  Interaction will be required with T3.  Amin Torabi proposed further discussion of the downloading mechanism prior to proceeding with the proposal, and Tim Wright doubted whether such a proposal was at all required.  Lars Brenk identified the only real requirement would be to define an API to the SIM card.

Lars Brenk supported the document but said he would like to see the download methods to be more generic and not just WAP as in the document.

Mark Cataldo pointed out the existence of the secure SMS method of downloading new data to the SIM and Stephan Kleier added that T3 was furthering this capability by defining support of secure download to the SIM using GPRS and circuit switched data.  The SIM would not have to support all the functionality to control GPRS of CS bearers but would just be presented with a data pipe from the terminal.

Hubert Helaine asked three questions given below with replies interleaved

· what exactly what MExE security would bring to the methodology?

data origin authentication and integrity protection via the verification of the digital signature on the (MExE) application

· what communications method would be used for transfer from the ME to the SIM?

It is likely that a new API would be required

· what download method would be used if WAP is not supported by the terminal?

If WAP was not provided the application would just be treated as an ordinary MExE application and downloaded as such.

Lars Brenk asked if Stephan Kleier was proposing a specific method of MExE-SAT interaction and Stephan Kleier responded that this would be necessary.  However, it may be necessary for MExE to standardise very little.  

Tim Wright pointed out that using MExE for download to the SAT means that the terminal security has to be relied upon and that the communication was no longer “end to end” between the operator and the SIM.

Hubert Helaine and Benoit Brieussel supported this security viewpoint.  Hubert Helaine could not see the added value of using MExE in this case, WAP could be used as download mechanism.

Stephan Kleier pointed that end to end solutions could still be used and that MExE could be used just to provide checking of the integrity of the downloaded data.  Tim Wright then wondered if this would be easier (requiring the definition of a new MExE-SIM interface, and a new MExE API for SIM access) than new methods for download to SIM.

The chair proposed continued discussion on the subject offline and definition of the required support in MExE and SAT.  The chair suggested the use of the e-mail reflector for this.
This functionality, if to be supported, will be part of MExE Release 2000.
Conclusion:

To be further investigated.
TDOC
Subject
Source

T2-99940
Updates to UAProf parameters
Nokia

Satu Makala informed the group that the WAP Forum is currently voting on the UAProf specification, and the objective of the proposal is to update the UAProf parts of the MExE specification.  [Note there is a typo of SoftwareNumer instead of SoftwareNumber].

The UAPROF specification is now being voted in WAP for WAP1.2 and is likely to be approved.  It is therefore appropriate to update the MExE specification in accordance with the soon-to-be-approved UAPROF specification.

Lars Brenk asked if there should be a version number for the UAPROF specification.  It was agreed that this was not required as the URL would point to the most up to date reference.

Hubert Helaine wondered if the UAPROF reference given could be accessed publicly or only by members of the WAP forum.

The CR was accepted with the condition outlined below.

Conclusion:

Tdoc T2-99940 was accepted subject to the webpage address for the UAProf specification being changed to a public page as opposed to one only used by WAP Forum members.
TDOC
Subject
Source

T2-99941
MExE Release99 is not just for GSM, it is also for 3G products
Nokia

The change is basically editorial to ensure that the wording does not exclude MExE from 3G.

Mark Cataldo pointed out that a generic activity within S1 was being carried out to ensure that all 3PP specifications were applicable to 3G networks.

Conclusion:

Tdoc T2-99941 was accepted.
TDOC
Subject
Source

T2-990952
Messaging function and location information (e-mail from Sun)
Sun

Requests for information were sent to SUN sent from the Newbury (August 1999) MExE meeting, a reply given in T2-99657, presented at the Helsinki meeting.  Amin Torabi took an action to follow the reply up and this e-mail is the result.

Sun informed MExE that the messaging functionality has been clearly identified and will be addressed in the Mobile Information Device (MID) Profile effort.  The JTAPI Mobile ad hoc group had addressed an earlier SMS specific proposal, but rejected due to its GSM specific assumptions. The JavaPhone 1.0 specification does include a bearer independent mechanism for a DatagramService that will be considered in the MID profile.

Amin Torabi will find out more about the Mobile Information Device (MID) profile and when its specification will be available.

The tdoc was noted.  Mark Cataldo encouraged all delegates to find out if their companies would be willing to help resource the location information activity that SUN stated required resource.

Support of a Location Information interface has not been addressed by any of the current Java Community Process specification requests, and Sun suggests that MExE is interested in leading a JCP group to develop a location interface, it would be a possible means to expedite the requested functionality.

Conclusion:

The tdoc was noted, and members are encouraged to determine in their own companies whether they can be of assistance.
TDOC
Subject
Source

T2-99809
3rd MExE Classmark
Bosch

The chairman stated that this paper was presented at the last MExE meeting (Kyjongju) and was deferred until this meeting to allow delegates to find out their company’s view on this important subject.

Lars Brenk (Bosch) stated that the CR simply would allow a non-WAP MExE device to be developed.

Satu Makela was concerned at the large number of classmarks that appeared to be possible, with the possible support of a KVM classmark in MExE release 2000.  Satu Makela also stated that classmark 2 meant only support of a WML browser and not the complete WAP environment and stack.  Lars Brenk replied that a company should be able to build a pure Java MExE device without any WAP.

Satu Makela suggested delaying this decision to release 2000 and having a complete review of the number of classmarks, considering the KVM as well.

Tim Wright said that his company had invested a considerable amount in WAP and therefore would want a single delivery mechanism for applications to maximise this investment.  While there was only one delivery mechanism available, this should be mandatory so that there was only one standardised delivery mechanism for operators and service providers to support.

Mark Cataldo stated that a classmark 3 (non WAP) device could download a WAP browser as a Java application and then become classmark 2 capable.

Amin Torabi said that instead of WAP a terminal could support an HTML browser and TCP/IP and these could be used by the user to download applications.

Hubert Helaine said that more changes to the specification would be required than those in the tdoc and that it was too late to make these changes now.  Lars Brenk said that he presented his paper at Kyjongyu precisely to avoid this issue.

Hubert Helaine raised the issue of whether support of binary WMLScript was optional or mandatory for MExE classmark 2.  He said that he felt support of WAP should therefore be optional because of this ambiguity, though it was questioned whether this was a fair conclusion.
Action. Satu Makela will investigate this ambiguity.
Yoshiaki Hiramatsu (NTT DoCoMo) supported the CR and said that MExE should support the best technologies available and therefore, that the number of classmarks would naturally increase and that this was acceptable.  

It was suggested that perhaps the best approach would be to wait until next year, when with the potential introduction of new classmarks could be supported with WAP as an optional component of all classmarks.

An indicative vote was held and this indicated that there was no consensus to approve the CR.

Conclusion:

No conclusive decision was made on the proposal, and the proposal was not accepted.
TDOC
Subject
Source

T2-99916
Response to liaison on support of QoS negotiation and handover notification
RAN2

RAN2 responded to MExE's request to be informed of a change in network capability and QoS, for example due to a 2G/3G handover.  RAN2 believes that it is more appropriate for CN1 to address this issue, as it is the responsibility of the non-Access stratum (NAS, i.e. the core network) to inform MExE terminal of changes in QoS.

TC stated that he agreed with the LS and that reporting of QoS parameters to MExE was not the responsibility of the access stratum and therefore not the responsibility of RAN2.  It was agreed that the LS should be accepted but that there was no need to respond to it.

Conclusion:

The LS response from RAN2 was accepted.

Subject
Source

T2-991027
CR on inclusion of QoS in MExE
BT Cellnet

T2-991032
CR on inclusion of QoS in MExE
BT Cellnet

T2-991090
CR on inclusion of QoS in MExE
BT Cellnet

Tim Costello (BT Cellnet) presented the proposal to support QoS support by MExE applications.

Changes were presented in tdoc T2-991032 and a final version T2-991090 was approved

Conclusion:

Final version T-991090 was approved.


Subject
Source

T2-991031
2nd MExE classmark
Bosch

The proposal from Lars Brenk (Bosch) to make the support of WAP in a classmark 2 device optional, as opposed to mandatory.  

Satu Makala (Nokia) opposed the change, on the basis that WAP is one of the elements in VHE, and users should be able to use services across different devices: Satu Makala objected to the changed and proposed that discussion on the topic should be delayed to MExE release 2000.  
Hubert Helaine said, that VHE refers to MExE, not WAP.
Lars Brenk asked the question, why wait for the release 2000 to do something.
Tim Wright (Vodafone Airtouch) opposed the change as he wished to have continuity of WAP service across classmark 1 and classmark 2 devices.
Mark Cataldo stated that a non-WAP device could download a WAP browser as a Java application and then become WAP capable.
Yoshiaki Hiramatsu (NTT DoCoMo) supported the idea, of not keeping WAP mandatory in MExE.
Amin Torabi (Sony) commented that with the proposed support of a WAP version number in the CC/PP, and support of WAP in all classes, that perhaps MExE should do its work within the WAP Forum instead.  
Lars Brenk asked the question, if it was the purpose to make MExE equal to WAP. 

Stefan Kleier (Mannesmann) supported the logic of having optional characteristics, and it would be for the manufacturers to decide, however the mandatory support of WAP in classmark 2 was supported.  BT Cellnet objected to the removal of mandatory WAP support in classmark 2.
The chairman stated, that the fact that WAP was mandatory for classmark 2 did not mean that WAP would be mandatory for all classmarks and releases in the future.

An indicative vote was held and this indicated that there was no consensus to approve the CR.

Conclusion:

The CR was not approved.
7.1.1 WAP Version 1.2

The chairman raised the issue of updating the WAP version reference from 1.1 to 1.2.  The chairman expressed the need to ensure interoperability.  The MExE specification currently identifies the version of WAP as being version 1.1 or higher.  The CC/PP protocol provides the ability to identify the WAP version from the device to the server.

Concerns expressed by Amin Torabi (Sony) that MExE may be trying to solve WAP internal problems by identifying the WAP version number in the capability negotiation.

Yoshiaki Hiramatsu (NTT DoCoMo) stated that it is closely related to the 2nd MExE classmark proposal from Lars Brenk, and the decision should be taken together. 

Conclusion:

The reference to WAP in the 23.057 will remain as it is.
7.2 Security

TDOC
Subject
Source

T2-99811
LS to WAP Forum on PKCS#15 usage
Alcatel

T2-991033
LS to WAP PKCS#15 usage (update of T2-99811)
Alcatel

An attempt to agree this document had already been attempted on the e-mail reflector but agreement had not been possible.

Satu Makela said that she thought the sentence in section 2 describing the Administrator role was too restrictive as the Administrator could be a company as well as the operator or the user.  Tim Wright and Lars Brenk agreed with this clarification.  An expansion and clarification was agreed.

Tim Wright said the use of thumbprint within PKCS#15 was not for certificate identification and suggested the use of the issuer name and certificate serial number as is used for X.509 certificate revocation lists (CRL’s).

Hubert Helaine said we need to take the initiative in this case and to have at least one proposal or the release 99 specification will be incomplete.  “Request id” is not appropriate as it is not designed to identify a particular certificate.  Tim Wright conceded this and agreed that the MExE proposal could be to use the thumbprint.


Conclusion:

Updated version of LS was approved in T2-991033.
TDOC
Subject
Source

T2-99812
LS to RSA
Alcatel

T2-991034
LS to RSA, updated
Alcatel

LS to RSA Laboratories requesting to know what the best solution to define the identification of certificates in PKCS#15 ( either create one trusted certificate directory for each domain, or create an optional domain list attribute as a common certificate attribute).

The chair said that the T2 chair said we could assume we had the authority to talk to RSA, though this officially required authorisation from the 3GPP Mobile Competence Centre.

The LS as written was agreed and once the decision on one trusted CDF or three has been made, this will be added to the LS in a new version in T2-991034.

It was agreed that Mark Cataldo’s name and e-mail address will be put down as a contact point and also that the LS would be sent to Magnus Nystrom as the appropriate contact point within RSA.
Conclusion

The udpated version in T2-991034 was approved

TDOC
Subject
Source

T2-99818
CR to 23.057 for PKCS#15 usage (updated T2-99810)
Alcatel

T2-991035
CR to 23.057 for PKCS#15 usage (updated T2-99818)
Alcatel

T2-991093
CR to 23.057 for PKCS#15 usage (updated T2-991035)
Alcatel

Hubert Helaine presented the updated proposal for the use of PKCS#15 annex.  It was agreed to add an editor's note to identify the MExE use of the thumbprint as a means of identifying the certifcate in a CCM.

An updated version in T2-991035 was presented with a further updated version T2-991093 being approved.  
A specific objection was raised by Amin Torabi to having the WTLS certificate format mentioned.

Conclusion: 

The final version in T2-991093 was approved.

TDOC
Subject
Source

T2-99813
Certificate in SIM (updated T2-99732)
Alcatel

T2-99891
Certificate in SIM (updated T2-99813
Alcatel
SWG1

Hubert Helaine presented the proposal on the structural support of certificates in the SIM card.  The CR is unchanged from the presented version in Kyongju, when the SMG9 chairman and vicechariman were present, together with other SMG9 delegates.

It was agreed to support only one administrator root public key.  Examples to be removed from the LS.  It was proposed, and agreed, to only support option 1, which supports a 3-file solution instead of a one file solution for the certificates.  The front sheet of the LS requires to be updated also.

Various minor changes were requested.  Updated version to be generated by Hubert Helaine in T2-99891, which was approved.
Conclusion:

Final version in T2-99891 was approved.

TDOC
Subject
Source

T2-990937
LS from S3: possible security issues with handsets supporting a user input storage mechanism
SMG10 + S3

T2-991036
Ls to S3/SMG10 (in response to T2-990937)


Tim Wright (Vodafone Airtouch) presented the LS from S3.  In SMG it was discussed that some terminals were supporting a history function  (which could be mis-used to tread PINs).

S3 requests that the MExE specifications are reviewed (and possibly modified) to address this threat.   The purpose of these changes is to protect sensitive user input data, whilst permitting the use of an ME-based history feature for non-sensitive data. 
MExE does not record key presses (i.e. no history mechanism, apart from the executable which has legitimate access to the keyboard.  It was agreed in the LS to make reference to agreed restrictions on user permission in T2-991037.

Updated version to be generated by Timothy Wright in T2-991036 which was approved
Conclusion:

Final version in T2-991036.

TDOC
Subject
Source

T2-990953
User permission for untrusted application
Vodafone Airtouch

T2-991037
User permission for untrusted application (updated T2-990953)
Vodafone airtouch
SWG1

Tim Wright (Vodafone Airtouch) presented the CR following concerns expressed at 3GPP S3, the requirement for user permission for I/O access for long lived untrusted applications are proposed.  Concern was expressed towards concurrent trusted/untrusted application, and permission for untrusted applications to access the screen.

The changes were supported in principle.  It was agreed to create a new subclause 8.2.2 in which the text to protect I/o streams would be moved.
Updated version to be generated by Timothy Wright in T2-991037, which was approved.
Conclusion:

Final version in T2-991037 was approved.

TDOC
Subject
Source

T2-990938
CR 23.057 "Removing of user permission request in case of access rights are provided in certificate "
Alcatel

Hubert Helaine (Alcatel) presented the CR proposing X.509 certificate attribute extensions.  It allows the certificate issuer to decide which permissions the MExE executable is allowed.  Tim Wright (Vodafone Airtouch) expressed strong concerns that the last line of defence for the user (the right to give permission for any applications), and stated that this would not be acceptable to S3 as they understand that the user must give user permission for all actions.
It was clarified that this proposal did not increase or restrict the capabilities of applications but merely removed the right to ask for user permission for 

Satu Makela pointed out that the responsibility of what permission users would be asked for with regard to third party applications would now be the responsibility of the operator and not the application developer or the third party root controller.

Stephan Klier said that there was a trusted relationship between the operator and the user and therefore that the user need not be asked about everything, but this principle was not accepted by the group with regard to MExE.

Conclusion:

Hubert Helaine will discuss the proposal offline with MExE members.
TDOC
Subject
Source

T2-991025
Clarification to the giving of user permission
Vodafone 

T2-991038
Clarification to the giving of user permission, updated T2-991025
Vodafone

The proposal required to indicate to the user when an untrusted application was seeking a permission, and to clarify that the user may authorise multiple permissions in one go.

There was also discussion on what the alias name for the signer of the corresponding MExE executable was; it was suggested that it should simply require the source of the application to be identified.

Updated version to be generated by Timothy Wright in T2-991038, which was approved.
Conclusion:

Final version in T2-991038 was approved.
TDOC
Subject
Source

T2-990942
CR 23.057 Clarification of enabling and disabling certificates
Nokia

CR from Satu Makela (Nokia) clarifying that the party domain administrator shall be able to enable and disable Third Party root public keys by using CCM

Lars Brenk asked how third party certificates could be deleted.  It was replied that the user could delete third party certificates using a provisioned mechanism

Conclusion:

T2-990942 was approved.
TDOC
Subject
Source
(Sub-)Group

T2-99943
Clarification to administrator definition
Nokia


CR proposal to also allow the terminal manufacturer as an administrator was agreed

Conclusion:

T2-990943 was approved.
TDOC
Subject
Source
(Sub-)Group

T2-99944
Low-level access to external ports
Nokia


T2-991040
CR 23.057 Low-level access to external ports (updated T2-990944)
Nokia
SWG1

CR from Nokia promoting that there is no reason to explicitly deny low-level access port external access for MExE applications, and its deletion from the text. It was agreed that applications must only use APIs for performing actions, and the text of the change was modified during the meeting and agreed in T2-991040.

Tim Wright suggested that the wording be tightened up to clearly say that actions have to be performed using API’s only.

Hubert Helaine pointed out that requiring the use of API’s did not ensure that applications performed.  Java included API’s which could be used to send bytes to a location with the API or JVM having no understanding of what it was sending.

Satu Makela pointed out that the security table was defined in terms of actions and not in terms of APIs, therefore if the table forbade an action, the action itself was forbidden and not the use of a high level API to perform the action.

The parts of the CR relating to the security table were deleted from the CR.  An updated version in T2-991040 was approved.

Conclusion:

T2-991040 was approved.
TDOC
Subject
Source
(Sub-)Group

T2-990939
CR 23.057 "Decrease of categories number in security table "
Alcatel
SWG1

T2-991041
CR 23.057 "Decrease of categories number in security table " (updated T2-990939)
Alcatel
SWG1

The aim of the CR from Hubert Helaine (Alcatel) was to simplify the security table (and thus allow easier implementation).
There was opposition to forbidding MExE executables to access low level API’s to external ports, as application developers might require this.

Agreed that the external port access and serial port would be moved to peripheral access.  Activation of an external port would require separate user permission to the sending out of data on the external port.  However, both these permissions could be given with a single user permission.  An updated version of the CR in T2-991041 was approved.

Conclusion:

The updated document was approved in tdoc T2-991041.
TDOC
Subject
Source

T2-991022
Change of download mechanism
Alcatel

T2-991088
Change of download mechanism, updated T2-991088
Alcatel

This CR made some changes to the way that Administrator root public keys are downloaded to the terminal using the user to guarantee the security of this.  An updated version was approved in T2-991088

Conclusion:

Final version in T2-991088 approved.

TDOC
Subject
Source

T2-991023
Use of the same root public key for both operator and Administrator
Vodafone

T2-991089
Use of same certificate for administrator and operator (updated T2-991023)
Vodafone airtouch

The proposal was extended to allow the use of the same root public key for the manufacturer domain and the Administrator role as well as the operator domain and the Administrator role.
The update version in T2-991089 was approved.

Conclusion:

Final version in T2-991089 was approved
TDOC
Subject
Source

T2-991024
Certificate extension for restriction of network access
Vodafone

T2-991091
Certificate extension for restriction of network access, updated T2-991024
Vodafone

T2-991092
Certificate extension for restriction of network access, updated T2-991091
Vodafone

This CR proposed an extension which would allow a certificate issuer to dictate that the applications of the subject gaining could not use network access.  It was designed to ensure that appliction developers who did not need network access could not have it, and so reduce the potential of malicious applications.
Amin Torabi was concerned that approval of this could set a precedent for further controls.  Tim Wright replied that this was the case with many CRs.

Satu Makela objected to the CR on the grounds that it might be used to restrict the third party domain.  A compromise, in that support of the feature was mandatory for the operator domain only was agreed in T2-991092

Conclusion:

Final version agreed in T2-991092
8 Identification of CRs to be applied to MExE Release 98

The MExE group needs to determine which R99 Stage 2 CRs should also apply as corrections/clarifications to Stage 2 R98.  Lars Brenk had volunteered in the Kyongju meeting to identify the Release 98 CRs.

The chair had agreed with the T2 chair that this process could be performed by e-mail.  This process must be completed by end Friday December 3rd, 1999.  Lars Brenk and Amin Torabi will put a list of the CR’s that have been approved for release 99 and the discussion will agree the CRs for approval for release 98.

Those CRs that have already been approved for release 99 are in T2-991026.  Lars Brenk’s view of what CR’s could be approved for release 98 was approved.

TDOC
Subject
Source

T2-991026
Description of release 98 CRs
Bosch

It was agreed that all the release 99 CR’s approved in this meeting would also be applied to release 98 with the exception of T2-990891, T2-991090, T2-991092, T2-991093, which represented new functionality and not clarifications.

Conclusion

T2-990891, T2-991090, T2-991092, T2-991093, and T2-990136 in part, can not be applied to release 98.

9 Any other business

9.1 MExE Release 2000
Discussion will commence on the MExE reflector to help identify the areas to be elaborated for MExE Release 2000.

10 Future Meetings

Future MExE meetings will be held as follows:-

· T2#8: 30thJanuary - 4th February 2000 (Puerto Vallerta (spelling?), Mexico)

· MExE: February, 2000: no meeting requirement identified yet

· MExE: March, 2000: no meeting requirement identified yet

· MExE: April, 2000: no meeting requirement identified yet

· T2#9: 15th 19th May 2000 (Utrecht, Netherlands)

· MExE: June, 2000: no meeting requirement identified yet

· MExE: July, 2000: no meeting requirement identified yet

· T2#10: 28th August - 1st September 2000 (Ireland)

· MExE: September, 2000: no meeting requirement identified yet

· MExE: October, 2000: no meeting requirement identified yet

· T2#11: 27th November-1st December 2000 (Japan)
· MExE: December, 2000: no meeting requirement identified yet

Annex

11 Output Liaison Statements

11.1 Output Liaison Statements approved during meeting

TDOC
Subject
Source
(Sub-)Group

T2-99891
Certificate in SIM (updated T2-99813)
Alcatel
SWG1

T2-991030
Liason statement on the interaction between MMS, SAT, MExE, non-MExE terminals and Camel/Open Service Architecture
Nokia
SWG1

T2-991033
LS to WAP PKCS#15 usage (update of T2-99811)
Alcatel
SWG1

T2-991034
LS to RSA (updated T2-99812)
Alcatel
SWG1

T2-991036
LS to S3 on history feature
Vodafone airtouch
SWG1

11.2 Output Liaison Statements to be approved by e-mail process

TDOC
Subject
Source
(Sub-)Group

T2-991029
LS to N1 and N2 on 5 or 6 digit IMSI
Bosch
SWG1

12 MExE Stage 1 Changes

12.1 MExE Stage 1 Changes approved during meeting

TDOC
Subject
Source
(Sub-)Group

No MExE Stage 1 documents were discussed.

12.2 MExE Stage 1 Changes to be approved by e-mail process

TDOC
Subject
Source
(Sub-)Group

No MExE Stage 1 documents were discussed.

13 MExE Stage 2 Changes

13.1 MExE Stage 2 Changes approved during meeting

TDOC
Subject
Source
(Sub-)Group

T2-990940
CR 23.057 Updates to UAProf parameters
Nokia
SWG1

T2-99941
MExE Release99 is not just for GSM, it is also for 3G products
Nokia
SWG1

T2-990942
CR 23.057 Clarification of enabling and disabling certificates
Nokia
SWG1

T2-99943
Clarification to administrator definition
Nokia


T2-991037
User permission for untrusted application (updated T2-990953)
Vodafone airtouch
SWG1

T2-991038
Clarification to the giving of user permission (updated T2-991025)
Vodafone airtouch
SWG1

T2-991040
CR 23.057 Low-level access to external ports (updated T2-990944)
Nokia
SWG1

T2-991041
CR 23.057 "Decrease of categories number in security table " (updated T2-990939)
Alcatel
SWG1

T2-991088
Administrater root certificate downloading mechanism updating (updated T2-991022)
Alcatel
SWG1

T2-991089
Use of same certificate for administrator and operator (updated T2-991023)
Vodafone airtouch
SWG1

T2-991090
CR on inclusion of QoS in MExE (updated T2-991032)
BT Cellnet
SWG1

T2-991092
Certificate extension for restriction of network access (updated T2-991091)
Vodafone airtouch
SWG1

T2-991093
PKCS#15 annex (updated T2-991035)
Alcatel
SWG1

13.2 MExE Stage 2 Changes to be approved by e-mail process

TDOC
Subject
Source
(Sub-)Group

No MExE Stage 1 documents require to be agreed by e-mail.

14 Other Output Documents

14.1 Other Output Documents approved during meeting

TDOC
Subject
Source
(Sub-)Group

T2-99950
Draft MExE report
Motorola
SWG1

14.2 Other Output Documents to be approved by e-mail process

TDOC
Subject
Source
(Sub-)Group

No other documents require to be agreed by e-mail.

14.3 Other Output Documents to be approved 

TDOC
Subject
Source
(Sub-)Group

T2-991094
23.057 v1.6.0
Rapporteur
SWG1

15 Delegates

NAME
ORGANISATION
E-MAIL

Katsuaki Akama
Fujitsu
Akama@ms.ts.fujitsu.co.jp

Lars Brenk
Bosch Telecom Danmark 
Lars.brenk@dk.bosch.com 

Benoit Brieussel
Mitsubishi Electric
benoit.brieussel@mef.rd.com

Mark Cataldo
Motorola (chairman)
Mcatald1@email.mot.com

Tim Costello
BT Cellnet
Tim.costello@bt.com

Hubert Helaine
Alcatel
Hubert.helaine@bsf.alcatel.fr 

Yoshiaki Hiramatsu
NTT DoCoMo
Matsu@gw.nttdocomo.co.jp 

Haruko Horino
NTT DoCoMo
Harukok@tk.usenine.ne.jp

Bo Johannson
Ericsson
Bo.I.Johannson@ecs.ericsson.se

Stephan Kleier
Mannesmann Mobilfunk
Stephan.kleier@d2mannesmann.de

Satu Makela
Nokia
Satu.m.makela@nokia.com

Anantha Narayanana
Nokia
Anantha. Narayanana@nokia.com

Kenichi Ono
Panasonic
Kenono@pcd.mci/cei.co.jp

Thomas Roderstrand
Telia
Thomas.x.roderstrand@telia.se

Vesa Tervo
Nokia
Vesa.tervo@nokia.com

Olga Tome
Ericsson
Olga.tome@ecs.ericsson.se

Amin Torabi
Sony
Amin.torabi@ipce.ce.sony.co.jp

Tim Wright
Vodafone airtouch
Timothy.wright@vf.vodafone.co.uk

Lenny Wurtzel
Motorola
Lenny.wurtzel@motorola.com

Anna Zhuang
Nokia
Anna.zhuang@nokia.com
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