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Reason for �change:��
We need to be quite clear about whether the ‘Journalling of network events’ in section 4.10 needs to be secure or not. The outcome of the meeting in London seemed to be that it would not be secure, thus the words about security in section 4.10 need to be removed for the sake of consistency. 





At the meeting in London the question arose of whether the ‘Journalling of network events’ in section 4.10 was intended to be secure. Since the identifier for the application would not identify the application in a cryptographically secure fashion, it is hard to see how journalling can be secure at all, because it would be trivial for an application to provide a false identifier to the journal, thus simultaneously protecting itself from discovery and casting suspicion on a trustworthy application. 





It was then asked what purpose the journal was intended to serve, and the answer was that it was there to give the user a ‘warm feeling’. We can think of two meanings for this:





1) That it is intended to make the user feel that they are being protected against malicious applications.





2) That it will inform the user of which network events are happening, under the assumption that no applications are abusing the journalling facility,





If it means 1), then this is unacceptable, as we have established that it does no such thing. We should not give the user warm feelings unless they are justified. If it means 2) then that is a reasonable purpose, but has nothing to do with security. If this is the case then the requirement that the journal should be ‘securely managed by the MS’ and ‘stored in a secure area of the MS’ are redundant and should be dropped.�
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�
4.10	Journalling of network events


To support the user in monitoring and maintaining a record of (potentially chargeable) network events initiated by services in the MExE environment, it shall be possible for the user to request the MExE MS to maintain a record of network events initiated by services on the MExE MS.  Support of such journalling is mandatory.  


Network events for the purposes of journalling, are defined as events which result in the origination of voice or data connections by a service in the MExE environment of the MExE MS. Examples of such events are:-


Sending an SMS message


Sending an USSD message


Initiating a circuit switched connection


Initiating a packet switched connection


Sending data over a packet switched connection


Editor’s note: the above list requires to be refined to more accurately define the events which shall be recorded in the journal.


The above list is not exhaustive, but includes any (potentially chargeable) network event initiated by services in the MExE environment.


The user shall be able to activate and deactivate the journalling of network events via the user profile.  The length, format and longevity of the journal is undefined and subject to manufacturers’ discretion.


The journal recording the network events shall be securely managed by the MExE MS, and be stored in a secure area of the MExE 
