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Description of Copyright protection:

Content Copyrights feature is at the heart of multi-media content purchase, since it gives providers a guarantee that distributed content is not going to be re-distributed and illegaly copied.
The aim is to protect the copyrights of content providers, blocking distribution of content to unauthorized parties.
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When the protected content is stored in the temporary or persistet MMSC/network storage, forwarding of the protected content should not be allowed.
5.1
MMS User Agent

5.1.1
MMS User Agent operations

The MMS User Agent shall provide the following application layer functionalities:-

· the retrieval of MMs (initiate MM delivery to the MMS User Agent);

· terminal capability negotiation.

The MMS User Agent may provide additional application layer functionalities such as:-

· the MM composition 

· the MM submission

· the MM presentation;

· the presentation of notifications to the user;

· the signing of an MM on an end-user to end-user basis;

· the decryption and encryption of an MM on an end-user to end-user basis;

· all aspects of storing MMs on the terminal;

· handling of MMS-related information on the USIM, if the USIM supports MMS;

· management and presentation of MMBox content;

· the handling of external devices;

· the user profile management.

· Copyright protection, which includes:disabling  of forwarding an MM if an MM or a part of an MM is copyright protected;  alerting a user that the content is copyright protected; preventing a user from storing a protected content as a non- MM message.
This optional list of additional functionalities of the MMS User Agent is not exhaustive.

5.1.2
Minimum set of supported formats

Multiple media elements shall be combined into a composite single MM using MIME multipart format as defined in RFC 2046 [6]. The media type of a single MM element shall be identified by its appropriate MIME type whereas the media format shall be indicated by its appropriate MIME subtype.
A copyright protection may be provided at a single MM element level and for the whole Multimedia Message.

5.2
MMS Relay/Server

The MMS Relay/Server is responsible for storage and notification, reports, and general handling of messages. The MMS Relay/Server may also provide convergence functionality between External Servers and MMS User Agents and thus enable the integration of different server types across different networks. An Example can be found in Annex A.

It is possible to separate the MMS Relay/Server element into MMS Relay and MMS Server elements, but an allocation of the MMS Relay/Server functionalities to such elements is not defined in this release.

The MMS Relay/Server shall provide the following functionalities:

· receiving and sending MM;

· conversion of messages arriving at the recipient MMS Relay/Server from legacy messaging systems to MM format (e.g. facsimile to MM) if interworking with legacy messaging systems (MM3) is supported;

· conversion of MMs leaving the originator MMS Relay/Server to legacy messaging systems to the appropriate message format (e.g. MM to internet email) if interworking with legacy messaging systems (MM3) is supported;

· message content retrieval;

· MM notification to the MMS User Agent;

· generating delivery reports;

· routing forward MMs and read-reply reports;

· address translation;

· temporary storage of messages;

· ensuring that messages are not lost until successfully delivered to another MMSE element.

The MMS Relay/Server should provide additional functionalities such as:

· generating charging data records (CDR);

· negotiation of terminal capabilities;
· copyright indication  support,  i.e. providing  a copyright indication to the recipient MMS UA in the MM notification and preventing an MMS UA from forwarding a  copyrighted  content.

The MMS Relay/Server may provide additional functionalities such as:

· MM forwarding;

· address hiding;

· persistent storage of messages;

· controlling the reply-charging feature of MMS.

……

7.1.4
Forwarding of a Multimedia Message

This part of the MMS service describes the mechanism by which an MMS User Agent may request the corresponding MMS Relay/Server, that an MM for which the MMS User Agent is the intended recipient (and is notified of the MM) be  forwarded to other specified recipient(s) MMS User Agent(s) whose address(es) shall be specified by the forwarding MMS User Agent, without having to first retrieve the MM.

The support for originating a request that a specific MM be forwarded is optional for the MMS User Agent. 

The support for forwarding an MM, in response to a request from a MMS User Agent that a specific MM be forwarded is optional for the MMS Relay/Server.

The original MM is forwarded to a new recipient(s) with the forwarding MMS User Agent’s address being provided but without additional content, and without affecting the elements of the original MM.  Some additional information elements e.g. delivery report, read-reply report, i.e. requests for reports which are to provide feedback on the forwarded MM to the forwarding MMS User Agent, may be supplied.

Upon requesting an MM to be forwarded the MMS User Agent:

· shall indicate the address of the MM recipient(s);

· shall provide the message reference provided in the MM Notification;

· shall not request address hiding;

· shall not generate a read-reply report to the originator MMS User Agent even if a read-reply report is requested;

· may indicate the address of the Forwarding MMS User Agent (i.e. it’s own address);

· may request that a copy of the forwarded MM be stored in the MMBox;

· may provide a time stamp for the time of submission of the request to forward the MM;

· may set the desired time of expiry for the forwarded MM;

· may set the earliest desired time of delivery for the forwarded MM;

· may request a delivery report for the forwarded MM;

· may request a read-reply report for the forwarded MM;

· shall not allow forwarding an MM if its content or a part of its content is copyright-protected;
Upon reception of a request from a forwarding MMS User Agent to forward an MM, the forwarding MMS Relay/Server

· shall assign a Message Identification to the forwarded MM and immediately provide the forwarding MMS User Agent with this Message Identification;

· shall provide status information on the MM forward request to the forwarding MMS User Agent;

· shall retain the forwarded MM until the earliest desired time of delivery, if the optional feature of earliest time of delivery is supported by the MMS Relay/Server of the forwarding MMS User Agent. If this feature is not supported then the MM is immediately routed forward;

· is responsible for copying the MM into the MMBox, if the MMBox is supported, enabled, and if requested. In addition, the stored MM will have new Recipient address, Sender address, and Date and time information elements appended to the stored MM in such a way that the forwarding history of those information elements is accumulated with repeated forwardings, without losing the Recipient and Sender addresses, and Date and time of the original MM;

· may provide a time stamp of the MM submission;

· shall not provide the MM originator’s address if the originator MMS User Agent requested its address to be hidden from the MM recipient(s);

· shall not route forward the request for address hiding of the MM originator;

· shall provide the address of the MMS User Agent that requested forwarding of the MM;

· shall provide a time stamp for the request to forward the MM. It may also override the forwarding MMS User Agent’s time stamp;

· shall insert the forwarding MMS User Agent’s address into the forwarded MM if not yet provided;

· may override the address provided by the forwarding MMS User Agent in the forwarding request (subject to MMS service provider’s preferences);

· shall resolve the recipient’s address(es) of the forwarded MM;

· shall route the forwarded MM towards the MM recipient(s);

· shall pass the indication whether or not a delivery report is requested unaltered when routing the forwarded MM towards the MM recipient(s);

· shall pass the indication whether or not a read-reply report is requested unaltered when routing the forwarded MM towards the MM recipient(s);

· shall generate a delivery report indicating “indeterminate” status of the MM’s delivery if a delivery report was requested by the last MMS User Agent that handled the message and if the peer entity the MM is routed forward to is not known to the MMS Relay/Server of the forwarding MMS User Agent;

· shall provide the recipient MMS Relay/Server(s) with a count of the number of times that the particular MM was forwarded;

· shall provide the recipient MMS Relay/Server(s) with a list of addresses of forwarding MMS User Agents for the MM;

· shall generate a delivery report to the originator MMS User Agent if a delivery report is requested;

· shall not allow forwarding an MM if its content or a part of its content is copyright-protected;  
A special case is where the recipient MMS Relay/Server is also the forwarding MMS Relay/Server. In this case the MM does not have to be routed forward.

….

7.1.13.3
Confidentiality

The interface between MMS Relay/server and VASP may be carried over an encrypted and secure bearer, e.g. HTTP over SSL or TLS, or by use of application-layer encryption.  This is an optional feature and may be further elaborated in future releases.
7.1.13.4 Copyright Protection

The interface between the MMS Relay/server and VASP may carry a copyright protection indication.  The aim is to protect the copyright of content providers and to indicate that distributed content or a part of the distributed content  shall not be redistributed or illegally copied. This is an optional feature.
…

8.1.4
Multimedia Message Notification

This part of the MMS service covers the notification about MM from the recipient MMS Relay/Server to the corresponding recipient MMS User Agent and involving abstract messages are outlined in Table 4 from type, and direction points of view.

Table 4: abstract messages for notification of MM in MMS

	Abstract message
	Type
	Direction

	MM1_notification.REQ
	Request
	MMS Relay/Server -> MMS UA 

	MM1_notification.RES
	Response
	MMS UA -> MMS Relay/Server


8.1.4.1
Normal Operation

Upon receiving the MM1_notification.REQ, the recipient MMS User Agent shall respond with the MM1_notification.RES to the recipient MMS Relay/Server to acknowledge the successful reception of the MM1_notification.REQ. 

The MM1_notification.RES shall unambiguously refer to the corresponding MM1_notification.REQ.

8.1.4.2
Abnormal Operation

In this case the MMS UA shall respond with a MM1_notification.RES encapsulating a status which indicates the reason the notification could not be processed. If the MMS UA does not provide the MM1_notification.RES the MMS Relay/Server should be able to retransmit the notification at a later state.

8.1.4.3
Features

Addressing: The MM originator address may be provided to the recipient MMS User Agent in the MM1_notification.REQ. The MM originator address shall not be provided to the recipient MMS User Agent if the MM originator has requested her address to be hidden from the MM recipient. In the case of forwarding, the address of the latest forwarding MMS User Agent shall be provided.

Time constraints: The recipient MMS User Agent shall be provided a time of expiry of the MM. In case of reply-charging the deadline for the latest time of submission of a reply-MM should be conveyed within the MM1_notification.REQ.

Reply-Charging: In case of reply-charging the MMS Relay/Server may indicate in the MM1_notification.REQ that a reply to the notified original MM is free of charge and the reply-charging limitations. 

Message class, message size, priority and subject: The MM shall be qualified further by adding a message class and an approximate size to the MM in the MM1_notification.REQ. The MM may be qualified further by adding a priority and/or subject to the MM. Additional qualifiers may be added. 

Reporting: If the originator MMS User Agent has requested to have a delivery report, the recipient MMS Relay/Server may convey this information to the recipient MMS User Agent in the MM1_notification.REQ. The recipient MMS User Agent may indicate in the MM1_notification.RES that it would not wish a delivery report to be created. 

Identification: In case of reply-charging when a reply-MM is notified within the MM1_notification.REQ the MMS Relay/Server should convey the identification of the original MM replied to within the same MM1_notification.REQ.

Persistent storage: When the MMBox is configured such that incoming MMs are stored automatically, the MM1_notification.REQ shall contain the Stored information element.

Message Reference: The recipient MMS Relay/Server shall always provide a reference, e.g., URI, for the MM in the MM1_notification.REQ. When incoming MMs are stored automatically, the Message Reference will refer to the newly stored MM within the MMBox.
MM Status: The recipient MMS User Agent may indicate in the MM1_notification.RES how it intends the MM to be handled, e.g. the immediate rejection of the MM. 

MM element descriptor: The recipient MMS Relay/Server may provide one or more description(s) of message elements in the MM1_notification.REQ. A description shall contain a reference to the message element, e.g. a URI, an index number etc.. A description of a message element may be further qualified by adding one or more of such parameters as: 

· name of the message element

· type and format of the message element

· approximate size of the message element

Copyright Indication: The VASP may request that the content of an MM  or a part of the content of an MM is not authorized for redistribution by a MMS UA.
8.1.4.4
Information Elements

Table 5: Information elements in the MM1_notification.REQ.

	Information element
	Presence
	Description

	Message class
	Mandatory
	The class of the MM (e.g., personal, advertisement, information service; default = personal)

	Message size
	Mandatory
	The approximate size of the MM

	Time of expiry
	Mandatory
	The time of expiry for the MM.

	Message Reference
	Mandatory
	 a reference, e.g., URI, for the MM

	Subject
	Optional
	The title of the whole MM.

	Priority
	Optional
	The priority (importance) of the message.

	Sender address
	Conditional
	The address of the MMS User Agent that most recently handled the MM, i.e. that either submitted or forwarded the MM. If the originator MMS User Agent has requested her address to be hidden from the recipient her address shall not be provided to the recipient.

	Stored
	Optional
	Indicates that the MM was automatically stored into the MMBox. 

	Delivery report
	Optional
	Request for delivery report

	Reply-Charging
	Optional
	Information that a reply to this particular original MM is free of charge.

	Reply-Deadline
	Optional
	In case of reply-charging the latest time of submission of a reply granted to the recipient.

	Reply-Charging-Size
	Optional
	In case of reply-charging the maximum size of a reply-MM granted to the recipient.

	Reply-Charging-ID
	Optional
	The identification of the original MM replied to if this notification indicates a reply-MM.

	Element-Descriptor
	Optional
	The reference for an element of the MM, which may contain further information about the referenced element of the MM, e.g. the name, the size and/or the type and format of the message element

	Copyrights Indication
	Optional
	Present only if the Content Provider indicates that the downloaded content is copyright protected.  The recipient MMS User Agent must then block any forwarding or copying of the protected copyright content.  


Table 6: Information elements in the MM1_notification.RES. 

	Information element
	Presence
	Description

	MM Status
	Optional
	The status of the MM’s retrieval

	Report allowed
	Optional
	Request to allow or disallow the sending of a delivery report to the MM originator


8.1.6.2
Abnormal Operation

In this case the MMS Relay/Server shall respond with an MM1_forward.RES encapsulating a status which indicates the reason the request for forwarding was not accepted, e.g. no subscription, service not available, invalid content location, copyright indication that redistribution is not allowed, message expired, MMBoxes not supported, MMBox not enabled, MMBox over quota, MMBox system full, MMBox I/O error.

When MM1_forward.REQ contains a Store request, the MMS Relay/Server shall provide the results of the store operation in the MM1_forward.RES. If the MMS Relay/Server does not provide the MM1_forward.RES the MMS User Agent should be able to recover 
8.7.1.3
Features

Authorisation: The VASP must supply its own identifier or the VAS identifier as part of the request.

Addressing: The VASP may direct the MM to a one or more subscribers or to a distribution list. The originator of a submitted MM may be indicated in addressing-relevant information field(s) of the MM7_submit.REQ

Version: The MM7 protocol shall provide unique means to identify the version supported by both the MMS Relay/Server and VASP. 

Message Type: The type of message used on reference point MM7 indicating MM7_submit.REQ and MM7_submit.RES as such.

Transaction Identification: The VASP shall provide an unambiguous transaction identification within an MM7_submit.REQ. The MM7_submit.RES shall unambiguously refer to the corresponding MM7_submit.REQ using the same transaction identification.
Linked message identification: The VASP will supply a message identifier when submitting a message, that defines a correspondence to a previous message that was delivered by the MMS Relay/Server to the VASP 

Message class,  priority, and subject: The VASP may qualify the MM further by adding a message class, a priority and/or subject to the MM7_submit.REQ. 

Service code:  The VASP may mark the content of the message with a service code that may be transferred by the MMS Relay/Server in the form of charging information for use by the billing system to properly bill the user for the service being supplied.

Time stamping: The VASP may time stamp the MM.

Time constraints: The VASP may request an earliest desired time of delivery of the MM. The VASP may request a time of expiry for the MM

Reply-Charging: The originator VASP may indicate that it wants to pay for a reply-MM and convey the reply-charging limitations (e.g. the latest time of submission and/or the maximum size of a reply-MM) in the MM7_submit.REQ.

Delivery reporting: The VASP may request a delivery report for the MM

Read reporting: The VASP may request a read-reply report when the user has viewed the MM. 

Content adaptation restriction: The VASP may request that the content of the MM will not be subjected to content adaptation.

Content type: The MIME type of the multimedia content shall always be identified in the MM7_submit.REQ. 

Content: The VASP may add content in the MM7_submit.REQ.

Message identification: The MMS Relay/Server shall always provide a message identification for an MM, which it has accepted for submission in the MM7_submit.RES. 

Request status: The MMS Relay/Server shall indicate the status of the MM7_submit.REQ in the associated MM7_submit.RES. The reason code given in the status information element of the MM7_submit.RES may be supported with an explanatory text further qualifying the status. 
Copyright Indication: The VASP may request that the content of an MM  or a part of the content of an MM is not authorized for redistribution or copying. 
8.7.1.4
Information Elements

Table 48: Information elements in the MM7_submit.REQ .

	Information element
	Presence
	Description

	Transaction ID
	Mandatory
	The identification of the MM7_submit.REQ/ MM7_submit.RES pair.

	Message type
	Mandatory
	Identifies this message as a MM7_submit request.

	MM7 version
	Mandatory
	Identifies the version of the interface supported by the VASP

	VASP ID
	Optional
	Identifier of the VASP for this MMS Relay/Server.

	VAS ID
	Optional
	Identifier of the originating application.

	Sender address
	Optional
	The address of the MM originator.

	Recipient address
	Mandatory
	The address of the recipient MM. Multiple addresses are possible or the use of the alias that indicates the use of a distribution list.

	Service code
	Optional
	Information supplied by the VASP which may be included in  charging information.  The syntax and semantics of the content of this information are out of the scope of this specification.

	Linked ID
	Optional
	This identifies a correspondence to a previous valid message delivered to the VASP.

	Message class
	Optional
	Class of the MM (e.g. advertisement, information service, accounting)

	Date and time
	Optional
	The time and date of the submission of the MM (time stamp).

	Time of Expiry
	Optional
	The desired time of expiry for the MM.

	Earliest delivery time
	Optional
	The earliest desired time of delivery of the MM to the recipient.

	Delivery report
	Optional
	A request for delivery report.

	Read reply
	Optional
	A request for confirmation via a read report to be delivered as described in section 8.1

	Reply-Charging
	Optional
	A request for reply-charging.

	Reply-Deadline
	Optional
	In case of reply-charging the latest time of submission of replies granted to the recipient(s).

	Reply-Charging-Size
	Optional
	In case of reply-charging the maximum size for reply-MM(s) granted to the recipient(s).

	Priority
	Optional
	The priority (importance) of the message.

	Subject
	Optional
	The title of the whole multimedia message.

	Adaptations
	Optional
	Indicates if VASP allows adaptation of the content (default True)

	Content type
	Mandatory
	The content type of the MM’s content.

	Content
	Optional
	The content of the multimedia message

	Copyrights Indication
	Optional
	Present only if the Content Provider indicates that the downloaded content or a part of the content is copyright protected.  The handset should then block any forwarding or copying of the protected copyright content (default true, i.e. copyright protected).  


Table 56: Information elements in the MM7_replace.REQ .

	Information element
	Presence
	Description

	Transaction ID
	Mandatory
	The identification of the MM7_replace.REQ/ MM7_replace.RES pair.

	Message type
	Mandatory
	Identifies this message as a MM7_replace request.

	MM7 version
	Mandatory
	Identifies the version of the interface supported by the VASP

	VASP ID
	Optional
	Identifier of the VASP for this MMS Relay/Server.

	VAS ID
	Optional
	Identifier of the originating application.

	Message ID
	Mandatory
	Identifier of the message that current message replaces.

	Service code
	Optional
	Information supplied by the VASP which may be included in charging information.  The syntax and semantics of the content of this information are out of the scope of this specification.

	Date and time
	Optional
	The time and date of the submission of the MM (time stamp).

	Earliest delivery time
	Optional
	The earliest desired time of delivery of the MM to the recipient.

	Read reply
	Optional
	A request for confirmation via a read report to be delivered as described in section 8.1

	Adaptations
	Optional
	Indicates if VASP allows adaptation of the content (default True)

	Content type
	Conditional
	The content type of the MM’s content. If the Content IE appears, then the Content type IE must appear. 

	Content
	Optional
	The content of the multimedia message

	Copyrights Indication
	Optional
	Present only if the Content Provider indicates that the downloaded content or a part of the content is copyright protected.  The handset should then block any forwarding or copying of the protected copyright content.  


….
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