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1. INtroduction

This paper tries to examine the different possible approaches for delivering MMS messages between MMS Relays.

2. Possibilities for mms relay-to-relay protocols

· SMTP

· Hop-by-hop communications

· with header mappings to/from RFC822 headers

· sending the MMS messages as a MIME encoded object

· HTTP

· point-to-point communications, sending the MMS messages as binary objects

3. Technical implications

3.1 SMTP

SMTP provides a proven and efficient way to route messages based on e-mail addresses. By default it is an asynchronous protocol, meaning that in application level response PDUs require separate e-mail formatted messages.

If header mapping is done to RFC822 headers for the relay-to-relay transfer, the receiving end does not need to be an MMS capable system and the originating MMS Relay does not have to have the information of the capabilities of the receiving end.

If sending the MMS message as a MIME encoded object, previous knowledge of the receiving end is needed.

There are several issues that need to be resolved. If a message is lost during transit to another MMS Relay, what are the implications, if charging mechanisms are used between operators for delivered messages?

With ESMTP Delivery Status Notifications can be used, but those require that all the MTAs (Mail Transfer Agents) along the route support the extensions defined in [RFC1891]. Not all MTAs implement this and for corporate networks its support can be considered as a security risk for revealing internal network topologies. DSNs can also be forged as easily as normal e-mail messages.

DSNs are used in [VPIM], a protocol defined for exchange of messages between Voice Mail Systems. In principal VPIM defines a profile of ESMTP extensions that must be implemented by all the MTAs voice mail messages pass through during transit. However, this protocol is mainly used in a closed environment.

IETF has a working group working on Message Tracking Protocol [MSGTRK], but the results are still preliminary. The work done in this group could be useful in the future.

What are the needs for security when transferring messages between MMS Relays? (E)SMTP offers no solutions for security, and exposes the Relay to forged messages, forged delivery reports and of course, SPAM.

Also authentication is not supported with SMTP solutions. What if the operators controlling the communicating MMS Relays charge for the traffic? Authentication based on connecting IP address could be used, but this cannot be considered as secure.

The logical implication would seem to be that (E)SMTP would be best suited for delivery mechanisms where charging and delivery security are not big issues.

3.2 HTTP

HyperText Transfer Protocol is a proven protocol in the Internet world and is today used for lots of other purposes than just World Wide Web. (See for example the Simple Object Access Protocol, [SOAP], 

It provides an efficient way of doing point-to-point synchronous communications, and it can be easily proxied through VPNs and firewalls that exist today.

Since SMTP does not solve the problem of routing MMS messages when using MSISDN numbers, HTTP is just as useful in this case as SMTP.

For an operator / carrier class environment, HTTP provides several advantages over SMTP:

· Proven and known ways to authenticate and secure the traffic. (Based on SSL Certificates, IPSec, etc.) Very important if the customers are going to pay by transactions, like in SMS today.

· Since a general use case when dealing with an telecom operator environment in the scope of MMS Relay-to-Relay communications is exchanging a substantial number of messages between a few entities, HTTP/1.1 [HTTP] with persistent connections would be very efficient (no continuous creation and deletion of TCP sockets and the overhead of setting them up).

· Problems in the link layer can be easily recognized, when using point to point communications. When using SMTP with hop-by-hop delivery mechanism, this can be more difficult.

· Messages can be sent in binary format, so no decoding/encoding is needed, which improves overall performance.

· Since the protocol is synchronous, confirmation PDUs can easily be used. Because the traffic will probably be charged, telecom operators have great interest in actually knowing how to trace the message path.

Later on, HTTP could also be used to realize the support for Mobile Number Portability, which is in several countries by legislation a mandatory feature for customers. For example in the US, it is not allowed to route the traffic through a donating network operator.

4. recommendations

Nokia feels that standardizing both of the approaches is necessary to facilitate the different needs for exchanging MMS messages.

SMTP is a proven protocol when security and reliability are not the main concerns. To make implementations simpler, there should be no reason why not to combine interworking with existing Internet e-mail and MMS Relays in that approach.

HTTP can efficiently be used to transfer large number of messages between entities in a secure and reliable fashion. The main use case might be the interconnection of several domestic operators, in which the amount of traffic is usually largest.

To enable proper routing of messages based on MSISDN addressing and to support Mobile Number Portability, more work is needed. Starting point could be using static routing information. T2 SWG3 should co-operate with SA2 with the work regarding MSISDN address resolution and MNP support.
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