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Definitions and abbreviations

3.1
Definitions

For the purposes of the present document the following definitions apply:

administrator: The administrator of the MExE device is the entity which has the control of the third party trusted domain, and all resources associated with the domain. The administrator of the MExE device could be the user, the operator, the manufacturer, the service provider, or a third party as designated by the owner of the MExE device.

best effort QoS (Quality of Service): The best effort QoS refers to the lowest of all QoS traffic classes. If the guaranteed QoS cannot be delivered, the bearer network delivers the QoS which can also be called best effort QoS [28].
certificate: An entity that contains the issuer's public key, identification of the issuer, identification of the signer, and possibly other relevant information. Also, a certificate contains a signed hash of the contents. The signer can be a 3rd. party other than the issuer. 

delivered QoS: Actual QoS parameter values with which the content was delivered over the lifetime of a QoS session [28].
End Entity (EE):  user of PKI certificates and/or end user system that is the subject of a certificate.
fine grain: Refers to the capabilities of the Java security system to allow applications, sections of code or Java classes to be assigned permissions to perform a specific set of privileged operations.  The smallest programming element that can be given permission attributes is a Java class [19].

key pair: Key pairs are matching private and public keys. If a block of data is encrypted using the private key, the public key from the pair can be used to decrypt it. The private key is never divulged to any other party, but the public key is available, e.g. in a certificate.

8.3

User permission types

Support of user permission types is mandatory.

The term "user permission" is defined to mean that the user can give permission for a specific action in one of the ways defined in Table 8 "User Permissions". Support single action permission is mandatory, but support of blanket permission and session permission is optional.

All prompts for user permission as described in Table 8 "User Permissions"must display a user friendly name identifying the signer of the corresponding MExE executable, if available. The user shall be able to request to see the "subject" field of the certificate of the signer ("subject" here refers to the "subject" fields of WTLS and X.509 certificates and an equivalent field for any other format of certificate). If an application, for which user permission is being sought, is untrusted, the fact that the application is untrusted shall be at least visually indicated to the user, if the MExE device is capable of visual indication, whenever user permission is sought. Other means of indication are additionally permitted.  If the MExE device is not capable of visual indication, or is not designed for use by a human user, other means of indication shall be used.

The user shall be prompted for user permission relating to all action groups listed in the Table 6 "Security domains and actions" that are required by the MExE executable. If a prompt for permission relates to more than one action, e.g. networking and user data, then it shall list the individual action group permissions which will be granted, though the action group permissions can all be granted with a single user action. This condition applies to any prompts relating to user permissions in Table8 "User Permissions".

Note that blanket permission cannot be used for uninstalled MExE executables e.g. applets, WMLS.

Table 8: User Permissions


User Permissions

Permission Type
Description
Invocation
Revocation

blanket permission
The user gives blanket permission to the MExE executable for the specified action, and the MExE executable subsequently uses the user’s original permission for the identified subsequent actions whenever the MExE executable is running.
Typically such permission would be given at MExE executable configuration or run time.
The blanket permission maybe revoked by the user at any time. The user permission no longer applies once the MExE executable has been removed.

session permission
The user gives permission to the MExE executable for the specified action during a specific run time session of an MExE executable, and the MExE executable subsequently uses the user’s permission for the identified subsequent actions whilst the MExE executable session is still running.
Typically such permission would be given at MExE executable run time.
The session permission maybe revoked by the user at any time. The user permission no longer applies once the MExE executable run time session has terminated.



single action permission
The user gives a single permission to the MExE executable for the specified action; if the MExE executable subsequently wishes to repeat the action it must again request the user’s permission for the identified subsequent action.
Typically such permission would be given at MExE executable run time.
The user permission no longer applies once the action has terminated.

8.4
Certification and authorisation architecture

If the 3 MExE security domains defined in subclause 8.1 "Generic security" are not supported, then the certificate and authorisation architecture described in this subclause is optional.

In order to enforce the MExE security framework a MExE device is required to operate an authentication mechanism for verifying downloaded MExE executables. A successful authentication will result in the MExE executable being trusted; and able to be executed in a security domain (as determined by the root public key of its certification tree). 

As the MExE device may want to authenticate content from many sources, a public key based solution is mandatory. Before trusting MExE executables, the MExE device will therefore check that the MExE executable was signed with a private key, for which the MExE device has the corresponding public key. The corresponding public key held in the MExE device must either be a root public key (securely installed in the MExE device, e.g. at manufacture) or a signed public key provided in a certificate. The MExE device must be able to verify certificates, i.e. have the public key (as a root key or in a certificate) corresponding to the private key used to sign the certificate. Support of certificate chains is therefore mandatory.

The requirements on authorisation and certification are given in subclause 8.4.1 "Certification requirements". An example authorisation and certification process is described in subclause 8.4.2 "Example certification process".

8.4.1
Certification requirements

A MExE device cannot verify certified MExE executables of a particular domain unless it has a root public key for that particular domain.

Root public keys shall be securely installed in the MExE device, say, at the time of manufacture. 

It is recommended that a "disaster recovery" root public key be securely installed on the MExE device, to be used to install new root public keys when all other root public keys on the MExE device are invalid.

Third Party Domain root public keys will typically be installed along with and integrated into the MExE device browser, as is done for PC-based browsers.

A MExE executable can only be verified if the MExE device contains a valid root or certified public keys corresponding to the private key used to sign the MExE executable.

A MExE device shall support at least one level of certificate under operator, manufacturer or Third Party root public keys. The MExE device shall support at least one level of certificate chain analysis in a signed content package, as shown in Figure 6 "Trust hierarchy".

A certificate (other than one containing a root public key) shall only be considered valid if the signature on the certificate is verified by a valid public key (root or contained in a certificate) already present on the MExE device and if the certificate being verified has not expired.

Public keys shall not be shared between domains.
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Figure 6: Trust hierarchy

The boxes below the root keys represent individual public key certificates. The solid boxes represent the minimum MExE, and the dotted boxes represent possible further support for public key certificates (either at the first or subsequent levels).
8.4.2
Example certification process

The following processes might be followed in order to securely download a Third Party application to a MExE device.

Root public keys for a number of Certification Authorities (CAs) are installed in the MExE device, along with the MExE device browser, at manufacture. These root public keys can be used to verify certificates for Third Party MExE executables.

1.
A third party software developer generates a private and public key pair (or obtains such a pair from a CA).

2.
The third party software developer obtains a certificate for the public key from a CA. The certificate contains the developer public key, signed with the private key of the CA.

3.
The 3rd party software developer adds all the certificates required in the key chain in the JAR.

4.
The MExE device downloads a MExE executable of the third party software developer.

5.
The MExE device verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key and may store it in the certificate store for future use.

6.
The MExE device verifies that the MExE executable was signed using the private key corresponding to the third party software developer public key and installs or rejects the MExE executable accordingly.

All downloaded applications shall follow the procedure described in  section 8.4.3 "Certificate Chain Verification" in order to verify the application signature and the certificate chain. If the 3 security domains are not supported, the procedure described in the next section is optional.
8.4.3 Certificate Chain Verification

This section presents the procedure of validation of any downloaded MExE executable. It checks for the presence of the signature used to sign the application as well as the presence and integrity of all the certificates needed to successfully verify the signature. As a result, the application under scrutiny is deemed trusted or untrusted, i.e. will be allowed execution in one of the secure domains or in untrusted area, or otherwise the application will not be allowed to be executed and will be deleted. In any outcome of the verification, the user is notified about the result. The user also may wish to see certificate details if the application is allowed to be executed on the MExE device.

The MExE device shall follow "certificate verification" procedure as described below.The procedure shall contain at least the following logical phases (not necessarily in the order stated below):
Signature and Certificate Verification Supported – Checks whether signature and certificate verification procedure is supported on the MExE MT. 
Executable with Signature and End Entity Certificate* – Checks whether the executable contains a signature together with the corresponding end entity certificate. 

 Valid Application Signature* – This phase comprises the following checks:

· Check if the signature and the end entity certificate formats are supported by the device. If this check fails, the application is classified as untrusted
· Check if the signature algorithm is supported/known by the device. If this check fails, the application is classified as untrusted
· Check if the signature can be cryptographically verified by using the accompanying end entity certificate . If this check fails, the application is not allowed execution and is deleted

Complete set of Intermediate Certificates Available* - Checks if all the necessary intermediate certificates (certificates between the RPK and the end entity certificate) are available. 
Valid RPK on (U)SIM/ME –Checks if a valid RPK (not expired) exists on the (U)SIM or on the ME that could verify a certificate chain originating from the end entity certificate accompanying the application. 

*These steps could include validation (e.g. expiration, revocation, etc.) checking by means of e.g. OCSP, SCVP, CRL-Consultation, and etc.  The use of certificate revocation checking is recommended but is not mandated or defined in this specification.

Certificate Chain Cryptographically Verified– Checks if all the certificates from the end entity certificate to the RPK can be verified cryptographically. Certificate verification shall be performed according to the functional requirements given in section "Basic Path Validation" of RFC 2459[XX] excluding revocation checking. 
Secure Domains Supported – Checks whether MExE device supports secure domains. 
Only if all the above checks are successful, the downloaded application is deemed trusted and is allowed to be executed in the designated trusted domain (operator, manufacturer, trusted third party). Otherwise, the application is either untrusted (execution in the untrusted area only is allowed) or deleted (execution is not allowed at all) as per the figure X and as explained above. The executable shall only be designated into one of the trusted domains, and it shall be possible to verify the certificate chain unambiguosly to one and only one root public key.
The MExE device shall allow for a "user notification" procedure as described below:
It shall be possible to display certificate details to the user if requested , however, since the terminal might not have a display or might not be meant for a human user the methods presented in "user notification" [image: image2.wmf]UNTRUSTED
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section are not discussed any further in this specification. Figure X shows an example of the certificate chain verification procedure.
Figure X "Certificate Chain Verification Diagram"
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