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6 API Test Plan

6.1 Package sim.access:

6.1.1 Interface SIMView

Note: The Test applet shall be run on a class that implements this interface.

6.1.1.1 Constants

Test Area Reference: API_1 SVW_CONST

6.1.1.11 Conformance Requirements

This section does not describe the conformance requirements for a method, but rather for the constants of the interface.

Normal execution

CRRN1: The constants shall have the same name and value that is defined in GSM 03.19 [7].

6.1.1.1.2 Test Suite Files

Cleanup-Seript————APH1-S\VAW - CONST 1.clrNone.

6.1.1.1.3 Test Procedure
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611 2Method-selectThe constants in Java are resolved at compilation time, therefore a runtime test is not useful. No

test of constants will be performed.




6.1.1.2 Method select(short fid, byte[] fci, short fciOffset, short fciLength)

Test Area Reference: API_1 SVW_SLCTS_BSS

6.1.1.2.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public short select(short fid,
byte[] fci,
short fci Offset,
short fcilLength)
throws java. !l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,
S| MVi ewExcept i on

Normal execution

CRRNL: If the desired file is selected, the length of the FCI (File Control Information) which has been written to the
array fci is returned.

CRRN2: If the length fciLength is greater than or equal to the length of the FCI structure, the whole FCI structure is
copied into the array fci and the length of the FCI which has been written to the array fci is returned.

CRRN3: If the length fciLength is less than the length of the FCI structure, the first part of the FCI structure is
copied into the array fci and the length of the FCI which has been written to the array fci is returned.

CRRN4: After selecting a DF/MF no EF is selected.
CRRNS5: After selecting a linear fixed EF no record is selected.
CRRNG6: After selecting a cyclic EF the first record which is the last updated record is selected.

CRRNTY: The current files (file context) of any other applets shall not be changed. See GSM 03.19 [7] - 85.2. This
will be tested during the testing of the framework.

CRRNS8: The information returned by fci shall be formatted as described in GSM 11.11 [3], §9.2.1.
CRRNQ: The file with a File-1D that matches fid shall be found according to the following selection rules:
1) Animmediate child EF or DF of the current MF/DF can be selected,
2) Asibling DF of the current DF can be selected,
3) The current MF/DF it self can be selected,
4) The parent MF/DF of the current DF can be selected,

5) The MF can always be selected.

Parameter errors
CRRP1: If the array fci is null, an instance of NullPointerException shall be thrown.
CRRP2: If fciOffset is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP3: If fciLength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP4: If fciOffset plus fciLength is greater than the length of the array fci.length, or fciOffset equals fci.length, an
instance of ArraylndexOutOfBoundsException shall be thrown.
Context errors

CRRC1: If the file with a File-ID which matches fid could not be found according to the selection rules listed in
CRRNS9, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.FILE_NOT_FOUND.



CRRC2: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRC3: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.2.2 Test Suite Files

Additional requirements for the GSM personalisation: None

Test Script: __API_1 SVW_SLCTS _BSS 1.scr

Test Applet: APL-1-SVW-_SLCTS - BSS Ljava

Load-Seript- APl _1 SVW_SLCTS BSS 1.java

Load Script: API_1 SVW_SLCTS BSS_1.ldr

Cleanup Script: APl 1 SVW _SLCTS BSS 1l.clr

6.1.1.2.3 Test Procedure

Id Description API Expectation APDU Expectation

0 SIM Initialisation Responses ignored.

1 Select EFICCID in MF (Transparent EF) No exception shall be thrown.
fid = SIMiewFIDEF_ICCD Shall return a value not greater
byte[] fci = new byte[ 34] than 20.
fciOfset =0
fsg: 'é;n?; h =20 <Description of fci:

XX XX
XX XX
2F E2
04

>

2 Select EFiccip in MF (Transparent EF) No exception shall be thrown.
fid = SIWiew. FID EF_ICCI D Shall return 13.
fcifset =0 fci shall contain the first 13 bytes of
fcilength = 13 the FCI structure.
sel ect ()

3 Select DFgsm in MF No exception shall be thrown.
fid = SI Wi ew. FI D DF_GSM Shall return 7.
fciOfset =0 fci shall contain the entire FCI
fcilength =7 structure.
sel ect() <Description of fci:

XX XX
XX XX
7F 20
02
>

4 Select EFacm in DFgsm (CyclicEF) No exception shall be thrown.
fid = Sl Wiew FID EF_ACM Shall return a value between 15
fecidfset =0 and 20. (Cyclic EF)
fsg: 'ég‘(g; h =20 fci shall contain the first 15 or more

bytes of the FCI structure.
fci[14] shall have the value 3
(length of record).

5 Select MF No exception shall be thrown.
fid = SIMWiew FID M Shall return a value between 22
fciOfset =0 and 34.
fsg: 'ég‘(g; h =34 fci shall contain the entire FCI

structure.

6 Select DFreLecom in MF No exception shall be thrown.
fid = SI Wi ew. FI D DF_TELECOM Shall return 20.
fci[0] = fci[1] ="08 fci shall contain the first 20 bytes of
;2: LO;LZSth z éo the FCI structure starting at index
sel ect () 2. The first two bytes shall (still)

have the value '05'.




Description

API Expectation

APDU Expectation

7 Select EFgpn in DFreLecom (Linear FixedEF)  |No exception shall be thrown.
fid = SIWiew FI D EF_FDN Shall return 15.
fciGfset =0 fci shall contain the first 15 bytes of
fsg: tg[‘?; h =15 the FCI structure.
fci[14] shall have the value 28
(length of record).
8 fciis null Shall throw
fid = SI MWiew FID EF_FDN java.lang.NullPointerException.
byte[] nullBuffer = null
fciOfset =0
fciLength = 15
sel ect ()
9 fciOffset <0 Shall throw
fid = SI MWiew FID_EF_FDN java.lang.ArraylndexOutOfBoundsE
fcidfset = -1 xception.
fciLength = 15
sel ect ()
10 fciLength <0 Shall throw
fid = Sl Miew FID EF_FDN java.lang.ArraylndexOutOfBoundsE
fciOfset =0 xception.
fciLength = -1
sel ect ()
11 fciOffset + fciLength > fci.length Shall throw
fid = Sl Miew FID EF_FDN java.lang.ArraylndexOutOfBoundsE
fciOffset = 20 xception.
fciLength = 15
sel ect ()
12 fciOffset >= fci.length Shall throw
fid = SI MWiew FID_EF_FDN java.lang.ArraylndexOutOfBoundsE
fciOffset = 34 xception
fcilLength = 1
sel ect ()
13 Selection possibilities 1 — No exception shall be thrown.
1 - fid = SIMWiew FID_M 2 — No exception shall be thrown.
fecifset =0 3 — No exception shall be thrown.
fsg: ;g??; h =15 4 — No exception shall be thrown.
> _fid = SIMiew El D DF TELECOM 5 — No exception shall be thrown.
sel ect () - 6 — No exception shall be thrown.
3 - fid = SI Wiew FI D DF_GRAPHI CS 7 — No exception shall be thrown.
sel ect () 8 — No exception shall be thrown.
4 | fitt(ii) = SI Wi ew. FI D_DF_TELECOM 9 — No exception shall be thrown.
sel ec
5 - fid = SI Wiew FI D DF_GRAPH CS
sel ect ()
6 - fid = SI Wiew FID M
sel ect ()
7 - fid = SIWiew FID DF_GSM
sel ect ()
8 - fid = SI Wi ew. FIl D_DF_TELECOM
sel ect ()
9 - fid = SI Wi ew FI D DF_TELECOM
sel ect ()
14 EF not selected after MF/DF selection 1 - No exception shall be thrown.
1- fid = SIWiew FID MW 2 - Shall throw
sel ect () sim.access.SIMViewException with
fsjsf'e:t (S; M/ ew. FI D_EF_I COI D reason code NO_EF_SELECTED.
2 - fid = SIWiew FID M-
sel ect ()
readBi nary()
15 No selection of non-reachable file 1 — No exception shall be thrown.
1- fid = SIWiew FID M 2 — Shall throw
sel ect () sim.access.SIMViewException with
2o ‘(3') = SI Wi ew FI D_EF_ACM reason code FILE_NOT_FOUND.
16 No record is selected after selecting linear |1 — No exception shall be thrown.
fixed EF 2 — No exception shall be thrown.
1 - fid = SIWiew FID_M 3 — No exception shall be thrown.
sel ect () 4 — Shall throw
iel- eI:It ‘(j) = FI D_DF_SIMIEST sim.access.SIMViewException with

3 - fid = FID EF_LARU

reason code
RECORD NUMBER NOT AVAIL




Id Description API Expectation

APDU Expectation

sel ect () ABLE.
4 — recNunber = 0

nmode = REC_ACC_MODE_ABSOLUTE_CURRENT

readRecor d()

17 Record pointer in selected cyclic EF 1 - No exception shall be thrown.
1-fid = SIWiew FID M 2 - No exception shall be thrown.
sel ect () 3 - No exception shall be thrown.
gel_ ef:lt ‘(j) = FI D_DF_SIMIEST 4 - No exception shall be thrown.
3 - fid = FID EF_CARU 5-The contents of datal and data2
sel ect () shall be identical.

4 — byte[] datal ={ 1,2,3}

node = REC_ACC_MODE_PREVI OUS

updat eRecor d(dat al)

5- fid = SI Wi ew. FI D_EF_ACM

sel ect ()

readRecor d(dat a2)

conpare datal to data2

6.1.1.24 Test Coverage
CRR Number Test Case Number
N1 1-7
N2 3,5
N3 1,2,4,6,7
N4 14
N5 16
N6 17
N8 1,3
N9 1-7,13
P1 8
P2 9
P3 10
P4 11,12
C1 15
C2,C3 Not Tested
6.1.1.3 Method select (short fid)

Test Area Reference: API_1 SVW_SLCTS

6.1.1.3.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public void select(short fid)
t hrows SI Wi ewkxception

Normal execution
CRRNL: If the desired file is selected, no exception is thrown.
CRRN2: After selecting a DF/MF no EF is selected.

CRRN3: After selecting a linear fixed EF no record is selected.

CRRN4: After selecting a cyclic EF the first record which is the last updated record is selected.

CRRNS5: The current files (file context) of any other applets shall not be changed [03.19 - §5.2]. This will be tested

during the testing of the framework.

CRRNG6: The file with a File-1D that matches fid shall be found according to the following selection rules:

1) Animmediate child EF or DF of the current MF/DF can be selected,
2) Asibling DF of the current DF can be selected,

3) The current MF/DF it self can be selected,




4) The parent MF/DF of the current DF can be selected,

5) The MF can always be selected.

Parameter errors

Fhis-method-has-no-errors-that-oceur-due-to-parameters:No requirements.

Context errors

CRRC1: If the file with a File-ID which matches fid could not be found according to the selection rules listed in
CCRNS, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.FILE_NOT_FOUND.

CRRC2: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRC3: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.3.2 Test Suite Files
Additional requirements for the GSM personalisation: None
Test Script: __API_ 1 SVW _SLCTS 1.scr

Test Applet: APL-1-SVW-_SLCTS 1java
Load-Seript— API_1 SVW SLCTS 1.java

Load Script: API_1 SVW _SLCTS 1.ldr
Cleanup Script: API_1 SVW_SLCTS l.cir



6.1.1.3.3 Test Procedure

4 — recNunber = 0
node = REC_ACC_MODE_ABSOLUTE_CURRENT

ABLE.

Id Description API Expectation APDU Expectation
0 SIM Initialisation Responses ignored.
1 Select EFiccip in MF (Transparent EF) No exception shall be thrown.
fid = SIMiew FID EF_| CCI D
sel ect ()
2 EF not selected after MF/DF selection 1 - No exception shall be thrown.
1- fid = SIWiew FID M 2 - Shall throw
sel ect() sim.access.SIMViewException with
fs'ef'e;t f; MAiew FID EF | COD reason code NO_EF_SELECTED.
2 - fid = SIWiew FID M~
sel ect ()
readBi nary()
3 No record is selected after selecting linear |1 — No exception shall be thrown.
fixed EF 2 — No exception shall be thrown.
1- fid = SIMiewFID_M 3 — No exception shall be thrown.
select() 4 — Shall throw
gel- eI:It ‘(j) = FI D_DF_SIMIEST sim.access.SIMViewException with
3 - fid =FI D EF_LARU reason code
sel ect () RECORD_NUMBER_NOT_AVAIL

4 — byte[] datal ={ 1,2,3}
updat eRecor d(dat al)

5 - fid = SIWiew FID EF_ACM
sel ect ()

readRecor d( dat a2)

conpare datal to data2

readRecor d()

4 Record pointer in selected cyclic EF 1 - No exception shall be thrown.
1 - fid = SIMiewFID_M 2 - No exception shall be thrown.
select() 3 - No exception shall be thrown.
gel- eI:It ‘(j) = SI M/ ew. FI D_DF_GSM 4 - No exception shall be thrown.
3 - fid = SIMiew FID EE ACM 5 - The contents of datal and data2
sel ect () - shall be identical.

5 Selection possibilities 1 — No exception shall be thrown.
1- fid = Sl Wiew FID M 2 — No exception shall be thrown.
sel ect () 3 — No exception shall be thrown.
2 - fid = SIMiew F D DOF_TELECCM 4 — No exception shall be thrown.
selec;() _ . hall be th
3 - fid = SIMWiew FI D DF_GRAPHI CS 5 — No exception shall be thrown.
sel ect () 6 — No exception shall be thrown.
4 - fid = Sl Wiew. FI D_ DF_TELECOM 7 — No exception shall be thrown.
sel ect () 8 — No exception shall be thrown.
5 - fid = Sl MWiew FI D_DF_GRAPHI CS 9 — No exception shall be thrown.
sel ect ()

6 - fid = SI Wiew FID M

sel ect ()

7 - fid = SIWiew FID DF_GSM

sel ect ()

8 - fid = SI Wi ew. FI D_DF_TELECOM
sel ect ()

9 - fid = SI Wi ew FI D DF_ TELECOM
sel ect ()

6 No selection of unreachable file 1 — No exception shall be thrown.
1- fid = SIWiew FID M 2 — Shall throw
sel ect () sim.access.SIMViewException with
2 - fid = SIMiew FID_EF_ACM reason code FILE_NOT_FOUND.
sel ect () — -

6.1.1.34 Test Coverage
CRR Number Test Case Number
e 1
CRRN2 2
CRRN3 3
CRRN4 4
CRRNG 5
chRod 6
CRRC2, CRRE3 Not Tested




CRR Number Test Case Number
N1 1
N2 2
N3 3
N4 4
N6 5
C1 6
C2,C3 Not Tested

6.1.1.4 Method status
Test Area Reference: API_1 SVW_STAT_BSS

6.1.1.4.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public short status(byte[] fci,
short fciOfset,
short fciLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexQut O BoundsExcept i on,
S| Wi ewExcepti on

Normal execution

CRRNL1: The FCI (File Control Information) of the current DF (or MF) is returned in the same format as for a
SELECT command in case of selecting an MF/DF (described in GSM 03.19 [7], §9.2.1).

CRRN2: If the length fciLength is greater than or equal to the length of the FCI structure, the whole FCI structure is
copied into the array fci and the length of the FCI which has been written to the array fci is returned.

CRRN3: If the length fciLength is less than the length of the FCI structure, the first part of the FCI structure is
copied into the array fci and the length of the FCI which has been written to the array fci is returned.

Parameter errors
CRRP1: If the array fci is null, an instance of NullPointerException shall be thrown.
CRRP2: If fciOffset is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP3: If fciLength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP4: If fciOffset plus fciLength is greater than the length of the array fci.length, or fciOffset equals fci.length, an
instance of ArraylndexOutOfBoundsException shall be thrown.

Context errors

CRRC1: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRC2: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewEXxception shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.4.2 Test Suite Files
Additional requirements for the GSM personalisation:
Test Script: _ APl 1 SVW_STAT_BSS_1.scr

Test Applet: APL1 S\ STAT BSS-1java
Load Seript— API_1_SVW_STAT BSS_1.java




Load Script: API_1 SVW_STAT_BSS 1.ldr
Cleanup Script: API_1 SVW_STAT BSS 1.clr



6.1.1.4.3 Test Procedure

Id Description API Expectation APDU Expectation
0 SIM Initialisation Responses ignored.
1 Status of MF No exception shall be thrown.
byte[] fci = new byte[34] Shall return 7.
fcidfset =0 fci shall contain the entire FCI
fcilength =7 structure.
status() <Description of fci:
XX XX
XX XX
3F 00
01
>
2 Status after select EFccip in MF 1 - No exception shall be thrown.
1 - fid = Sl Wiew FIDDF_GSM Shall return a value between 22
fciOfset =0 and 34.

fciLength = 34
len = select()
2 — byte[] fci2 = new byt e[ 34]

2 - No exception shall be thrown.
Shall return 22 or more.

3 - len and len2 shall be identical
len2 = status() 4 - fci and fci2 shall be identical

3 — Conpare len and | en2
4 - Conpare the len bytes of fci and fci2

3 Status of DFrelecom 1 - No exception shall be thrown.
1 - fid = SIWiew FI D DF_TELECOM Shall return a value between 22
sel ect () and 34.

2 —fciOfset =0

foiLength = 100 2 - No exception shall be thrown.

Shall return a value between 22

status()
and34.
fci shall contain the entire FCI
structure (check that returned value
is equal to 13 plus the "length of
following data" - fci[12]).FID of the
returned fci (fci[4:5]) is
FID_DF_TELECOM.
4 Status DFreLecom No exception shall be thrown.
fciOfset =0 Shall return 7.
fcilength =7 fci shall contain the first 7 bytes of
status() the FCI structure starting at index
0.
FID of the returned fci (fci[4:5]) is
FID DF_TELECOM.
5 fciis null Shall throw
byte[] nullBuffer = null java.lang.NullPointerException.
fciOfset =0
fciLength = 34
status()
6 fciOffset <0 Shall throw
fciOffset = -1 java.lang.ArraylndexOutOfBoundsE
fci Lengt h = 34 Xceptlon.
status()
7 fciLength <0 Shall throw
fciOfset =0 java.lang.ArraylndexOutOfBoundsE
fcilLength = -1 xception.
status()
8 fciOffset + fciLength > fci.length Shall throw
fciOffset = 20 java.lang.ArraylndexOutOfBoundsE
fciLength = 15 xception.
status()
9 fciOffset >=fci.length Shall throw
fciOfset = 34 java.lang.ArraylndexOutOfBoundsE
fcilength = 1 xception.
status()
6.1.1.44 Test Coverage
CRR Number Test Case Number
CRRNI 1-4
e 23




CRR Number Test Case Number
CRRN3 14
CRRP1 5
CRRP2 6
CRRP3 +
CRRP4 8-9

CRRC1, CRRC2 Not Tested
N1 14
N2 2,3
N3 1.4
P1 5
P2 6
P3 7
P4 89
C1,C2 Not Tested

6.1.1.5 Method readBinary
Test Area Reference: API_1 SVW_REDBS BSS

6.1.1.5.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.
public short readBinary(short fileOfset,
byte[] resp,
short respOffset,
short resplLength)
throws java.l ang. Nul | Poi nt er Excepti on,

java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
S| Wi ewExcepti on

Normal execution

CRRNL: If data can be accessed at the specified offset, the value respOffset plus respLength are returned and the
data bytes of the currently selected transparent file are returned in resp.

Parameter errors

CRRP1: If fileOffset is less than 0, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.OUT_OF_FILE_BOUNDARIES.

CRRP2: If fileOffset plus respLength exceeds the length of the file, an instance of SIMViewException shall be
thrown. The reason code shall be SIMViewException.OUT_OF FILE_BOUNDARIES.

CRRP3: If the array resp is null, an instance of NullPointerException shall be thrown.
CRRP4; If respOffset is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRPS5: If respLength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP6: If respOffset plus respLength is greater than the length of the array resp.length, an instance of
ArraylndexOutOfBoundsException shall be thrown.

Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.NO_EF SELECTED.

CRRC2: If the currently selected EF is not transparent, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.FILE_INCONSISTENT.

CRRC3: If the calling applet does not fulfil the access condition, READ, to perform this function, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.AC_NOT_FULFILLED.



CRRCA4: If the currently selected EF is invalidated and the file status of the EF does not allow for the reading of an
invalidated file, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS_CONTRADICTION.

CRRCS: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRCE6: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.5.2 Test Suite Files

Additional requirements for the GSM personalisation: none.

Test Script: __API_1 SVW_REDBS_BSS_1.scr

Test Applet: APL-1-SVVW-REDBS-BSS 1java

Load-Seript- APl 1 SVW _REDBS BSS 1.java

Load Script: API_1 SVW_REDBS BSS 1.ldr

Cleanup Script: API_1 SVW_REDBS BSS 1.clr

6.1.1.5.3 Test Procedure

Id Description API Expectation APDU Expectation

0 SIM Initialisation Responses ignored

1 Read from EFICCID in MF (Transparent EF) |1 - No exception shall be thrown.
1 -fid = SIWiewFID_EF_ICCD 2 - No exception shall be thrown.
sel ect () Shall return 20.

2 —fileOfset = 0

byte[] resp = new byt e[ 20] resp shall contain the entire
' 5B

contents of EFICCID starting at

resp[0:19] = .

respCffset = 10 index 10.

respLength = 10 <Description of resp:

readBi nary() 55 55 55 55 55 55 55 55 55 55
OF FF FF FF FF FF FF FF FF FF
>

2 Read from EFICCID in MF No exception shall be thrown.

resp[0:19] ='55 Shall return 15.

fileOfset =5 resp shall contain the last 5 bytes

respffset =10 of EFICCID starting at index 10.

respLength = 5

)

<Description of resp:
55 55 55 55 55 55 55 55 55 55
FF FF FF FF FF 55 55 55 55 55

readBi nary(

>
3 Offset into File out of bounds Shall throw
fileOfset = -1 sim.access.SIMViewException with
respdfset =0 reason code
respLength = 10 OUT_OF_FILE_BOUNDARIES.
readBi nary()
4 fileOffset + respLength > EF length Shall throw
fileOfset =9 sim.access.SIMViewException with
respOffset =0 reason code
respLength = 2 OUT_OF_FILE_BOUNDARIES.
readBi nary()
5 resp is null Shall throw
byte[] nullBuffer = null java.lang.NullPointerException.
fileOfset =0
respOffset =0
respLength = 10
readBi nary()
6 respOffset <0 Shall throw
fileOffset =0 java.lang.
respffset = -1 ArraylndexOutOfBoundsException.
respLength = 10
readBi nary()




Id Description API Expectation APDU Expectation
7 respLength <0 Shall throw
fileOOfset =0 java.lang.
respffset =0 ArraylndexOutOfBoundsException.
respLength = -1
readBi nary()
8 respOffset + respLength > resp.length Shall throw
fileOffset = 0 java.lang.
respffset = 10 ArrayIndexOutOfBoundsException.
respLength = 11
readBi nary()
9 EF is not Transparent 1 - No exception shall be thrown.
1 - fid = FI D _DF_SI MIEST 2 - No exception shall be thrown.
sel ect () 3 - Shall throw
gel' efcl ‘(j) = FID_EF_LARU sim.access.SIMViewException with
3- fileCffset = 0 reason code
respCffset = 0 FILE_INCONSISTENT.
respLength = 1
readBi nary()
10 Access condition not fulfilled Shall throw
1 - fid = DFSIMITEST sim.access.SIMViewException with
sel ect () reason code
2 - fid = EFTNR AC_NOT_FULFILLED.
sel ect () -
3 - fileOfset =0
respOffset = 0
respLength = 1
readBi nary()
11 EF is invalidated 1 - No exception shall be thrown.
1 - fid = EFTNU 2 - Shall throw
i nval i dat e() sim.access.SIMViewException with
2 - readBinary() reason code
8 - rehabilitate() INVALIDATION_STATUS_CONTR
ADICTION.
3 - No exception shall be thrown.
12 No EF selected 1 - No exception shall be thrown.

1- fid = SIMWiew FID M
sel ect ()
2 readBi nary()

2 - Shall throw
sim.access.SIMViewException with
reason code NO_EF SELECTED.




6.1.1.54 Test Coverage

CRR Number Test Case Number
CRRN1 1-2
GCRRP1 3
CRRP2 4
CRRP3 5
CRRP4 6
GRRP5 7
CRRPS6 8-
CRRC1 12
CRRGC2 9
CRRG3 10
CRRG4 11

CRRC5-CRRCS Not Tested
N1 12
Pl 3
P2 4
P3 5
P4 6
PS5 7
P6 8,
Cl 12
c2 9
c3 10
c4 11
C5, C6 Not Tested

6.1.1.6  Method updateBinary
Test Area Reference: API_1 SVW_UPDBS_BSS

6.1.1.6.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.
public void updateBi nary(short fileCOfset,
byte[] data,
short dataCffset,
short dat alLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCut Of BoundsExcept i on,
S| MVi ewExcepti on
Normal execution

CRRNL1: The currently selected transparent file is updated starting at fileOffset, with the string of dataLength bytes
in the array data starting at dataOffset.

Parameter errors

CRRP1: If fileOffset is less than 0, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.OUT_OF_FILE_BOUNDARIES.

CRRP2;: If fileOffset plus dataLength exceeds the length of the file, an instance of SIMViewEXxception shall be
thrown. The reason code shall be SIMViewException.OUT_OF FILE_BOUNDARIES.

CRRP3: If the array data is null, an instance of NullPointerException shall be thrown.
CRRP4: If dataOffset is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRPS5: If datalLength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP6: If dataOffset plus datalength greater than the length of the array data.length an instance of
ArraylndexOutOfBoundsException shall be thrown.



Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.NO_EF SELECTED.

CRRC2: If the currently selected EF is not transparent, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.FILE_INCONSISTENT.

CRRC3: If the calling applet does not fulfil the access condition, UPDATE, to perform this function, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.AC_NOT_FULFILLED.

CRRC4: If the currently selected EF is invalidated and the file status of the EF does not allow for updating of an
invalidated file, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS_CONTRADICTION.

CRRCS: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRCE6: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.6.2 Test Suite Files
Additional requirements for the GSM personalisation: None
Test Script: __API_1 SVW_UPDBS BSS 1.scr

Test Applet: API_1_S\VW UPDBS BSS 1 java
Load Seript— API_1_SVW_UPDBS_BSS_1.java

Load Script: API_1 SVW_UPDBS_BSS_1.ldr
Cleanup Script: API_1 SVW _UPDBS BSS 1lclr



6.1.1.6.3 Test Procedure

Id Description API Expectation APDU Expectation

0 SIM Initialisation Responses ignored.

1 No EF selected Shall throw
fileOfset =0 sim.access.SIMViewException with
byte[] data = new byte[20] reason code NO_EF_SELECTED.
data[ 0] = '55'
dataOfset = 0
dat aLength = 10
updat eBi nary()

2 Update Transparent EF 1 — No exception shall be thrown.

1 - fid = DFSIMIEST 2 — No exception shall be thrown.
sel ect () 3 — No exception shall be thrown.
iel_ efcl ‘(j) = EFTARU 4 — No exception shall be thrown.
3 - fileOfset = 3 Data in resp[0] shall be '55'.
data[0] = '55'

dataOfset = 0

datalLength = 1

updat eBi nary()

4 - fileOfset = 3

respOffset = 0

respLength = 1

readBi nary()

3 1 - fileOffset = 254 1 - No exception shall be thrown.
data[0] = '55' 2 - No exception shall be thrown.
gg: Z% %} = gg: Data in resp shall be
dataOfset = 0 respl] _ .55.
dat aLength = 3 resp[1] = ,AA,‘
updat eBi nar y() resp[2] = '66
2 - fileOfset = 254
respOffset = 0
respLength = 3
readBi nary()

4 Offset into File out of bounds Shall throw
fileOfset = -1 sim.access.SIMViewException with
dataCffset = 0 reason code
datalength = 10 OUT_OF_FILE_BOUNDARIES.
updat eBi nary()

5 fileOffset + dataLength > EF length Shall throw
fileOfset = 259 sim.access.SIMViewException with
dataCffset =0 reason code
datalength = 2 OUT_OF_FILE_BOUNDARIES.
updat eBi nary()

6 data is null Shall throw
byte[] nullBuffer = null java.lang.NullPointerException.
fileOfset =0
dataCffset = 0
dataLength = 10
updat eBi nary()

7 dataOffset <0 Shall throw
fileOffset =0 java.lang.

ArraylndexOutOfBoundsException.
dataCffset = -1
dataLength = 10
updat eBi nary()

8 dataLength <0 Shall throw
fileOffset =0 java.lang.
dataCffset = 0 ArraylndexOutOfBoundsException.
datalLength = -1
updat eBi nary()

9 dataOffset + dataLength > data.length Shall throw
fileOffset =0 java.lang.
dataCf fset = 10 ArraylndexOutOfBoundsException.
dataLength = 11
updat eBi nary()




Id Description API Expectation APDU Expectation
10 EF is not Transparent 1 - No exception shall be thrown.
1 - fid = FID_DF_SI MTEST 2 - No exception shall be thrown.
sel ect () 3 - Shall throw
iel_ ef:lt ‘(j) = FID_EF_LARU sim.access.SIMViewException with
3- fileOffset = 0 reason code
data[0] = '55' FILE_INCONSISTENT.
dataOfset = 0
datalLength = 1
updat eBi nary()
11 Access condition not fulfilled 1 - No exception shall be thrown.
1 - fid = DFSI MTEST 2 - Shall throw
sel ect () sim.access.SIMViewException with
fSIe:je:t '(E;:TNU reason code
> . fileOfset = 0 AC_NOT_FULFILLED.
data[0] = 'b55
dataOfset = 0
datalLength = 1
updat eBi nary()
12 EF is invalidated 1 - No exception shall be thrown.
1 - fid = EFTNR 2 - Shall throw
i nval i dat e() sim.access.SIMViewException with
§a£ a‘E IO; e?f;g‘t =0 reason code
dataCffset = 0 INVALIDATION_STATUS_CONTR
datalength = 1 ADICTION.
updat eBi nary() 3 - No exception shall be thrown.
3 - rehabilitate()
6.1.1.6.4 Test Coverage
CRR Number Test Case Number
CRRN1 23
CRRP1 4
CRRP2 5
CRRP3 6
CRRP4 7
CRRP5 8
CRRPS 9
CRRCI 1
CRRGC2 i0
CRRC3 11
CRRC4 12
CRRC5,CRRC6 NotTested
N1 2,3
Pl 4
P2 5
P3 6
P4 4
P5 8
P6 9
Cl 1
C2 10
C3 11
C4 12
C5, C6 Not Tested
6.1.1.7 Method readRecord

Test Area Reference: API_1 SVW_REDRSBS BSS

6.1.1.7.1

Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public short readRecord(short recNunber,

byt e node,
short recOffset,
byte[] resp,




short respOffset,
short respLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,
S| Wi ewExcepti on

Normal execution

CRRNL1: The data bytes from the record, specified by mode and recNumber of the currently selected linear fixed or
cyclic EF, is read at recOffset. A total of respLength bytes of this data is copied to the array resp at respOffset.

CRRNZ2: If the access mode is REC_ACC _MODE_ABSOLUTE_CURRENT:
if recNumber is not 0, the record addressed by recNumber will be read;
if recNumber is 0 the current selected record will be read; and
the current record pointer shall not change.
CRRNB3: If the access mode is REC_ACC_MODE_NEXT:
the next record relative to the current selected record will be selected and read;
if no current record is selected, the first record will be selected and read;

if the current record pointer is set to the last record for a cyclic EF the record pointer is set to the first record
and the record is read,;

the current record pointer of any other applet shall not be changed.

CRRNA4: If the access mode is REC_ACC_MODE_PREVIOUS:
the previous record relative to the current selected record will be selected and read:;
if no current record is selected, the last record will be selected and read,;

if the current record pointer is set to the first record, for a linear fixed EF the method responses with an error
exception and for a cyclic EF the record pointer is set to the last record and the record is read;

the current record pointer of any other applet shall not be changed.

Parameter errors

CRRP1: If the currently selected EF is linear fixed and the access mode is
REC_ACC_MODE_ABSOLUTE_CURRENT and recNumber is less than 0 or greater than records available, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

CRRP2;: If the currently selected EF is linear fixed and the access mode is
REC_ACC_MODE_ABSOLUTE_CURRENT, recNumber is 0 and there is no current record selected, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

CRRP3: If the currently selected EF is linear fixed and the access mode is REC_ACC_MODE_NEXT and the
current record pointer is set to the last record, an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException.RECORD _NUMBER_NOT_AVAILABLE.

CRRP4: If the currently selected EF is linear fixed and the access mode is REC_ACC_MODE_PREVIOUS and the
current record pointer is set to the first record, an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException.RECORD _NUMBER_NOT_AVAILABLE.

CRRP5: If the specified offset into the selected record recOffset is less than 0, an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException.OUT_OF_RECORD_BOUNDARIES.

CRRP6: If recOffset plus respLength is greater than the record length, an instance of SIMViewException shall be
thrown. The reason code shall be SIMViewException.OUT_OF RECORD_BOUNDARIES.



CRRP7: If the access mode is not between 2 and 4 inclusive (2 = REC_ACC_MODE_NEXT, etc.), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INVALID_MODE.

CRRPS8: If the array resp is null, an instance of NullPointerException shall be thrown.
CRRP9: If respOffset is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP10: If respLength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP11: If respOffset plus respLength is greater than the length of the array resp.length, or respOffset equals
resp.length, an instance of ArraylndexOutOfBoundsException shall be thrown.
Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.NO_EF SELECTED.

CRRC2: If the currently selected EF is neither linear fixed nor cyclic, an instance of SIMViewException shall be
thrown. The reason code shall be SIMViewException.FILE_INCONSISTENT.

CRRC3: If the calling applet does not fulfil the access condition, READ, to perform this function, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.AC_NOT_FULFILLED.

CRRCA4: If the currently selected EF is invalidated and the file status of the EF does not allow for reading an
invalidated file, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS_CONTRADICTION.

CRRCS: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRCE6: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.7.2 Test Suite Files

Additional requirements for the GSM personalisation: None

Test Script: _ APl 1 SVW_REDRSBS BSS 1.scr

Test Applet: AR CAAAL DEDDEDE BCC 1o

Load Seript- APl 1 SVW _REDRSBS BSS_1.java

Load Script: API_1 SVW_REDRSBS_BSS 1.ldr

Cleanup Script: API_1 SVW_REDRSBS BSS 1.clr

6.1.1.7.3 Test Procedure

Id Description API Expectation APDU Expectation

0 SIM Initialisation Responses ignored.

1 No EF selected Shall throw
recNumber =1 sim.access.SIMViewException with
mode = REC_ACC_MODE_ABSOLUTE_CURRENT reason code NO_EF_SELECTED.

recOfset =0

byte[] resp = new byt e[ 20]
respOffset = 0

respLength = 10
readRecor d()




Id Description API Expectation APDU Expectation
2 | Read Absolute and Current from Linear Fixed |1 - No exception shall be thrown.
EF 2 - No exception shall be thrown.
1 - fid = DFSI MTEST 3 - No exception shall be thrown.
§e| e?it ((j) — EFLARU resp shall be:
sel ect ()‘ resp[0] = '55'
/1 Record pointer not set. resp[1] =55
3 - recNunber = 0 resp[2] = '55
mode = REC_ACC MODE_NEXT resp[3] = '55'

recOfset = 0

4 - No exception shall be thrown.

resp(LJffseL = 2 resp shall be:
resp engt = resp[O] ='AA
readRecor d() — AN
4 — recNunmber = 2 resp[;] _.x.
node = REC ACC_MODE_ABSOLUTE CURRENT resp[2] ="AA
r eadRecor d() resp[3] = AA
5 - recNumber =1 5 - No exception shall be thrown.
readRecor d() resp shall be:
6 - recNunber = 0 resp[0] = '55'
‘rgg‘p[O] =resp[1l] =resp[2] =resp[3] = resp[1] = '55'
resp[2] = '55'
readRecor d() resp[3] = '55'
6 - No exception shall be thrown.
resp shall be:
resp[0] = '55'
resp[1] = '55'
resp[2] = '55'
resp[3] = '55'
3 Read Next from Linear Fixed EF No exception shall be thrown.
:ngguﬂbeerfczAcC)C MODE_NEXT resp shal be:
- e — resp[0] = 'AA
recOffset =0 resp%l} = AA'
respOffset =0 p2 = AA'
respLength = 4 respl ]:. }
r eadRecor d() resp[3] = 'AA
4 Read Next from Linear Fixed EF Shall throw
recNumber = 0 sim.access.SIMViewException with
mode = REC_ACC_MCDE_NEXT reason code
: gggo; e _=Oo RECORD_NUMBER_NOT_AVAIL
respLength = 4 ABLE.
readRecor d()
5 Read Previous from Linear Fixed EF No exception shall be thrown.
recNunber = 0 resp shall be:
;Tle)gg f:seRtEC:A(C)C_NmE_PREVI Qus resp[0] = '55'
respOfset = 0 resp[%] i gg
respLength = 4 resp| ]_. ,
r eadRecor d() resp[3] = '55
6 Read Previous from Linear Fixed EF Shall throw

recNunber = 0

node = REC_ACC_MODE_PREVI QUS
recOfset =0

respOfset = 0

respLength = 4

readRecor d()

sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.




Description

API Expectation

APDU Expectation

7 Read Absolute and Current from Cyclic EF |1 - No exception shall be thrown.
1 - fid = EFCARU 2 - No exception shall be thrown.
§e| e:::eg\lunber _, resp shall be:
mode = REC_ACC MODE_ABSOLUTE CURRENT resp(o] =" AA'
recOlfset =0 resp[1] =" AA
respOifset = 0 resp[2] =" AA’
respLength = 3 3 - No exception shall be thrown.
readRecor d() resp shall be:

3 — recNunber =1 resp[0] = '55'
LeadRec&r ?TE)) o resp[1] = '55'
— recNunoper = —_ '
resp[0] = resp[1] = resp[2] = '00 Ele-sﬁl[g]e_xczst' hall be th
r eadRecor d() ption shall be thrown.
resp shall be:
resp[0] = '55'
resp[1] = '55'
resp[2] = '55'

8 Read Next from Cyclic EF No exception shall be thrown.
recNumber = 0 resp shall be:
mdedfz RtEC_AgC_V[DE_NEXT resp[0] = 'AA’
rec set = — '
respOFfset =0 respl] _ .AA.
respLength = 3 resp[2] = 'AA
readRecor d()

9 Read Next from Cyclic EF No exception shall be thrown.
recNunber = 0 resp shall be:

”Ddgff: RtEC_ACC)C_ VODE_NEXT resp[0] = '55'
recOffset = oo
respOffset = 0 :g:gg% _ gg
respLength = 3

readRecor d()

10 Read Previous from Cyclic EF No exception shall be thrown.
recNunber = 0 resp shall be:
m)dg f= RtEC_AgC_I\/ODE_PREVI ous resp[0] = 'AA'
recOffset = — A AT
respOffset = 0 i:g% _ 22
respLength = 3
readRecor d()

11 Read Previous from Cyclic EF No exception shall be thrown.
recNunber = 0 resp shall be:
m)ded f= RtEC_AOCC_I\/ODE_PREVI ous resp[0] = '55'
rec set = — '
respOffset =0 :223% _ gg
respLength = 3
readRecor d()

12 |Read Absolute from Linear Fixed EF beyond 1 — No exceptionshall be thrown.
Recor ds 2 - Shall throw
1- fid = EFLARU sim.access.SIMViewException with
sel ect () _ reason code
2 - rechunber = -1 RECORD_NUMBER_NOT_AVAIL
node = REC_ACC MODE_ABSOLUTE_CURRENT — — —
recOffset =0 ABLE.
resp0ffset = 0 3 - Shall throw
respLength = 4 sim.access.SIMViewException with
readRecor d() reason code
3 — recNunber =3 RECORD_NUMBER_NOT_AVAIL
readRecor d() ABLE.

13 |No current record in linear fixed EF, read 1 - No exception shall be thrown.
current 2 - Shall throw
1- fid = EFLARU sim.access.SIMViewException with
sel ect () /1 No curr rec reason code

2 — recNunber = 0 // curr rec

node = REC_ACC_MODE_ABSCOLUTE_CURRENT
recOfset =0

respO f set
resplLength
readRecor d()

0
4

RECORD_NUMBER_NOT_AVAIL
ABLE.




Id

Description

API Expectation

APDU Expectation

14

recOffset <0
1 - fid = EFLARU
sel ect ()
2 - recNunber =1 // rec 1
node = REC_ACC_MODE_ABSOLUTE_CURRENT
recOfset = -1
respOffset = 0
respLength = 4
readRecor d()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
OUT_OF_RECORD_BOUNDARIE
S.

15

recOffset + respLength > Record Length
1- fid = EFLARU
sel ect ()
2 - recNunmber =1
mode = REC_ACC_MODE_ABSOLUTE_CURRENT
recOffset = 2
respOfset = 0
respLength = 4
readRecor d()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
OUT_OF_RECORD_BOUNDARIE
S.

16

Reading with invalid mode
1 - fid = EFLARU
sel ect ()
2 — recNunber = 0
mode = 1
recOffset =0
respO f set
respLength
readRecor d()
3 - node = 5
readRecor d()

0
4

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code INVALID_MODE.

3 - Shall throw
sim.access.SIMViewException with
reason code INVALID_MODE.

17

resp is null
byte[] nullBuffer = null
node = REC_ACC_MODE_ABSOLUTE_CURRENT
respOffset =0
respLength = 10

Shall throw
java.lang.NullPointerException.

readRecor d()
18 respOffset <0 Shall throw
java.lang.
respffset = -1 ArraylndexOutOfBoundsException.
respLength = 10
readRecord ()
19 respLength <0 Shall throw
respOffset = 0 java.lang.
respLength = -1 ArraylndexOutOfBoundsException.
readRecord ()
20 respOffset + respLength > resp.length Shall throw
respOffset = 10 java.lang.

respLength = 11
readRecord ()

ArraylndexOutOfBoundsException.

21

EF is neither Cyclic nor Linear Fixed
1 - fid = DFSI MTEST
sel ect ()
2 - fid = EFTNU
sel ect ()
3 —respOfset =0
respLength = 4

1 - No exception shall be thrown.

2 - No exception shall be thrown.

3 - Shall throw
sim.access.SIMViewException with
reason code
FILE_INCONSISTENT.

readRecor d()
T——fid—=EFCNR 2~ Shall-throw-
select() - . . . i
2 eadRecora(; reason-code-
ACNOT FULFLLLED:
22 Access condition not fulfilled 1 - No exception shall be thrown.

1 - fid = EFCNR
sel ect ()

2 - respLength =3
readRecor d()

2 - Shall throw
sim.access.SIMViewException with

reason code
AC NOT FULFILLED.

23

EF is invalidated
1 - fid = EFCNU
i nval i date()
2 — readRecord()
3 — rehabilitate()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
INVALIDATION_STATUS_CONTR
ADICTION.

3 - No exception shall be thrown.




6.1.1.7.4 Test Coverage

CRR Number Test Case Number
CRRN1 2-5.7-11
N1 2-5,7-11
CRRN2 2
CRRN3 3-89
CRRN4 51011
GCRRP1 12
CRRP2 13
CRRP3 4
CRRP4 6
CRRP5 14
GCRRP6 15-
CRRP7 16
CRRP8 17
CRRP9 18
CRRP10 19
CRRP11 20
CRRC1 1
CRRC2 21
CRRC3 22
CRRG4 23
CRRGC5-CRRG6 NotFested
N2 2,7
N3 3,8,9
N4 5,10,11
P1 12
P2 13
P3 4
P4 6
PS5 14
P6 15
pP7 16
P8 17
P9 18
P10 19
P11 20
C1 1
Cc2 21
C3 22
Cc4 23
C5, C6 Not Tested

6.1.1.8  Method updateRecord
Test Area Reference: API_1 SVW_UPDRSBS BSS

6.1.1.8.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public void updateRecord(short recNunber,
byt e node,
short recOffset,
byte[] data,
short dataCffset,
short dat alLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCut Of BoundsExcept i on,
S| Wi ewExcepti on

Normal execution

CRRNL1: datalength bytes of the record specified by mode and recNumber of the current selected linear fixed or
cyclic EF are updated at recOffset, by using the string of bytes in the array data starting at dataOffset.



CRRNZ2: If the access mode is REC_ACC_MODE_ABSOLUTE_CURRENT and the file is a linear fixed EF:
the record addressed by recNumber will be updated,;
if recNumber is 0 the current selected record will be updated; and
the current record pointer shall not change.

CRRN3: If the access mode is REC_ACC_MODE_NEXT and the file is a linear fixed EF:
the next record relative to the current selected record will be selected and updated;
if no current record is selected, the first record will be selected and updated;
the current record pointer of any other applet shall not be changed.

CRRN4: If the access mode is REC_ACC_MODE_PREVIOUS:
the previous record relative to the current selected record will be selected and updated;
if no current record is selected, the last record will be selected and updated,;

if a cyclic EF is updated, the oldest record will be updated independent of the current record pointer and this
record becomes record number 1 and the current record;

the current record pointer of any other applet shall not be changed in case of a linear fixed EF.

Parameter errors

CRRP1: If the currently selected EF is linear fixed and the access mode is
REC_ACC_MODE_ABSOLUTE_CURRENT and recNumber is less than 0 or greater than records available, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

CRRP2: If the currently selected EF is linear fixed and the access mode is
REC_ACC_MODE_ABSOLUTE_CURRENT, recNumber is 0 and there is no current record selected, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

CRRP3: If the currently selected EF is linear fixed and the access mode is REC_ACC_MODE_NEXT and the
current record pointer is set to the last record, an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException.RECORD _NUMBER_NOT_AVAILABLE.

CRRP4: If the currently selected EF is linear fixed and the access mode is REC_ACC_MODE_PREVIOUS and the
current record pointer is set to the first record; an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

CRRP5: If the specified offset into the selected record recOffset is less than 0, an instance of SIMViewEXxception
shall be thrown. The reason code shall be SIMViewException.OUT_OF RECORD_BOUNDARIES.

CRRP6: If recOffset plus dataLength is greater than the record lengh, an instance of SIMViewException shall be
thrown. The reason code shall be SIMViewException.OUT_OF RECORD_BOUNDARIES.

CRRP7: If the access mode is not between 2 and 4 inclusive (2 = REC_ACC_MODE_NEXT, etc.), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INVALID_MODE.

CRRPS: If the currently selected EF is cyclic and the mode of record access mode is not
REC_ACC_MODE_PREVIOUS, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALID_MODE.

CRRP9: If the array data is null, an instance of NullPointerException shall be thrown.
CRRP10: If dataOffset is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP11: If dataLength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.



CRRP12: If dataOffset plus datalength, is greater than the length of the array data.length, or dataOffset equals
data.length, an instance of ArraylndexOutOfBoundsException shall be thrown.

Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.NO_EF SELECTED.

CRRC2: If the currently selected EF is neither linear fixed nor cyclic, an instance of SIMViewException shall be
thrown. The reason code shall be SIMViewException.FILE_INCONSISTENT.

CRRC3: If the calling applet does not fulfil the access condition, UPDATE, to perform this function, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.AC_NOT_FULFILLED.

CRRC4: If the currently selected EF is invalidated and the file status of the EF does not allow for updating an
invalidated file, an instance of SIMViewEXxception shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS_CONTRADICTION.

CRRCS: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRCE6: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.8.2 Test Suite Files

Additional requirements for the GSM personalisation: This test is based on the assumption that the contents of the EFs
in DFgyrest are identical to those defined in the default pre-personalisation and the current record pointers have not
been altered.

Test Script: _ APl 1 SVW_UPDRSBS BSS 1.scr

Test Applet: API_1_S\W UPDRSBS BSS 1java
Load Seript— API_1_SVW_UPDRSBS BSS_1.java

Load Script: API_1_SVW_UPDRSBS_BSS_1.ldr
Cleanup Script: APl _1 SVW_UPDRSBS BSS 1.clr



6.1.1.8.3 Test Procedure

Id Description API Expectation APDU Expectation

0 SIM Initialisation Responses ignored.

1 No EF selected Shall throw
recNunber =1 sim.access.SIMViewException with
mode = REC_ACC_MCDE_ABSCLUTE_CURRENT reason code NO_EF_SELECTED.
recOfset = 0
byte[] data = new byt e[ 20]
dataOfset = 0
datalLength = 10
updat eRecor d()

2 Update Absolute and Current from Linear |1 - No exception shall be thrown.

Fixed EF 2 - No exception shall be thrown.
1 - fid = DFSI MIEST 3 - No exception shall be thrown.
sel ect() Resp shall be:
2 - fid = EFLARU Resp[0] = 11
sel ect () o
/1 Record pointer not set. Resp[1] =11

Resp[2] ='11"

3 - recNumber = 2 Resp[3] = '11"
nmode = REC_ACC MODE_ABSOLUTE_CURRENT
data[0:3] = '11'
recOfset = 0
dataOfset = 0
datalLength = 4
updat eRecor d()
respOfset = 0
respLength = 0
readRecor d()

3 Update Current from Linear Fixed EF 1 - No exception shall be thrown.
1 - fid = DFSI MIEST 2 - No exception shall be thrown.
sel ect() 3 - No exception shall be thrown.
iel_ efcl ‘(j) = EFLARU 4 - No exception shall be thrown.
/1 Set record pointer with node “next”. resp shall‘be,.

3 - recNumber = 0 resp[0] = 22
nmode = REC_ACC_MODE_NEXT resp[l] = ‘22’
recOifset =0 resp[2] = ‘22’
data[0:3] = ‘00 resp[3] = ‘22’
dataOfset = 0
datalLength = 4
updat eRecor d()
/'l wite data with nmode “current”
4 - recNunber =0
data[0:3] = ‘22
nmode = REC_ACC MODE_ABSOLUTE_CURRENT
updat eRecor d()
I/l read result with node “absol ute”
respOfset = 0
respLength = 4
recNunber =1
nmode = REC_ACC MODE_ABSOLUTE_CURRENT
readRecor d()
4 | Update Next from Linear Fixed EF, no record |1 - No exception shall be thrown.
pointer set 2- No exception shall be thrown.
1 - fid = FID_DF_SI MTEST 3 - No exception shall be thrown.
sel ect () Resp shall be:
2 - fid = FID_EF_LARU Resp[0] = '33
sel ect s
3 - recNunber = 0 Resp[1] = .33.
mode = REC_ACC_MODE_NEXT Resp[2] = "33
recOifset =0 Resp[3] = '33'
data[0:3] ="'33
dataOfset = respOfset = 0
datalLength = respLength = 4
updat eRecor d()
nmode = REC_ACC MODE_ABSOLUTE_CURRENT
readRecor d()
5 Update Next from Linear Fixed EF, record 1 - No exception shall be thrown.
pointer set 2 - No exception shall be thrown.
1 - recNunber =0 resp shall be:
nmode = REC_ACC_MODE_NEXT resp[0] = ‘44’
et = P respl1] = 44
' resp[2] = ‘44’




Description

API Expectation

APDU Expectation

dataOfset = 0
datalLength = 4
updat eRecor d()

2 - node = REC ACC MODE_ABSOLUTE_CURRENT

readRecor d()

resp[3] = ‘44’




Id Description API Expectation APDU Expectation
6 Update Next from Linear Fixed EF, no more |Shall throw
records sim.access.SIMViewException with
recNunber = 0 reason code
mode = REC ACC_MODE_NEXT RECORD_NUMBER_NOT_AVAIL
recOffset =0 ABLE
data[0:3] = '55' '
dataOfset = 0
datalLength = 4
updat eRecor d()
7 Update Previous from Linear Fixed EF, no |1 - No exception shall be thrown.
record pointer set 2 - No exception shall be thrown.
1 - fid = DFSIMIEST 3 - No exception shall be thrown.
select() 4 - No exception shall be thrown.
2 - fid = EFLARU resp shall be:
sel ect ()  pps
3 - recNunber = 0 resp[0] _‘66,
nmode = REC_ACC_MODE_PREVI OUS resp[1] = ‘66
recOifset = 0 resp[2] = ‘66’
data[0:3] = ‘66 resp[3] = ‘66’
dataOfset = respOfset = 0
dataLength = respLength = 4
updat eRecor d()
4 - node = REC_ACC_MODE_ABSOLUTE_CURRENT
readRecor d()
8 | Update Previous from Linear Fixed EF, record |1 - No exception shall be thrown
pointer set 2 - No exception shall be thrown.
1 - recNunber =0 Resp shall be:
mode = REC_ACC_MODE_PREVI QUS Resp[0] = '7744'
recOifset =0 Res — '
. [ p[l] = '7744
data[0:3] ="'77 R 21 = "7744"
dataCffset = respOffset = 0 espl ]_. ,
dat aLength = resplLength = 4 Resp([3] = 7744
updat eRecor d()
readRecor d()
2 — mode = REC_ACC MODE_ABSOLUTE CURRENT
9 Update Previous from Linear Fixed EF, no |Shall throw
more records sim.access.SIMViewException with
recNunber = 0 reason code
mode = REC_ACC_MODE_PREVI QUS RECORD_NUMBER_NOT_AVAIL
recOffset =0 ABLE
data[0:3] = '88 '
dataOfset = respOfset = 0
dataLength = respLength = 4
updat eRecor d()

10 Update Previous from Cyclic EF 1 - No exception shall be thrown.
1 - fid = FI D_DF_SI MTEST 2 - No exception shall be thrown.
select() 3 - No exception shall be thrown.
2 - fid = FID_EF_CARU 4 - No exception shall be thrown.
sel ect () .

3 _ recNumber = 2 5 - No exception shall be thrown.
nmode = REC_ACC_MODE_ABSOLUTE CURRENT resp shall be:
recOifset =0 resp[0] = data[0]
respOffset = 0 resp[1] = data[1]
respLength = 3 resp[2] = data[2]
readRecor d()
4 — recNunber = 2
nmode = REC_ACC MODE_PREVI OUS
data[0:2] = resp[0:2] ~ 'FF
dataOfset = 0
datalLength = 3
updat eRecor d()
5 — recNunber = 0
mode = REC_ACC MODE_ABSOLUTE_CURRENT
respOfset = 0
respLength = 3
readRecor d()
11 | Update Absolute from Linear Fixed EF beyond |1 — No exception shall be thrown.

Records
1 - fid = EFLARU
sel ect ()
2 -recNunber = -1
nmode = REC_ACC_MODE_ABSOLUTE_CURRENT
recOffset = 0
dataCfifset = 0
datalength = 4

2 - Shall throw
sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

3 - Shall throw
sim.access.SIMViewException with




Description

API Expectation

APDU Expectation

updat eRecor d()
2 - recNunber
updat eRecor d()

=3

reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.




Id Description API Expectation APDU Expectation
12 | No current record in linear fixed EF, update |1 - No exception shall be thrown.
current 2 - Shall throw

1 - fid = EFLARU

sel ect () /1 No curr rec

2 - recNunber = 0 // curr rec

nmode = REC_ACC_MODE_ABSOLUTE_CURRENT
recOfset = 0

dataCffset = 0

datalLength = 4

updat eRecor d()

sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

13

recOffset <0
1 - fid = EFLARU
sel ect ()
2 - recNunber =1 // rec 1
node = REC_ACC_MODE_ABSOLUTE_CURRENT
recOffset = -1
dataOfset = 0
datalLength = 4
updat eRecor d()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
OUT_OF_RECORD_BOUNDARIE
S.

14

recOffset + dataLength > Record Length
1 - fid = EFLARU
sel ect ()
2 - recNunber =1
mode = REC_ACC_MODE_ABSOLUTE_CURRENT
recOffset = 2
dataOfset = 0
datalLength = 4
updat eRecor d()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
OUT_OF_RECORD_BOUNDARIE
S.

15

Updating with invalid mode
1 - fid = EFLARU
sel ect ()
2 - recNunmber = 0
node = 1
recOfset = 0
dataOfset = 0
datalLength = 4
updat eRecor d()
3 - nmode =5
updat eRecor d()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code INVALID_MODE.

3 - Shall throw
sim.access.SIMViewException with
reason code INVALID_MODE.

16

Updating Cyclic EF with invalid mode
1 - fid = DFSI MTEST
sel ect ()
2 - fid = EFCARU
sel ect ()
3 - recNunber =0
mode = REC_ACC_MODE_NEXT
recO f set 0
dat a[ 0: 2] ' 00’
dataOfset = 0
dat aLengt h 3
updat eRecor d()
4 - recNunber =0
mode = REC_ACC_MODE_ABSOLUTE_CURRENT
updat eRecor d()
5 - recNunber = 2
node = REC_ACC_MODE_ABSOLUTE_CURRENT
updat eRecor d()

1 - No exception shall be thrown.

2 - No exception shall be thrown.

3 - Shall throw
sim.access.SIMViewException with
reason code INVALID_MODE.

4 - Shall throw
sim.access.SIMViewException with
reason code INVALID_MODE.

5 - Shall throw
sim.access.SIMViewException with
reason code INVALID_MODE.

17

datais null
byte[] nullBuffer = null
dataOfset = 0
dataLength = 10
updat eRecor d()

Shall throw
java.lang.NullPointerException.

18

dataOffset <0
dat aCf f set -1
dataLength = 10
updat eRecor d()

Shall throw
java.lang.
ArraylndexOutOfBoundsException.

19

dataLength <0
dataOfset = 0
datalLength = -1
updat eRecor d()

Shall throw
java.lang.
ArraylndexOutOfBoundsException.

20

dataOffset + dataLength > data.length
dataCf fset = 10
datalLength = 11
updat eRecor d()

Shall throw
java.lang.
ArraylndexOutOfBoundsException.

21

EF is neither Cyclic nor Linear Fixed

1 - No exception shall be thrown.




CRR Number

Test Case Number

2,345.7,8 10

I'SIGI'EISIQIGIBI':E%%ﬁ*%@%'ﬁ&ﬂ&”EWQ@@FBHi

Id Description API Expectation APDU Expectation
1 - fid = DFSIMIEST 2 - No exception shall be thrown.
select() 3 - Shall throw
gel- eI:It ?) = EFTAR sim.access.SIMViewException with
3 - dataCOfset =0 reason code
datalength = 4 FILE_INCONSISTENT.
updat eRecor d()

22 Access condition not fulfilled 1 - No exception shall be thrown.
1- fid = EFCNU 2 - Shall throw
sel ect () sim.access.SIMViewException with
2 - recOfset =0 reason code
dataOfset = 0
datalength = 1 AC_NOT_FULFILLED.
mode = REC_ACC_MODE_PREVI OUS 3 - No exception shall be thrown.
updat eRecor d() 4 - Shall throw
3 - fid = EFLNU sim.access.SIMViewException with
sel ect () reason code
4 - recNunber =1 AC_NOT_FULFILLED.
nmode = REC_ACC MODE_ABSOLUTE_CURRENT
recOfset = 0
dataOfset = 0
datalLength = 1
updat eRecor d()

23 EF is invalidated 1 - No exception shall be thrown.
1- fid = EFC\R 2 - Shall throw
i nval i date() sim.access.SIMViewException with
2 — updat eRecor d() reason code
8 - rehabilitate() INVALIDATION_STATUS_CONTR

ADICTION.
3 - No exception shall be thrown.
6.1.1.84 Test Coverage




CRR Number Test Case Number
P9 17
P10 18
P11 19
P12 20
C1 1
c2 21
C3 22
C4 23
C5, C6 Not Tested

6.1.1.9 Method seek
Test Area Reference: API_1 SVW_SEEKB_BSS

6.1.1.9.1 Conformance Requirements
The method with the following header shall be compliant to its definition in the API.

public short seek(byte node,
byte[] patt,
short pattOffset,
short pattLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,
S| Wi ewExcepti on

Normal execution

CRRNL: If the pattern in patt with the length pattLength at offset pattOffset is found in the record being specified by
mode, the current record pointer is set to that record and the record number is returned. The record pointer of any
other applet is not changed. This will be tested during the testing of the framework.

CRRNZ2: If mode is SEEK_FROM_BEGINNING_FORWARD, the search starts with the first record forward
towards the end of the file.

CRRN3: If mode is SEEK_FROM_END_BACKWARD, the search starts with the last record backward towards the
beginning of the file.

CRRN4: If mode is SEEK_FROM_NEXT_FORWARD, the search starts from the next record after the current
record pointer forward towards the end of file. If no current record pointer is selected, the search starts with the
first record.

CRRNS5: If mode is SEEK_FROM_PREVIOUS_BACKWARD, the search starts from the previous record before
the current record pointer backward towards the beginning of the file. If no current record pointer is selected the
search starts with the last record.

CRRNG: If pattern in patt is not found, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.PATTERN_NOT_FOUND.

CRRNY: If mode is SEEK_FROM_NEXT_FORWARD and the record pointer is at the last record, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.PATTERN_NOT_FOUND.

CRRNB8: If mode is SEEK_FROM_PREVIOUS BACKWARD and the record pointer is at the first record, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.PATTERN_NOT_FOUND.

Parameter errors

CRRP1: If mode is not between 0 and 3 inclusive (0 = SEEK_FROM_BEGINNING_FORWARD, etc.), an instance
of SIMViewException shall be thrown. The reason code shall be SIMViewException.INVALID_MODE.

CRRP2: If the pattern array patt is null, an instance of NullPointerException shall be thrown.

CRRP3: If pattOffset is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.



CRRP4: If pattLength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP5: If pattLength is greater than the size of the record of the currently selected EF, an instance of
SIMViewException shall be thrown. The reason code shall be
SIMViewException.OUT_OF RECORD_BOUNDARIES.

CRRP6: If pattOffset plus pattLength is greater than the length of the pattern array patt.length, an instance of
ArraylndexOutOfBoundsException shall be thrown.

Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.NO_EF SELECTED.

CRRC2: If the currently selected EF is not linear fixed, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.FILE_INCONSISTENT.

CRRC3: If the calling applet does not fulfil the access condition, READ, to perform this function, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.AC_NOT_FULFILLED.

CRRC4: If the currently selected EF is invalidated and the file status of the EF does not allow for reading an
invalidated file, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS_CONTRADICTION.

CRRCS: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRCE6: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.9.2 Test Suite Files

Additional requirements for the GSM personalisation: None

Test Script: __ APl 1 SVW_SEEKB_BSS 1.scr

Test Applet: AR SAANL CEEMR DEC doaun

Load-Seript— APl _1 SVW_SEEKB BSS 1.java

Load Script: API_1 SVW_SEEKB BSS 1.ldr

Cleanup Script: API_1 SVW_SEEKB BSS 1.ldr

6.1.1.9.3 Test Procedure

Id Description API Expectation APDU Expectation

0 SIM Initialisation Responses ignored.

1 No EF selected Shall throw
Byte[] patt = new byte[20] sim.access.SIMViewException with
pattffset =0 reason code NO_EF_SELECTED.

pattlLength = 10
node = SEEK_FROM BEG NNI NG_FORWARD

seek()

2 Pattern not Found 1 - No exception shall be thrown.
1 - fid = DFSIMIEST 2 - No exception shall be thrown.
sel ect () _ 3 - Shall throw
ﬁe[ ei{ ((j) = EFLARY sim.access.SIMViewException with
3 - patt[0] = 'DA reason code
pattOffset = 0 PATTERN_NOT_FOUND.

pattLength = 1
node = SEEK_FROM BEG NNI NG_FORWARD

seek()

3 Seek from Beginning Forward No exception shall be thrown. Shall
patt[0:2] = '55 return 1
patt Of f set 0

pattlLength 3




Description

API Expectation

APDU Expectation

node = SEEK_FROM BEG NNI NG_FORWARD
seek()

4 Seek from End Backward No exception shall be thrown. Shall
patt[0:2] = '55 return 1
pattOfset = 0
pattlLength = 3
nmode = SEEK_FROM END_BACKWARD
seek()
5 Seek from Next Forward No exception shall be thrown. Shall
patt[0:2] ="'AA return 2
pattOfset = 0
pattlLength = 3
nmode = SEEK_FROM NEXT_FORWARD
seek()
6 Last Record, Seek from Next Forward Shall throw
nmode = SEEK_FROM NEXT_FORWARD sim.access.SIMViewException with
seek() reason code
PATTERN_NOT_FOUND.
7 Seek from Previous Backward No exception shall be thrown. Shall
patt[0:2] = '55 return 1
pattOffset = 0
pattLength = 3
nmode = SEEK_FROM PREVI OUS_BACKWARD
seek()
8 First Record, Seek from Previous Backward |Shall throw
SEEK_FROM_PREVI QUS_BACKWARD sim.access.SIMViewException with
seek() reason code
PATTERN_NOT_FOUND.
9 Pattern not Found (out of reach) Shall throw
patt[0:2] = '55' sim.access.SIMViewException with
pai:LO;fnZ?th = g reason code
a =
ﬁo de = SEEK_FROM NEXT FORWARD PATTERN_NOT_FOUND.
seek()
10 Invalid mode 1 - Shall throw
1 - node = 4 sim.access.SIMViewException with
seek() reason code INVALID_MODE
ge'ek?;’de =-1 2 - Shall throw
sim.access.SIMViewException with
reason code INVALID _MODE
11 patt is null Shall throw
byte[] nullBuffer = null java.lang.NullPointerException.
nmode = SEEK_FROM BEG NNI NG FORWARD
seek ()
12 pattOffset <0 Shall throw
patt[0:2] = '55 java.lang.
pattOffset = -1 ArraylndexOutOfBoundsException
pattLength = 3
nmode = SEEK_FROM BEG NNI NG FORWARD
seek()
13 pattLength <0 Shall throw
patt[0:2] = '55 java.lang.
pattOffset =0 ArraylndexOutOfBoundsException
pattLength = -1
nmode = SEEK_FROM BEG NNI NG FORWARD
seek()
14 pattLength > size of record Shall throw
patt[0:4] = '55' sim.access.SIMViewException with
pa::?fsﬂ] = 2 reason code
a en =
ﬁode = gEEK_FRO\/I_BEGI NNI NG_FORWARD gUT—OF—RECORD—BOUNDAR'E
seek()
15 pattOffset + pattLength > patt.length Shall throw
patt[0:2] = '55 java.lang.
pattOffset =1 ArraylndexOutOfBoundsException
pattLength = 3
nmode = SEEK_FROM BEG NNI NG FORWARD
seek()
16 EF is not Linear Fixed 1 - No exception shall be thrown.

1- fid = EFTNU
sel ect ()

2 - pattOfset =0
pattlLength = 3

2 - Shall throw
sim.access.SIMViewException with
reason code

il IRAANMCICOTENT




Id Description API Expectation APDU Expectation
mode = SEEK_FROM BEG NNI NG_FORWARD FILE INCONSISTENT
seek() 3 - Shall throw
iel- eI:It ?) = EFGWU sim.access.SIMViewException with
seek() reason code

FILE INCONSISTENT

17 Access condition not fulfilled 1 - No exception shall be thrown.
1 - fid = EFLNR 2 - Shall throw
sel ect () sim.access.SIMViewException with
2 - patt[0] =55 reason code
pattarfset =0 AC_NOT_FULFILLED
pattlLength = 1 — - :
node = SEEK_FROM BEG NNI NG FORWARD
seek()

18 EF is invalidated 1 - No exception shall be thrown.
1- fid = EFLARU 2 - No exception shall be thrown.
sel ect () 3 - Shall throw
2 - invalidate() sim.access.SIMViewException with
8 - patt[0] ="55 reason code
pattOfset = 0
pattlength = 1 INVALIDATION_STATUS_CONTR
mode = SEEK_FROM BEG NNI NG_FORWARD ADICTION.
seek() 4 - No exception shall be thrown.
4 - rehabilitate()

6.1.1.94 Test Coverage
CRR Number Test Case Number
CRRN1 25t
CRRN2 3
CRRN3 4
e 5
ZRRE 7
CRRN7 6
CRRN8 8
CRRP1 40
=RRR2 11
CRRP3 12
CRRP4 13
CRRP5 14
CRRPS iL
CRRC1 1
CRRC2 16
CRREC3 17
CRRC4 18
e e Not Tested
N1 2,3-6,7
N2 3
N3 4
N4 5
NS 4
N6 2,6,8,9
N7 6
N8 8
Pl 10
P2 11
P3 12
P4 13
P5 14
P6 15
Cl 1
c2 16
C3 17
C4 18
C5, C6 Not Tested




6.1.1.10 Method increase
Test Area Reference: API_1 SVW_INCR_BS_BS

6.1.1.10.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public short increase(byte[] incr,
short incrOffset,
byte[] resp,
short respOifset)
throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
S| MVi ewExcepti on

Normal execution

CRRNL1: The value in the array incr is added to the value of the last increased / updated record in the currently
selected cyclic EF. The result is stored in the oldest record and returned in the array resp. The updated record
becomes record number 1 and is selected as current record. The number of bytes of valid data in resp is returned.

Parameter errors
CRRP1: If the array incr is null, an instance of NullPointerException shall be thrown.
CRRP2;: If incrOffset is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP3: If incrOffset plus the value 3, is greater than the length of the array incr.length, an instance of
ArraylndexOutOfBoundsException shall be thrown.

CRRP4: If the result of the addition is greater than the maximum value of the record (represented by all bytes set to
'FF"), an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.MAX_VALUE_REACHED.

CRRPS5: If the array resp is null, an instance of NullPointerException shall be thrown.
CRRP6: If respOffset is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP7: If the remaining length of the array resp at the offset respOffset is less than the length of the record, an
instance of ArraylndexOutOfBoundsException shall be thrown.

Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.NO_EF SELECTED.

CRRC2: If the currently selected EF is not cyclic, an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException.FILE_INCONSISTENT.

CRRC3: If increase is not allowed as indicated by the FCI byte 8 (GSM 11.11: FCI structure of an EF returned by
the SELECT command), an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.FILE_INCONSISTENT.

CRRCA4: If the calling applet does not fulfil the access condition, INCREASE, to perform this function, an instance
of SIMViewException shall be thrown. The reason code shall be SIMViewException.AC_NOT_FULFILLED.

CRRCS: If the currently selected EF is invalidated, an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException.INVALIDATION_STATUS _CONTRADICTION.

CRRCE6: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRCY: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.



6.1.1.10.2

Test Suite Files

Additional requirements for the GSM personalisation: None

Test Script:
Test Applet:

___API_1_SVW_INCR_BS_BS_L.scr
ARIL-SVAWINCR-BS-BS_Ljava

Load-Seript— API_1 SVW_INCR_BS BS_1.java

Load Script:
Cleanup Script:

API_1_SVW_INCR_BS_BS_1.ldr
API_1_SVW_INCR_BS_BS_1.cIr

6.1.1.10.3 Test Procedure
Id Description API Expectation APDU Expectation
0 SIM Initialisation Responses ignored.
1 No EF selected Shall throw
byte[] incr = new byte[4] sim.access.SIMViewException with

byte[] resp =
incrOffset = 0
=0

new byt e[ 4]

reason code NO_EF_SELECTED.

respcr f set
i ncrease()
2 Increase , verify response
1 - fid = DFSI MTEST
sel ect ()
2 - fid = EFCARU
sel ect ()

3 - //Set both records to 00 00 00
node = REC_ACC_MODE_PREVI QUS
data[0:3] =0
dataCffset = 0
datalLength = 3
updat eRecor d()
updat eRecor d()

4 - incrOfset = 0

1 - No exception shall be thrown.
2 - No exception shall be thrown.
3 - No exception shall be thrown.
4 - No exception shall be thrown.
resp[] shall contain {0,0,1,0}.

1- incrOfset =1

incr[2] =0, incr[3] =2

respOffset =1

i ncrease()

2 - resp[3] =0

recNunber = 0

mode = REC_ACC_MODE_ABSOLUTE_CURRENT
recOhfset = 0

incr[2] =1
respOfset = 0
i ncrease()
3 Increase, verify file 1 - No exception shall be thrown.

resp[] shall contain {0,0,0,3}.
2 - No exception shall be thrown.
resp[] shall contain {0,0,3,0}.

respOfset = 0
i ncrease()

respOfset = 0
respLength = 0
readRecor d()
4 incris null Shall throw
byte[] nullBuffer = null java.lang.NullPointerException.
incrOFfset =0
respOfset = 0
i ncrease()
5 incrOffset <0 Shall throw
incrOffset = -1 java.lang.
respOffset =0 ArraylndexOutOfBoundsException.
i ncrease()
6 incrOffset + 3 > incr.length Shall throw
incrOfset = 2 java.lang.

ArraylndexOutOfBoundsException.

7 Reach Maximum Value
incr[0] =incr[1] =incr[2] ="'FF
incrOffset =0

respOfset = 0

Shall throw
sim.access.SIMViewException with
reason code
MAX_VALUE_REACHED.

i ncrease()
8 resp is null Shall throw
incr[0] = incr[1] = 0x00' java.lang.NullPointerException.
incr[2] ="'02
incrOfset = 0




1 - fid = EFTARU
sel ect ()

2 —incrOfset =0
respOffset = 0

i ncrease()

3 - fid = EFLARU
sel ect ()

4 —incrOfset =0
respOfset = 0

i ncrease()

2 - Shall throw
sim.access.SIMViewException with
reason code
FILE_INCONSISTENT.

3 - No exception shall be thrown.

4 - Shall throw
sim.access.SIMViewException with
reason code
FILE_INCONSISTENT.

Id Description API Expectation APDU Expectation
byte[] respNull = null
respOffset = 0
i ncrease()

9 respOffset <0 Shall throw
incrOfset =0 java.lang.
respfset = -1 ArraylndexOutOfBoundsException.
i ncrease()

10 respOffset + recordLength > resp.length Shall throw
incrOfset = 0 java.lang.
respOffset = 2 ArraylndexOutOfBoundsException.
i ncrease()

11 EF is not Cyclic 1 - No exception shall be thrown.

3 —incrOfset =0
respOffset =0

i ncrease()

4 — rehabilitate()

12 Access condition not fulfilled 1 - No exception shall be thrown.
1- fid=EFCNIC 2 - Shall throw
sel ect () sim.access.SIMViewException with
2 - g?;gfseg =0 reason code
res =
; ncf’ease() AC_NOT_FULFILLED.

13 EF is invalidated 1 - No exception shall be thrown.
1 - fid = EFCARU 2 - No exception shall be thrown.
select () 3 - Shall throw
2 — invalidate()

sim.access.SIMViewException with
reason code
INVALIDATION_STATUS_CONTR
ADICTION.

4 - No exception shall be thrown.

14

Check increase not allowed from FCI
1 - fciOfset =0
fcilLength = 8
select (FID EF_CINA fci...)
Verify FCl byte 8 (fci[7])
2 - incrOfset =0
respOfset =0
i ncrease()

1 - No exception shall be thrown.
Bit 7 of resp[7] shall not be set (0),
indicating that increase is not
allowed.

2 — Shall throw
sim.access.SIMViewException with
reason code
FILE_INCONSISTENT

6.1.1.10.4

Test Coverage

CRR Number Test Case Number
CRRN1 23
CRRP1 4
CRRP2 5
CRRP3 6
GCRRP4 7
CRRP5S 8
CRRP6 9
CRRP? 10
CRRGC1 1
CRRG2 11
CRRC3 14
CRRC4 12
CRRG5 13

CRRGC6-CRRGZ NotFested
N1 2,3
P1 4
P2 5
P3 6
P4 7
PS5 8




CRR Number Test Case Number
P6 9
pP7 10
Cl 1
c2 11
Cc3 14
c4 12
C5 13
Ce6, C7 Not Tested

6.1.1.11 Method invalidate
Test Area Reference: API_1 SVW_INVL

6.1.1.11.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public void invalidate()
t hrows SI Wi ewkxception

Normal execution

CRRNL1: The currently selected EF of the calling applet shall be invalidated, i.e. the flag in the EF file status shall be
changed accordingly.

Parameter errors

Fhis-method-has-no-parameters:No requirements.

Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.NO_EF SELECTED.

CRRC2: If the calling applet does not fulfil the access condition, INVALIDATE, to perform this function, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.AC_NOT_FULFILLED.

CRRC3: If the currently selected EF is already invalidated, an instance of SIMViewEXxception shall be thrown. The
reason code shall be SIMViewException.INVALIDATION_STATUS_CONTRADICTION.

CRRC4: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRCS: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.11.2 Test Suite Files

Additional requirements for the GSM personalisation: None

Test Script: _ APIL. 1 SVW _INVL_1.scr
Test Applet: AP SV INVL 1 java
Load-Seript— APl _1 SVW_INVL 1.java

Load Script: API_1_SVW_INVL_1.ldr

Cleanup Script: APl 1 SVW_INVL_1.clr



6.1.1.11.3 Test Procedure
Id Description API Expectation APDU Expectation
0 SIM Initialisation Responses ignored.
1 No EF is selected 1 - Shall throw
1 - invalidate() sim.access.SIMViewException with
reason code NO_EF_SELECTED.
2 Invalidate EF 1 - No exception shall be thrown.
1 - fid = DFSI MTEST 2 - No exception shall be thrown.
sel ect () 3 - No exception shall be thrown.
2 - fid = EFTNR 4 - No exception shall be thrown.
sel ect ()
3 — invalidate()

4 — rehabilitate()

3 Access condition not fulfilled 1 - No exception shall be thrown.
1 -fid = EFCNIV 2 - Shall throw
select() sim.access.SIMViewException with
2 — invalidate() reason code
AC NOT FULFILLED.
4 EF is already invalidated 1 - No exception shall be thrown.
1 - fid = EFTNR 2 - No exception shall be thrown.
select () 3 - Shall throw
2 — invalidate() sim.access.SIMViewException with
3 — invalidate() reason code
INVALIDATION_STATUS_CONTR
ADICTION.
6.1.1.11.4 Test Coverage
CRR number Test Case Number
CRRN1 2
CRRC1 1
CRRC2 3
SRRl 4
SRR el lecfostod
N1 2
Cl 1
Cc2 3
Cc3 4
C4,C5 Not Tested

6.1.1.12 Method rehabilitate
Test Area Reference: API_1 SVW_REHA

6.1.1.12.1

Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public void rehabilitate()

t hrows SI Wi ewkxception

Normal execution

CRRNL1: The currently selected EF of the calling applet shall be rehabilitated, i.e. the flag in the EF file status shall

be changed accordingly.

Parameter errors

TFhis-method-has-no-parameters:No requirements.

Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.NO_EF SELECTED.




CRRC2: If the calling applet does not fulfil the access condition, REHABILITATE, to perform this function, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.AC_NOT_FULFILLED.

CRRC3: If the currently selected EF is not invalidated, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.INVALIDATION_STATUS_CONTRADICTION.

CRRC4: If the method call causes a memory problem (e.g. memory access error), an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRCS: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.12.2 Test Suite Files

Additional requirements for the GSM personalisation: None

Test Script: _ APl 1 SVW_REHA 1.scr
Test Applet: ARLL-SVW-REHA 1java
Load-Seript- APl 1 SVW_REHA 1.java
Load Script: API_1 SVW_REHA 1.ldr
Cleanup Script: API_1 SVW_REHA 1l.clr
6.1.1.12.3 Test Procedure
Id Description API Expectation APDU Expectation
0 SIM Initialisation Responses ignored.
1 No EF is selected 1 - Shall throw
1 - rehabilitate() sim.access.SIMViewException with
reason code NO EF SELECTED.
2 Rehabilitate invalidated File 1 - No exception shall be thrown.
1 - fid = DFSI MTEST 2 - No exception shall be thrown.
select() 3 - No exception shall be thrown.
2 - fid = EFCNR 4 - No exception shall be thrown.
sel et () 5-N tion shall be th
3 — invalidate() - No exception shall be thrown.

4 — rehabilitate() resp[] shall contain {0,0,1}.
5 - byte[] incr = new byte[3] = {0,0, 1}
incrOFfset =0

byte[] resp = new byte[1l] =1
respOfset = 0

i ncrease()
3 Access condition not fulfilled 1 - No exception shall be thrown.
1 - fid = EFCNRH 2 - Shall throw
sel ect () sim.access.SIMViewException with

2 — rehabilitate() reason code

AC_NOT_FULFILLED..

4 Rehabilitate validated File 1 - No exception shall be thrown.
1 - fid = EFCNR 2 - Shall throw
sel ect () sim.access.SIMViewException with

2 — rehabilitate() reason code

INVALIDATION_STATUS_CONTR
ADICTION.




6.1.1.12.4 Test Coverage

CRR number Test Case Number
CRRN1 2
CRRG1 1
CRRGC2 3
CRRC3 4

CRRGC5-CRRGC6 NotFested
N1 2
C1 1
c2 3
C3 4
C4,C5 Not Tested

6.1.2 Class SIMSystem

6.1.2.1  Method getTheSIMView

Test Area Reference: API_1 SSY_GETS

6.1.2.1.1 Conformance Requirement:

The method with following header shall compliant to its definition in the API.

public static SIMWiew get TheSI Wi ew )

Normal execution

CRRNL: returns a reference to class which implements the SIMView interface

Parameters error

No requirements

Context errors

No requirements

6.1.2.1.2 Test suite files

No additional requirements for the GSM personalisation:
Test Script: __ APl _1 SSY GETS 1.scr
Test Applet: APL-1 SSY GETS ljava
Load-Seript————APH1-SSY-GETSddr_ API_1 SSY GETS 1.java

Load Script: APl 1 SSY GETS 1.ldr
Cleanup Script: APl 1 SSY GETS 1.clr
6.1.2.1.3 Test Procedure
Id Description API Expectation APDU Expectation
1 reference not equal null after execute The returned reference shall be not
null after execute
2 reference to the GSM interface Returned a reference to the GSM
interface




6.1.2.1.4 Test Coverage

CRR number Test case number

N1 1,2

6-1.3—Classb.1.3 Class SIMViewException

6131 —Methed6.1.3.1 Method throwlt

Test Area Reference: API_1 SVE_THITS

64311 Conformanee6.1.3.1.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public static void throwt(short reason)
throws SI MVi ewException

Normal execution
CRRNL1: Throws the JCRE instance of SIMViewException with the specified reason

CRRN2: extends-Java card-framework.CardRuntimeException
ParameterserrorExtends javacard.framework.CardRuntimeException

Parameter errors

No requirements

Context errors

No requirements

61312 — Testsuitefiles6.1.3.1.2 Test Suite Files

No additional requirements for the GSM personalisation

Test Script: APIl_1 SVE _THITS 1.scr

Test Applet: APL1 SVE THITS 1 java
Load-Seript———APH1-SVE - FHITSAdrAPI 1 SVE THITS 1.java
Load Script: APl_1 SVE THITS 1.Idr

Cleanup Script: APl 1 SVE THITS 1.clIr




61313 —— Test6.1.3.1.3 Test Procedure

Id Description API Expectation APDU Expectation
1 I - ﬁ —
i : ) i Reason-{specitied;

2 SI”E”E;ESE?EG Wit .t e specitied reaso —
) S. N ewE;se.ept oR-exte s . Reason-{specified)

1 Throws the JCRE instance of Reason =0
SIMViewException with the specified reason

2 Throws the JCRE instance of Reason=1
SIMViewException with the specified reason

3 Throws the JCRE instance of Reason = 15
SIMViewException with the specified reason

4 SIMViewException extends Reason =0
javacard.framework.CardRuntimeException

5 SIMViewException extends Reason=1
javacard.framework.CardRuntimeException

6 SIMViewException extends Reason = 15
javacard.framework.CardRuntimeException

6-4+31+4———— Test6.1.3.1.4 Test Coverage

6.1.3.2

CRR number Test case number
N1 1
N2 2
N1 1,23
N2 45,6

Constructor

Test Area Reference: API_1 SVE_COORS

6.1.3.2.1

Conformance Requirement:

The method with following header shall compliant to its definition in the API.

public SI Wi ewException(short reason)

throws S| MVi enException

Normal execution

CRRNL1: Construct a SIMViewException with the specified reason

Parameters error

No requirements

Context errors

No requirements

6.1.3.2.2

Test suite files

No additional requirements for the GSM personalisation

Test Script:
Test Applet:

__API_1_SVE_COORS_1.scr




Load Seript:— API-1_SVE COORS.dr API_1 SVE _COORS_1.java

Load Script: APl 1 SVE_COORS.Idr
Cleanup Script: APl 1 SVE_COORS.clr
6.1.3.2.3 Test Procedure
Id Description API Expectation APDU Expectation

(The reason shall set with setReason and
conpare the Exception with getReason)

1 SIMViewException with the specified reason |Reason (specified)

6.1.3.24 Test Coverage

CRR number

Test case number

N1

1

6.1.3.3Reason Codes

Test Area Reference: API_1 SVE_CONS

6.1.3.3.1 Conformance Requirement:

There is no API, only constants. This constants shall compliant to its definition in the API.

Normal execution

CRRNL1: The Constants of the class SIMViewException shall all have the same name and value defined in the

GSMO03.19

CRRN2: Constructs SIMViewException a Exception with the specified reason

Parameters error

NeneNo requirements

Context errors

NeneNo requirements

6.1.3.3.2 Test suite files
Additional requirements for the GSM-personalisation:-None




6.1.3.3.3 Test Procedure

GI6|E|16|8|R|1R|B|R BBV R|E

CRR number Testcase-pumber
N1 1-13
N2 1-13

The constants in Java are resolved at compilation time, therefore a runtime test is not useful. No test of constants will be

performed

6.2 Package sim.toolkit

6.2.1 Interface ToolkitConstants

6.2.1.1 Constants

Test Area Reference: API_2 TKC_CONS

6.2.1.1.1 Conformance Requirement:

There is no API, only constants. This constants shall be compare to its definition in the API.

Normal execution

CRRN1: The Toolkit Constants shall all have the same name and value defined in the GSM03.19 normalization.

Parameters error

None
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B|&|R|B|V|R|B|E|B|10|E| KL |E|0\R|E| b6 K| 6|5 KSR |E|5|8|8|8|&|&

: . .
CRR number Testcase-number
1 eachcaseofthe two-
applets

No requirements

Context errors

No requirements
6.2.1.1.2 Test suite files

None

6.2.1.1.3 Test Procedure

The constants in Java are resolved at compilation time, therefore a runtime test is not useful. No test of constants will be

performed.



6.2.2 Interface Toolkitinterface

6.2.2.1  Method processToolkit

Test Area Reference: API_1 TKI_PRTKB

6.2.2.1.1 Conformance Requirement:

The method with following prototype shall compliant to its definition in the API.

public void processTool kit(byte event)
throws Tool ki t Exception

Normal execution

CRRNL1: This interface must be implemented by a Toolkit applet (which extends the javacard.framework.Applet

class) so that it can be triggered by the Toolkit Handler according to the registration information.

CRRN2: The Toolkit applet will have to implement the processToolkit shared method so that the following events

can be notified:

Event

Description

EVENT_PROFI LE_DOANLOAD

Terminal Profile command reception

EVENT_FORMATTED_SVS_PP_ENV

03.48 formatted envelope SMS-PP Data
Download reception

EVENT_FORMATTED_SMS_PP_UPD

03.48 formatted Update Record EF SMS

EVENT_UNFORMATTED_SMS_PP_ENV

Unformatted Envelope SMS-PP Data Download
reception

EVENT_UNFORMATTED_SMB_PP_UPD

Unformatted Update Record EF SMS

EVENT_UNFORMATTED_SMB_CB

Unformatted Cell Broadcast Data Download
command reception

EVENT_MENU_SELECTI ON

Envelope Menu Selection command reception

EVENT_MENU_SELECTI ON_HELP_REQUEST

Envelope Menu Selection Help Request
command reception

EVENT_CALL_CONTROL_BY_SI M

Envelope Call Control by SIM command
reception

EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M

Envelope MO Short Message Control by SIM
command reception

EVENT_TI MER_EXPI RATI ON

Envelope Timer Expiration

EVENT_EVENT_DOWNLOAD_MT_CALL

Envelope Event Download - MT call

EVENT_EVENT_DOWNLOAD_CALL_CONNECTED

Envelope Event Download - Call connected

EVENT_EVENT_DOWNLOAD_CALL_DI SCONNECTED

Event Download - Call disconnected

EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS

Envelope Event Download - Location status

EVENT_EVENT_DOWNLOAD_USER_ACTI VI TY

Envelope Event Download - User activity

EVENT_EVENT_DOWNLOAD_| DLE_SCREEN_AVAI LABLE

Envelope Event Download - Idle screen available

EVENT_EVENT_DOWNLOAD_CARD_READER _STATUS

Envelope Event Download - Card Reader Status

EVENT_STATUS_COMVAND

Status APDU command event

EVENT_UNRECOGNI ZED_ENVEL CPE

Unrecognized Envelope command reception

Parameters error

No requirements

Context errors

No requirements

6.2.2.1.2 Test suite files

The method is tested in the Framework




6.2.2.1.3 Test Coverage

CRR number Test case number
CRRN1 Tested-inFramework
N1 Tested in Framework
CRRN2 TFestedinFramework
N2 Tested in Framework

6.2.3 Class EditHandler

It is not possible to test the methods provided by this class as it is declared ‘abstract'; it will be done in the class
inheriting it: EnvelopeResponseHandler, ProactiveHandler.

6.2.4 Class EnvelopeHandler
6.2.4.1 sim-tookitEnvelopeHandler-getEnvelopetag—1tMethod getEnvelopeTag

Test Area Reference: API_2 ENH_GENT

6.2.4.1.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getEnvel opeTag()

Normal execution
CRRN1: The method shall return the Envelope BER-TLYV tag.

CRRN2: The Envelope BER TAG is available for all triggered toolkit applets from the invocation to the termination
of their processToolkit method if the EnvelopeHandler is available.

Parameters error

Context errors

6.2.4.1.2 Test suite files
Test Script: _ APl 2 ENH_GENT _1.scr
Test Applet: ARPL2 ENH-GENT 1java
Load-Seript— APl 2 ENH GENT 1.java
Load Script: API_2 ENH_GENT 1.ldr
Clean-up Script: API_2 ENH_GENT 1.clr
6.2.4.1.3 Test Procedure
Id Description API Expectation APDU Expectation
1 |getEnvelopeTag called just after triggering of the |Returns OxD1
application.
2 |getEnvelopeTag called after a proactive Returns 0xD1
command.
3 |getEnvelopeTag called after a second proactive  |Returns OxD1
command.




6.24.14 Test Coverage

CRR number Test case number
N1 1,2,3
N2 1,23

6.2.4.2 sim-tookitEnvelopeHandler-getitemidentifie—1Method getltemldentifier

Test Area Reference: API_2 ENH_GIID

6.2.4.2.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getltem dentifier()
t hrows Tool ki t Excepti on

Normal execution
CRRN1:The method shall return the item identifier byte value.
CRRN2:The item identifier byte value returned shall be from the first Item Identifier TLV element.
CRRNS3: If the element is available it becomes the TLV selected.

CRRN4: The item identifier is available for all triggered toolkit applets from the invocation to the termination of
their processToolkit method if the EnvelopeHandler is available.

Parameters error

No requirements.

Context errors

CRRC1: The method shall throw ToolkitException (UNAVAILABLE_ELEMENT) if the item identifier TLV is not
present.

CRRC2: The method shall throw ToolkitException (OUT_OF _TLV_BOUNDARIES) if the item identifier byte is
missing in the Item Identifier Simple TLV.

6.2.4.2.2 Test suite files
Test Script: ___API_2 ENH_GIID_1.scr
Test Applet: APL2-ENH-GHD 1 java
Load-Seript—_ API_2_ENH_GIID 1.java
Load Script: APl 2 ENH_GIID_1.1dr

Clean-up Script: API_2 ENH_GIID 1.clr



6.2.4.2.3 Test Procedure

Id Description API Expectation APDU Expectation
1 [Send envelope SMS-PP Formatted with item Returns 03
identifier TLV and identifier value of 03
2 |Send envelope SMS-PP Formatted with two item |Returns FF
identifier TLV with first value FF and second 44
3 |Send envelope SMS-PP Formatted with two item |Returns 81
identifier TLV with first value 81 and second 44, Returns 81
call twice the method getltemlIdentifier
4 |Send envelope SMS-PP Formatted with item getltemldentifier=getValueByte
identifier TLV and value of 66. FindTLV with TAG
02. getltemldentifier and then getValueByte with
offset 0
5 |Send envelope SMS-PP Formatted without item | ToolkitException
identifier TLV and getltemldentifier (UNAVAILABLE_ELEMENT)
6 |Send Envelope SMS-PP Formatted with item Returns 66
identifier TLV (66), send proactive command. Then
getltemldentifier
7 |Send Envelope SMS-PP Formatted with item ToolkitException
identifier TLV but without item number (OUT_OF TLV_BOUNDARIES)
6.2.4.24 Test Coverage
CRR number Test case number
N1 1,2,3
N2 2,3
N3 4
N4 6
C1 5
Cc2 7
6.2.4.3  sim.tookit.EnvelopeHandler.getSecuredDatal ength 1Method

getSecuredDatalenqgth

Test Area Reference: API_2 ENH_GSDL

6.2.4.3.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short get SecuredDat aLengt h()
throws Tool ki t Excepti on

Normal execution

CRRNL1: The method shall return the length of the secured data contained ina SMS TPDU TLV.

CRRN2: The length is from the first SMS TPDU TLV.

CRRN3: The length should not include padding bytes.

CRRN4: The method can be used if the event is EVENT_FORMATTED_SMS_PP_ENV and if the SMS TP-UD is

formatted according to GSM03.48.

CRRNS5: The method can be used if the event is EVENT_FORMATTED_SMS_PP_UPD and if the SMS TP-UD is

formatted according to GSM03.48.

CRRNBG: If the method is successful, the selected TLV should be the SMS TPDU TLV.

Parameters error

No requirements




Context errors

CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable SMS

TPDU TLV element.

CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of missing Secured

Data.

6.2.4.3.2 Test suite files

Specific triggering:

SMS CB
FORMATTED SMS PP UPD
UNFORMATED SMS PP ENV

Load-Seript—- For Formatted triggering if CC/RC/DS is used, the security parameters are the one used for

downloading applications.

Test Script: APl 2 ENH_GSDL_1.scr
Test Applet: APl 2 ENH_GSDL_1.java
Load Script: APl 2 ENH_GSDL_1.ldr
Clean-up Script: APl _2 ENH_GSLD 1.clr
6.2.4.3.3 Test procedure
Id Description API Expectation APDU Expectation
1 |Testwithvariouslength-of TP-OA- Returns 0x2A
1.-Senda SMS PP-with TP-OA =2 Lepcochonbooony
2—Send-a SMS-PPwith TP-OA =6
3—Send-aSMS PP with TP-OA =12
2 |Festwith-variouslength-of RC/CC/DS Returns-0x10
1—Send-a-SMS-PPwithRC/CC/DS =0 {foreach-subcase)
3 |Testwith PCNTR =0 Returns 0x10
1 |Test with TP-OA length of 2 Returns Ox2A
2 |Test with TP-OA length of 6 Returns 0x2A
3 |Test with TP-OA length of 12 Returns 0x2A
4 |Test with RC/CC/DS length of 0 Returns 0x10
5 |Test with RC/CC/DS length of 8 Returns 0x10
6 |Test with PCNTR =0 Returns 0x10
4 |FestwithPCNTR =7 Returns0x05
7 |Test with PCNTR =7 Returns 0x05
5 |Testwith SecuredDatakength =00 Returns 0x00
8 |Test with SecuredDatalength = 00 Returns 0x00
6 |Testwith UserDataLength =0x33 Returns 0x33
9 |Test with UserDatalength = 0x33 Returns 0x33
7 |Testwith-UserDatakength=0x6C Returns Ox-6C
10 |Test with UserDatalength = 0x 6C Returns Ox 6C
8 |Testwith UserDataLength = 0x 6D Returns Ox 6D
11 |Test with UserDatalLength = 0x 6D Returns 0x 6D
9 |Testwith-UserDatalength-—maximum-length- Returns-0x-79
)
12 |Test with UserDatal ength = maximum length: Returns 0x 79
0x79




13 |Verify it is the first TPDU TLV:

[Eny
w

Send a SMS PP with 2 TPDU TLV and inside two

different secured data lengths: 5 and 10

Returns 0x05

11 |Sametestas-1-butwith- Returns-Ox2A
FORMATTED-SMS—PPUPD

14 |Same test as 1 but with Returns 0x2A
FORMATTED _SMS PP _UPD

12 |Same-testas2-butwith- Returns-0x10
FORMATTED-SMS—PPUPD

13 |Sametestas-3-butwith- Returns-0x10
FORMATTED-SMS—PPUPD

15 [Same test as 2 but with Returns 0x2A
FORMATTED _SMS PP _UPD

16 [Same test as 3 but with Returns 0x2A
FORMATTED SMS PP _UPD

17 |Same test as 4 but with Returns 0x10
FORMATTED SMS PP UPD

14 |Same-testas4-butwith- Returns-0x05
EORMATTED SMS Pb _UPD

18 [Same test as 5 but with Returns 0x10
FORMATTED SMS PP _UPD

19 [Same test as 3 but with Returns 0x10
FORMATTED SMS PP UPD

20 [Same test as 4 but with Returns 0x05
FORMATTED _SMS PP _UPD

15 |Same-testas5-butwith- Returns-0x00
FORMATTED-SMS—PPUPD

21 [Same test as 5 but with Returns 0x00
FORMATTED SMS PP UPD

16 |Same-testas-6-butwith- Returns-0x33
EORMATTED SMS Pb _UPD

22 |Same test as 6 but with Returns 0x33
FORMATTED SMS PP _UPD

17 |Sametestas7-butwith- Returns-0x-6C
FORMATTED-SMS—PPUPD

23 [Same test as 7 but with Returns 0x 6C
FORMATTED _SMS PP _UPD

18 |Same-testas-8-butwith- Returns Ox-6D
e e e I e

24 |Same test as 8 but with Returns Ox 6D
FORMATTED SMS PP UPD

19 |Same-testas-9-butwith- Returns-0x-79
EORMATTED SMS Pb _UPRD

25 [Same test as 9 but with Returns 0x 79
FORMATTED SMS PP _UPD

20 |Same-testas-10-butwith- Returns-0x05
FORMATTED-SMS—PPUPD

26 [Same test as 10 but with Returns 0x05
FORMATTED _SMS PP _UPD

oL Mo endiorenllbotitho motheddhocnpnni T e [eoB odunBado ponmne 0o0l0
the TRDU L\
and-then getValueByte to verify that the current
T\ s the TRPDU TLV

27 |Verify after call of the method the current TLV is  |getValueByte returns 0x40
the TPDU TLV:
findTLV device identities, getSecuredDatal ength
and then getValueByte to verify that the current
TLV is the TPDU TLV

UNAVAILABLE ELEMENT

28 |Send an envelope SMS CB, ToolkitException
getSecuredDatal ength UNAVAILABLE ELEMENT

23 |Send-an-envelope- SMS-PP unformatted TookkitException-

B
29 |Send an envelope SMS PP unformatted ToolkitException




| [ ] [UNAVAILABLE ELEMENT

6.2.4.34 Test Coverage

| This method has only been tested with SMS-PP-without-seeuritycall control and the tests shall be improved during
03.48 tests.

CRR number Test case number
N2 10
N3 34
25
181920
N1 1,2,3,4,5,6,7,8,9,10,
11,12,13
N2 13
N3 6.7
N4 1,2,3,4,5,6,7,8,9,10,
11,12,13,25
N6 21
c1 22
c2 23
N5 14,15, 16, 17,18, 19, 20,
21,22, 23,24,25,26
N6 27
C1 28
Cc2 29

6.2.4.4 Method getSecuredDataOffset

Test Area Reference: API_2 ENH_GSDO

6.2.4.4.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short getSecuredDataCf fset ()
throws Tool ki t Excepti on

Normal execution
CRRNL1: The method shall return the offset of the secured data first byte contained in a SMS TPDU TLV.
CRRNZ2: The offset is from the first SMS TPDU TLV.

CRRN3: The method can be used if the event is EVENT_FORMATTED_SMS PP _ENV and if the SMS TP-UD is
formatted according to GSM03.48.

CRRN4: The method can be used if the event is EVENT_FORMATTED_SMS_PP_UPD and if the SMS TP-UD is
formatted according to GSM03.48.

CRRNS5: If the method is successful, the selected TLV should be the SMS TPDU TLV.

Parameters error

No requirements



Context errors

CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable SMS

TPDU TLV element.

CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of missing Secured

6.2.4.4.2

Data.

Test suite files

Specific triggering:

SMs CB
FORVATTED SMs PP UPD
UNFORVATED SM5 PP ENV

For Formatted triggering if CORCDS is used,

the security paraneters are the

one used f0|.f downl oadi ng applications.

Test Script: APl 2 ENH GSDO 1.scr
Test Applet: APl 2 ENH GSDO 1.java
Load Script: APl 2 ENH_GSDO_1.ldr

Clean-up Script:

API_2_ENH_GSDO_1.clr

6.2.4.4.3 Test Procedure

Id Description API Expectation APDU Expectation

1 |Test with TP-OA length of 2 Returns 0x21

2 |Test with TP-OA length of 6 Returns 0x23

3 |Test with TP-OA length of 12 Returns 0x26

4 |Test with RC/CC/DS length of 0 Returns 0x21

5 |Send-aSMSPPwith2 TPDU TLV and-inside-two- |Returns-0x24-(the first offset)
dicrentooeuroddoinalinos

5 |Test with RC/CC/DS length of 8 Returns 0x29

6 |Send a SMS PP with 2 TPDU TLV and inside two [Returns 0x24 ( the first offset )
different secured data offsets

6 |Sametestas-l-butwith- Returns-0x21
FORMATTED-SMS- PP UPD

7 |Same test as 1 but with Returns 0x21
FORMATTED SMS PP _UPD

7 |Sametestas2-butwith- Returns-0x23
FORMATTED -SMS-PP-UPD

8 |Same test as 2 but with Returns 0x23
FORMATTED SMS PP _UPD

S |Eomonorna g bubith Returns-0x26
FORMATTED -SMS-PP UPD

9 |Same test as 3 but with Returns 0x26
FORMATTED SMS PP _UPD

9 |Sametestas4-butwith- Returns-0x21
FORMATTED-SMS- PP UPD

10 [Same test as 4 but with Returns 0x21
FORMATTED SMS PP _UPD

10

11 |Same testas b but with- Returns 0x24 (- the first offset )
FORMATTED-SMS- PP UPD

11 [Same test as 5 but with Returns 0x29
FORMATTED SMS_PP_UPD

12 [Same test as 6 but with Returns 0x24 ( the first offset )
FORMATTED SMS PP _UPD

12 |Merfyaftercallofthe-method-the current TLV s~  |Returns 0x40




the FTRPDU L\
and-then-getValueByte to-verify that the current
F\is-the FTRPDU- LV

13 |Verify after call of the method the current TLV is

Returns 0x40

the TPDU TLV:

findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current
TLV is the TPDU TLV

getSecuredDataOffset UNAVAILABLE ELEMENT
14 |Send an envelope SMS CB, ToolkitException
getSecuredDataOffset UNAVAILABLE ELEMENT
4
15 [Send an envelope SMS PP unformatted ToolkitException

UNAVAILABLE_ELEMENT

16 [Send an envelope SMS-PP formatted with no Returns 0x21

secured data , getSecuredDataOffset

6.2.4.4.4 Test Coverage

| This method has only been tested with SMS-PP-without securitycall control and the tests shall be improved during
03.48 tests.

CRR number Test case number
N2 5
N1 1,2,3,4,5,6,16
N2 6,12
N5 11
c1 12
c2 13

N3 1,2,3,4,56,16
N4 7,8,9,10,11
NS 13
€l 14
€2 15

6.2.4.5

Test Area Reference: API 2 ENH GTHD

Method getTheHandler

6.2.4.5.1 Conformance Requirements

The method with following header shall be compliant to its definition in the API.

public static Envel opeHandl er get TheHandl er ()
throws Tool ki t Excepti on

Normal execution
CRRN1: The method shall return the single system instance of the EnvelopeHandler class.

CRRN2: The EnvelopeHandler is a Temporary JCRE Entry Point Object ( see Javacard 2.1 Runtime Environment
(JCRE) Specification [12])



Parameters error

No requirements

Context errors

CRRC1: The method shall thrown ToolkitException (HANDLER_NOT_AVAILABLE) if the handler is busy.

6.2.4.5.2 Test suite files
Test Script: __ APl 2 ENH_GTHD_1.scr
Test Applet: ARL2 ENH-GTHD 1ljava
Load-Seript- APl 2 ENH _GTHD 1.java
Load Script: APl 2 ENH _GTHD_1.ldr
Clean-up Script: API_2 ENH_GTHD_1.cIr
6.2.4.5.3 Test Procedure
Id Description API Expectation APDU Expectation
1 getTheHandler twice The returned objects shall be the
same
2 Verify that getTheHandler returns an The reference returned shall be an
EnvelopeHandler EnvelopeHandler (checkcast)
GetTheHandler
3 Verify the returned value is not null The reference returned shall not be
GetTheHandler null.
6.2.454 Test Coverage
CRR number Test case number
N1 1,2,3
N2 To be checked in

Framework tests and
insert here cross
reference

C1 To be checked in
Framework tests and
insert here cross
reference

6.2.4.6 sim-tookitEnvelopeHandler-getFPUBLOfset1Method getTPUDLOffset

Test Area Reference: API_2 ENH_GTPO

6.2.4.6.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short get TPUDLCE fset ()
throws Tool ki t Excepti on

Normal execution
CRRN1: The method shall return the TPUDL offset in a SMS TPDU TLV.
CRRN2: The offset is from the first SMS TPDU TLV.
CRRN3: The method can be used if the event is EVENT_FORMATTED_SMS PP _ENV.



CRRN4: The method can be used if the event is EVENT_FORMATTED_SMS_PP_UPD.
CRRNS5: The method can be used if the event is EVENT_UNFORMATTED_SMS_PP_ENV.
CRRNG6: The method can be used if the event is EVENT_UNFORMATTED_SMS_PP_UPD.
CRRNY: If the method is successful, the selected TLV should be the SMS TPDU TLV.

Parameters error

No requirements

Context errors

CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable SMS
TPDU TLV element.

CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) if the TPUDL field does not
exist.
6.2.4.6.2 Test suite files
Specific triggering:

FORVATTED SMs PP UPD
UNFCRVATTED SMs PP UPD
UNFCRVATTED SMs PP ENV

SM5 CB

Test Script: __ APl 2 ENH_GTPO_1.scr

Test Applet: ARL2 ENH-GTPO 1java

Load-Seript- APl 2 ENH_GTPO_1.java

Load Script: API_2 ENH_GTPO_1.ldr

Clean-up Script: API_2 ENH_GTPO_l.cIr

6.2.4.6.3 Test procedure

Id Description API| Expectation APDU Expectation

1 |[Test with TP-OA length of 2 Returns 0x0D

2 |Test with TP-OA length of 6 Returns Ox0F

3 |Test with TP-OA length of 12 Returns 0x12

4 |Send a SMS PP with 2 TPDU TLV and inside two  |Returns 0x10 ( the first offset )
different UDL offsets

5 |Same test as 1 but with Returns 0x0D
FORMATTED _SMS_PP_UPD

6 |Same test as 2 but with Returns OxOF
FORMATTED_SMS_PP_UPD

7 |Same test as 3 but with Returns 0x12
FORMATTED _SMS PP _UPD

8 |Same test as 4 but with Returns 0x10 ( the first offset )
FORMATTED _SMS_PP_UPD

9 |[Same test as 1 but with Returns Ox0D
UNFORMATTED_SMS_PP_UPD

10 |Same test as 2 but with Returns OxOF
UNFORMATTED _SMS PP _UPD

11 |Same test as 3 but with Returns 0x12
UNFORMATTED_SMS_PP_UPD

12 [Same test as 4 but with Returns 0x12 ( the first offset )
UNFORMATTED_SMS_PP_UPD

13 |Same test as 1 but with Returns 0x0D
UNFORMATTED SMS PP _ENV

14 |Same test as 2 but with Returns OxOF




UNFORMATTED_SMS_PP_ENV

15 |Same test as 3 but with Returns 0x12
UNFORMATTED_SMS_PP_ENV
16 [Same test as 4 but with Returns 0x10 ( the first offset )

UNFORMATTED_SMS_PP_ENV

17 |Verify after call of the method the current TLV is the |Returns 0x40
TPDU TLV:

findTLV device identities, getTPUDLOffset and then
getValueByte to verify that the current TLV is the

TPDU TLV
18 [Send an envelope SMS CB, getTPUDLOffset ToolkitException
UNAVAILABLE_ELEMENT
6.2.4.6.4 Test Coverage
CRR number Test case number
N1 1,2,3,4,56,7,8,9, 10,
11, 12, 13, 14, 15, 16, 17
N2 4
N3 1,2 34,17
N4 56,7,8
N5 13, 14, 15, 16
N6 9,10,11,12
N7 17
C1 18
C2 Don't no how to test

6.2.4.7 sim-tookit-EnvelopeHandler-getbength—1Method getLength

Test Area Reference: API_2 ENH_GLEN

6.2.4.7.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()
throws Tool ki t Excepti on

Normal execution

CRRNL1: returns the length in bytes of the TLV list.

Parameter Error

No requirements

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.4.7.2 Test Suite files

Specific triggering: None
Test Script: __API_ 2 ENH_GLEN_1.scr
Test Applet: ARL2 ENH-GLEN-1java

Load-Seript- APl 2 ENH_GLEN_1.java
Load Script: API_2 ENH_GLEN 1.ldr




Clean-up Script: APl 2 ENH_GLEN 1.clr

6.2.4.7.3 Test Procedure
Id Description API| Expectation APDU Expectation
1 | Send an envelope SMS PP with BER length of Result of getLength() is 0x0031
0x31
2 | Send an envelope SMS PP with BER length of Result of getLength() is 0x007Fh
Ox7F
3 | Send an envelope SMS PP with BER length of Result of getLength() is 0x0080h
81 80
4 | Send an envelope SMS PP with BER length of Result of getLength() is 0XOOFCh
81 FC
6.2.4.7.4 Test Coverage
CRR number Test case number
N1 1,2,3,4
C1 Does not apply for
EnvelopeHandler
6.2.4.8 sim-tookitEnvelopeHandler-copy—1Method copy

Test Area Reference: API_2 ENH_COPY_BSS

6.2.4.8.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,

short dstOffset,

short dstLength)

— et e s el e n Lo e
_ ToolkitExeceptionj ava. | ang. Arrayl ndexQut O BoundsExcepti on,

——threwst hrows java.lang. Nul | Poi nt er Excepti on,

Tool ki t Excepti on

Normal execution

CRRNL1: copies the simple TLV list contained in the handler to the destination byte array.

CRRN2: returns dstOffset + dstLength.

Parameter errors

CRRP1: if dstBuffer is null a NullPointerException is thrown.

CRRP2;: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative, an

ArraylndexOutOfBoundsException is thrown.

CRRP3: if dstLength is grater than the length of the simple TLV List, an instance of ToolkitException shall be

Context errors

thrown. The reason code shall be ToolkitException. OUT_OF TLV_BOUNDARIES.

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

6.2.4.8.2 Test Suite files

Specific triggering: None

Test Script:

ToolkitException HANDLER_NOT_AVAILABLE.

___API_2_ENH_COPY_BSS_1.scr




Test Applet:

Load-Seript— API_2 ENH_COPY_BSS 1.java

Load Script:
Clean-up Script:

API2_ENH-COPY_BSS_Ljava

API_2_ENH_COPY_BSS_1.ldr
API_2_ENH_COPY _BSS _1l.cIr

6.2.4.8.3 Test Procedure

Id Description API Expectation APDU Expectation

1 NULL as parameter to dstBuffer NullPointerException is thrown

2 dstOffset =2 dstBuffer.length ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOffset = 5
dstLength = 1

3 dstOffset <0 ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOrfset = -1
dstlLength = 1

4 dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOffset = 0
dstLength = 6

5 DstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
DstBuffer.length =5 thrown
Dst Of fset = 3
DstlLength = 3

6 dstLength <0 ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOffset = 0
dstlLength = -1

7 DstLength > length of the simple TLV list ToolkitException.OUT_OF_TLV_BO
DstBuffer.length = 48 UNDARIES is thrown
DstOffset = 0
DstLength = 48

8 | Successful call, dstBuffer is the whole buffer | Result of copy() is 0X0047
DstBuffer.length = 47
DstOffset = 0
DstLength = 47

9 Compare the buffer Result of arrayCompatre() is 0

10 | Successful call, dstBuffer is part of a buffer | Result of copy() is 0X0032
DstBuf fer.l ength = 50
dstOffset = 3
dstLength = 47

11 Compare the whole buffer Result of arrayCompare() is 0

12 | Successful call, dstBuffer is part of a buffer | Result of copy() is 0X0009
dstBuffer.length = 15
dstOfset = 3
dstlLength = 6

13 Compare the whole buffer Result of arrayCompare() is 0

14 | Successful call, dstBuffer is part of a buffer Result of copy() is 0X0104
dstBuffer.length = 260
dst Of fset = 257
dstLength = 3

15 Compare the whole buffer Result of arrayCompare() is 0

16 Successful call, copy with length =0 Result of copy() is 0x104
dstBuffer.length = 260
dst Of fset = 260
dstlLength = 0




6.2.4.84 Test Coverage

CRR number Test case number
N1 9,11,13,15
N2 8,10,12, 14,16
P1 1
P2 2,3,45,6
P3 7
C1 Does not apply for

EnvelopeHandler

6.2.4.9 sim-toekitEnvelopeHandlerfind -/ —1Method findTLV

Test Area Reference: API_2 ENH_FINDBB

6.2.4.9.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)
throws Tool ki t Excepti on

Normal execution
Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):
CRRNL1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

CRRN2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag is
set.

CRRN3: if the method is successful then it returns TLV_FOUND_CR_NOT_SET when Comprehension Required
flag is not set.

CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined and
TLV_NOT_FOUND is returned.

CRRNS5: The search method is comprehension required flag independent.

Parameter errors

CRRP1: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.9.2 Test Suite files
Specific triggering: None
Test Script: __ APl 2 ENH_ENH_FINDBB_1.scr

Test Applet: APL2 ENH-ENH-FINDBB-1java
Load Seript- APl 2 ENH_ENH_FINDBB_1.java

Load Script: API_2 ENH_ENH_FINDBB_1.Idr
Clean-up Script: API_2 ENH_FINDBB_1.clr



6.2.4.9.3 Test Procedure
Id Description API| Expectation APDU Expectation
Trig the applet with SMS PP including one more
tag 02 and one TAG 04
1 Invalid input parameter ToolkitException.BAD_INPUT_P
Gccurrence = 0 ARAMETER is thrown
2 Search 1st TLV Resultis TLV_FOUND_CR_SET
Tag = 02h
Cccurrence = 1
3 Call the getValueLength() method Result is 0x02
4 Search 2nd TLV Resultis TLV_FOUND_CR_SET
Tag = 06h
Cccurrence = 1
5 Call the getValueLength() method Result is 0x05h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
Tag = 03h
Cccurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
8 Search a tag with wrong occurrence Resultis TLV_NOT_FOUND
Tag = 02h
Cccurrence = 3
9 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
10 Search the TLV Result is
Tag = 02h TLV_FOUND_CR_NOT_SET
Cccurrence = 2
11 Search the TLV Result is
Tag = 04h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
12 Search tag 81h Resultis TLV_FOUND_CR_SET
Tag = 86h
Qccurrence = 1
13 Search tag 84h Result is
Tag = 84h TLV_FOUND_CR_NOT_SET
Cccurrence = 1
6.2.4.94 Test Coverage
CRR number Test case number
N1 3,5
N2 2,4
N3 10,11
N4 6,7,8,9
N5 12, 13
P1 1
C1 Does not apply for
EnvelopeHandler

6.2.4.10 sim-tookitEnvelopeHandler-getValuelength—1Method getValuelength

Test Area Reference: API_2 ENH_GVLE

6.2.4.10.1

Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()

t hrows Tool ki t Excepti on




Normal execution

CRRNL: gets and returns the binary length of the value field for the last TLV element which has been found in the
handler.

Parameter errors

No requirements

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6.2.4.10.2 Test Suite files

Specific triggering: None

Test Script: ___API_ 2 ENH_GVLE_1.scr
Test Applet: APL2 ENH GVLE 1. java
Load-Seript— APl 2 ENH GVLE 1.java
Load Script: API_2 ENH_GVLE_1.ldr
Clean-up Script: APl 2 ENH_GVLE_1.clr
6.2.4.10.3 Test Procedure
Id Description API Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 33, Length C8
1 getValueLength() ToolkitException.UNAVAILABLE
ELEMENT is thrown
2 Search TLV 02h
get Val ueLengt h() Result is 0X0002
3 Search TLV 0Bh
get Val ueLengt h() Result is 0X0024
4 Search TLV 33h
get Val ueLengt h() Result is 0X00C8
6.2.4.10.4 Test Coverage
CRR number Test case number
N1 2,3,4
C1 Does not apply for
EnvelopeHandler
Cc2 1

6.2.4.11 sim-tookitEnvelopeHandler-getValueByte—1Method getValueByte

Test Area Reference: APl 2 ENH_GVBYS

6.2.4.11.1 Conformance Requirement
The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueOfset)
t hrows Tool ki t Excepti on



Normal execution

CRRNL1: Gets a byte from the last TLV element which has been found in the handler and returns its value (1 byte).

Parameter errors

CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6.2.4.11.2 Test Suite files

Specific triggering: None

Test Script: __ APl 2 ENH_GVBY.scr
Test Applet: ARL2 ENH-GVBY 1 java
Load-Seript———APL2 ENH-GVBY-ldrAPl 2 ENH_GVBY_1.java
Load Script: API_2 ENH_GVBY.ldr
Cleanup Script: APl 2 ENH_GVBY 1.clr
6.2.4.11.3 Test Procedure
Id Description API| Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 33, Length C8
Value 01 02 ...
1 | getValueByte(0) ToolkitException.UNAVAILABLE
ELEMENT is thrown
2 Search TLV 02h
get Val ueByt e(2) ToolkitException.OUT_OF TLV_
BOUNDARIES is thrown
3 Search TLV 02h
get Val ueByt e(1) Result is 0x81
4 Search TLV 02h (Device Identities TLV)
get Val ueByt e(0) Result is 83h (Source)
5 Search TLV 33h
get Val ueByt e( 7E) Result is OX7F
6 Search TLV 33h
get Val ueByt e( 80) Result is 0x81
7 | getVal ueByt e( 7F) Result is 0x80
8 Search TLV B3h
get Val ueByt e(C7) Result is 0xC8
6.2.4.11.4 Test Coverage
CRR number Test case number
N1 3,4,56,7,8
P1 2
C1 Does not apply for
EnvelopeHandler
C2 1




6.2.4.12 sim-tookitEnvelopeHandler-copyalue—1Method copyValue

Test Area Reference: API_2 ENH_CPYVS_BSS

6.2.4.12.1 Conformance Requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueOffset,
byte[] dstBuffer,
short dstOf fset,
short dstLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution
CRRNL1: copies a part of the last TLV element which has been found, into a destination. buffer.

CRRN2: returns dstOffset + dstLength.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException is thrown.

CRRP2;: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException is thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6.2.4.12.3 Test Suite files

Specific triggering: None

Test Script: ___API_ 2 ENH_CPYVS_BSS_1.scr
Test Applet: APL2 - ENH-CPYVS-BSS Lljava
Load-Seript— API_2 ENH_CPYVS BSS 1.java
Load Script: API_2 ENH_CPYVS_BSS 1.ldr
Clean-up Script: API_2 ENH_CPYVS BSS 1.clr
6.2.4.12.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Search TLV 02h
copyVal ue() with a null dstBuffer NullPointerException is thrown
2 Search TLV OBh
dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown




dstOffset = -1

dstlLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 0
dstLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstlLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 0
dstlLength = -1
7 Search TLV 06h
valueOffset 2 TLV Length ToolkitException.OUT_OF_TLV_
val ueCffset = 6 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstlLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
val ueCffset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 1
9 dstLength > TLV length ToolkitException.OUT_OF_TLV_
valueCffset = 0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 7
10 valueOffset + dstLength > TLV length ToolkitException.OUT_OF_TLV_
val ueO fset = 2 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 5
11 Search TLV 01h
copyVal ue() ToolkitException.UNAVAILABLE
_ELEMENT is thrown on the
copyValue() method
12 Search TLV 06h
Successful call Result of copyValue() is 0x0006
val ueCffset = 0
dstBuffer.length = 6
dstOfset = 0
dstLength = 6
13 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5
14 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of copyValue() is 0x0007
valueOffset = 1
dstBuffer.length = 20
dstOrfset = 3
dstlLength = 4
15 Compare buffer Result is 00h
buffer =
55 55 55 11 22
33 44 55 55 55
55 55 55 55 55
55 55 55 55 55
16 Successful call, copy with length =0 Result of copyValue() is 20

dstBuffer.length = 20
dstOffset = 20
dstLength = 0




6.2.4.12.4 Test Coverage

CRR number Test case number
N1 13,15
N2 12, 14,16
P1 1
P2 2,3,45,6
P3 7,8,910
C1 Does not apply for
EnvelopeHandler
Cc2 11

6.2.4.13 sim-tockitEnvelopeHandler-compareVValve—1tMethod compareValue

Test Area Reference: API_2 ENH_CPRVS_BSS

6.2.4.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueCffset,
byte[] conpareBuffer,
short conpareCfset,
short conpareLengt h)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexQut O BoundsExcept i on,
Tool ki t Excepti on

Normal execution
Compares the last found TLV element with a buffer:
CRRNL1.: returns O if identical.
CRRN2: returns -1 if the first miscomparing byte in simple TLV List is less than that in compareBuffer.

CRRN3: returns 1 if the first miscomparing byte in simple TLV List is greater than that in compareBuffer.

Parameter errors
CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset or compareLength or both would cause access outside array bounds, or if compareLength
is negative ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6.2.4.13.3 Test Suite files

Specific triggering: None
Test Script: APl _2 ENH_CPRVS_BSS_1.scr
Test Applet: APl 2 ENH_CPRVS_BSS 1.java



Load Script:

Clean-up Script:

__API_2_ENH_CPRVS_BSS_1.Idr
API_2_ENH_CPRVS_BSS_1.clr

6.2.4.13.3 Test procedure
Id Description API Expectation APDU Expectation
1 Search TLV 02h

conpareVal ue() with a null

conpar eBuf f er

NullPointerException is thrown

val

conpareBuffer.length = 15
conpar e f set
conparelLength = 7

ueCffset = 0

=0

2 Search TLV 0Bh
compareOffset 2 compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareCffset =5
conparelength = 1
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareOfset = -1
conparelength = 1
4 comparelLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareC fset = 0
conparelength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length =5
conpareO fset = 3
conparelength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareC fset = 0
conparelLength = -1
7 Search TLV 06h
valueOffset 2 TLV Length ToolkitException.OUT_OF_TLV_
val ueCffset = 6 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOffset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 1
9 compareLength > TLV length ToolkitException.OUT_OF_TLV_

BOUNDARIES is thrown

val

10 | valueOffset + compareLength > TLV length

conpareBuffer.length = 15
conpar e f set
conparelength = 5

ueCffset = 2

=0

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

Search TLV 01h

Resultis TLV_NOT_FOUND

conpar eVal ue()

ToolkitException.UNAVAILABLE
_ELEMENT is thrown

12

Search TLV 06h

81

conpareBuffer =

Initialise compareBuffer

11 22 33 44 F5

val ueCffset = 0
conpar e f set
conparelength = 6

Compare buffers

=0

Result is 00h

13

7F

conpar eBuf fer =

Initialise compareBuffer

11 22 33 44 F5

Compare buffers with same parameters

Result is -1

14

83

conpareBuffer =

Initialise compareBuffer

11 22 33 44 F5

Compare buffers with same parameters

Result is -1




15 Initialise compareBuffer
conpar eBuf fer =

55 55 55 81 11 22 33 44 F5

55 55 55 55 55

Compare buffers Result is 00h
valueCffset = 1
conpar eX f set 4
conpar eLengt h 5

16 Initialise compareBuffer
conpar eBuf fer =

55 55 55 81 10 22 33 44 F5

55 55 55 55 55

Compare buffers with same parameters Resultis +1

17 Initialise compareBuffer
conpareBuffer =

55 55 55 81 12 22 33 44 F5

55 55 55 55 55

Compare buffers with same parameters Resultis -1

18 | Successful call, compareValue with length =0 | Result of compareValue() is 0
ConpareBuffer.length = 15
ConpareOfset = 15

Conpar eLength = 0

6.2.4.13.4 Test Coverage

CRR number Test case number
N1 12,15
N2 13, 16, 18
N3 14, 17
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
C1 Does not apply for

EnvelopeHandler

Cc2 11

6.2.4.14 sim-tookitEnvelopeHandlerfindAndCopy\alve—1tMethod
findAndCopyValue(byte taq, byte[] dstBuffer, short dstOffset)

Test Area Reference: API_2 ENH_FACYB_BS

6.2.4.14.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte[] dstBuffer,
short dstOffset)
throws java.lang. Nul | Poi nter Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

CRRNL: looks for the first occurrence of a TLV element from the beginning of a TLV list and copy its value into a
destination buffer.

CRRN2: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value is returned.

CRRN4: The search method is comprehension required flag independent.



Parameter errors

CRRP1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2;: if dstOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be thrown.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

6.2.4.14.3

Test Suite files

Specific triggering: None

Test Script:
Test Applet:

Load-Seript— API_2 ENH _FACYB BS 1.java

Load Script:
Clean-up Script:

ToolkitException HANDLER_NOT_AVAILABLE.

___API_2_ENH_FACYB_BS_1.scr
API_2 ENH_FACYB BS 1java

API_2_ENH_FACYB_BS_1.Idr
API_2_ENH_FACYB_BS_1l.cIr

6.2.4.14.3 Test procedure
Id Description API Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...
1 FindAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = 06h n is thrown
dstBuffer.length = 06
dstOffset = 06
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 06 n is thrown
dstOffset = -1
4 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 05 n is thrown
dstOffset = 0
5 DstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
DstBuf fer.l ength = 06 n is thrown
DstOffset =1
6 Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE
tag = 03h _ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT is thrown.
7 Successful call Result of findAndCopyValue () is
Tag = 06h 0006
DstBuffer.length = 06
DstOffset = 0
8 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5
9 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue () is
dstBuffer.length = 12 0008
dstOffset = 2
10 Compare buffer Result is 00h
buffer =
55 55 81 11 22 33 44 F5 55 55 55 55
11 Successful call Result of findAndCopyValue () is
tag = 02h 0002
dstBuffer.length = 2
dstOffset = 0




12 Compare buffer Result is 00h
buffer = 83 81

13 Successful call (with tag 82h) Result of findAndCopyValue () is
tag = 82h 0002

dstBuffer.length = 02
dstOfset = 0

14 Compare buffer Result is 00h
buffer = 83 81

15 Successful call (with tag B3h) Result of findAndCopyValue () is
tag = B3h 00C4

dstBuffer.length = C4
dstOfFfset = 0

16 Compare buffer Result is 00h
buffer = 01 02 ...C4

6.2.4.14.4 Test Coverage

CRR number Test case number
N1 8,10,12
N2 6
N3 7,911
N4 13, 14, 15, 16
P1 1
P2 2,3,45
C1 Does not apply for

EnvelopeHandler

6.2.4.15 simtookitEnvelopeHandlerfindAndCopy\alue—2Method
findAndCopyValue(byte taq, byte occurrence, short valueOffset, byte][]

dstBuffer, short dstOffset, short dstLength)

Test Area Reference: API_2 ENH_FACYBS_BSS

6.2.4.15.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byt e occurence,
short val ueCff set,
byte[] dstBuffer,
short dstOffset,
short dstLength)
—throws java.lang. Nul | Poi nt er Excepti on,
j ava. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

CRRNL: looks for the indicated occurrence of a TLV element from the beginning of a TLV list and copy its value
into a destination buffer.

CRRN2: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLength is
returned.

CRRN4: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException shall be thrown.



CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be

Context errors

thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.15.3 Test Suite files
Test Script: ___API_2 ENH_FACYBS_BSS_1.scr
Test Applet: APL2 ENH-FACYBS-BSS ljava

Load-Seript— API_2_ENH_FACYBS BSS 1.java

Load Script:
Clean-up Script:

API_2_ENH_FACYBS_BSS_1.ldr
API_2_ENH_FACYBS_BSS_1.clr

6.2.4.15.3 Test procedure
Id Description API Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...

1 findAndCopyValue() with a null dstBuffer NullPointerException is thrown

2 dstOffset =2 dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = 06h, occurrence = 1 nis thrown
valueOffset = 0
dstBuffer.length = 5
dstOffset = 5
dstlLength = 1

3 dstOffset <0 ArrayindexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = -1
dstLength = 1

4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 0
dstLength = 6

5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 3
dstLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 0
dstlLength = -1

7 valueOffset =2 Value Length ToolkitException.OUT_OF_TLV_
tag = 06h, occurrence = 1 BOUNDARIES is thrown
val ueOffset = 6
dstBuffer.length = 15
dstOfset = 0
dstlLength = 1

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 1

9 dstLength > Value length ToolkitException.OUT_OF_TLV_
valueO'fset =0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 7

10 | valueOffset + dstLength > Text String | engt h | ToolkitException.OUT_OF_TLV_
valueOffset = 2 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstlLength = 5




11

Select a TLV (tag 02h)

findAndCopyValue()
tag = 06h
occurrence = 2

ToolkitException.UNAVAILABLE
_ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE
ELEMENT is thrown.

12

Successful call
tag = 06h, occurrence =1
val ueCffset = 0
dstBuffer.length = 06
dst O f set 0
dst Length 06

Result of findAndCopyValue() is
6

13

Compare buffer
buffer = 81 11 22 33 44 F5

Result is 00h

14

initialise dstBuffer
dstBuffer = 55 55 ...55

Successful call
tag = 06h, occurrence =1
val ueCf fset = 2
dstBuffer.length = 12

Result of findAndCopyValue () is
0007

dstOfset = 3
dstLength = 04
15 Compare buffer Result is 00h
buffer =
55 55 55 22 33 44 F5 55 55 55 55 55
16 Successful call Result of findAndCopyValue() is
tag = 02h, occurrence =1 0002

valueOffset = 0
dstBuffer.length = 12
dst Of f set 0

dst Lengt h 2

17

Compare buffer
buffer = 83 81 55 ...55

Result is 00h

18

Successful call
tag = 02h, occurrence = 2
valueOffset = 0
dstBuffer.length = 12
dst O f set 0
dst Lengt h 2

Result of findAndCopyValue() is
0002

19

Compare buffer
buffer = 22 44 55 ...55

Result is 00h

20

Successful call (with tag 82h)
tag = 82h
occurrence = 1
valueOffset = 0
dstBuffer.length = 12
dst O f set 0
dst Length 02

Result of findAndCopyValue () is
0002

21

Compare buffer
buffer = 83 81 55 ...55

Result is 00h

22

Successful call (with tag 82h)
tag = 82h
occurrence = 2
val ueCffset = 0
dstBuffer.length = 12
dstOfset = 0
dst Length 02

Result of findAndCopyValue () is
0002

23

Compare buffer
Buffer = 22 44 55 ...55

Result is 00h

24

Successful call, findAndCopyValue with
length =0
Dst Buffer.length = 12
dstOFfset = 12
dstLength = 0

Result of findAndCopyValue () is
12




6.2.4.15.4 Test Coverage

CRR number Test case number
N1 13, 15, 17,19
N2 11
N3 12, 14, 16, 18, 24
N4 20, 21, 22, 23
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
C1 Does not apply for

EnvelopeHandler

6.2.4.16 sim.tookit.EnvelopeHandler.findAndCompareValue 1Method

findAndCompareValue(byte taq, byte[] compareBuffer, short compareOffset)

Test Area Reference: API_2 ENH_FACRB_BS

6.2.4.16.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte[] conpareBuffer,
short conpareO fset)
throws java.lang. Nul | Poi nter Excepti on,
java. |l ang. Arrayl ndexQut O BoundsExcepti on,
Tool ki t Excepti on

Normal execution
Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

CRRNL: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN2: if the method is successful then the corresponding TLV becomes current.

CRRNa: if identical returns 0.

CRRN4: if the first miscomparing byte in simple TLV is less than that in compareBuffer returns -1.
CRRNS5: if the first miscomparing byte in simple TLV is greater than that in compareBuffer returns 1.

CRRNBG6: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be
thrown.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.16.3 Test Suite files
Test Script: __API_2 ENH_FACRB_BS 1.scr



Test Applet:

Load-Seript— APl_2 ENH_FACRB_BS_1.java

Load Script:
Clean-up Script:

API2_ENH-FACRB_BSljava

API_2_ENH_FACRB_BS_1.ldr
API_2_ENH_FACRB_BS_1.clr

6.2.4.16.3 Test procedure
Id Description APl Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...
1 | findAndCompareValue() with a null dstBuffer | NullPointerException is thrown
2 compareOffset 2 compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = 06h n is thrown
conpareBuffer.length = 12
conpareO fset = 12
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 12 nis thrown
conpareOffset = -1
4 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 05 nis thrown
conpareOfset = 0
5 compareOffset + length > ArraylndexOutOfBoundsExceptio
compareBuffer.length n is thrown
conpareBuffer.length = 12
conpareOfset = 7
6 Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE
tag = 03h _ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
7 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F5
Compare buffers Result is 00h
tag = 06h
conpareOfset = 0
8 Verify current TLV Result is 06
get Val ueLengt h()
9 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F4
Compare buffers with same parameters Resultis +1
10 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F6
Compare buffers with same parameters Resultis -1
11 Initialise compareBuffer
conpareBuffer =
55 55 81 11 22 33 44 F5 55 55 55 55
Compare buffers Result is 00h
conpareO fset = 2
12 Initialise compareBuffer
conpar eBuf fer =
55 55 83 81 55 55 55 55 55 55 55 55
Compare buffers Result is 00h
conpareO fset = 2
13 Initialise compareBuffer
conpareBuffer =
55 55 83 80 55 55 55 55 55 55 55 55
Compare buffers Result is +1
conpareOfset = 2
14 Initialise compareBuffer
conpareBuffer =
55 55 83 82 55 55 55 55 55 55 55 55
Coprnoro-bunes Resultis-1
conparedfset = 2
Compare buffers Resultis -1
conparetffset = 2
15 Initialise compareBuffer
conpar eBuf fer =




83 81 55 55 55 55 55 55 55 55 55 55

Successful call (with tag 02h) Result is 00h
tag = 02h
conpareBuffer.length =
conpareOfset = 0

16 Initialise compareBuffer
ConpareBuffer = 01 02 ...C4
Successful call (with tag B3h) Result is 00h
Tag = B3h

ConpareBuffer.length = C4
ConpareOf fset = 0

6.2.4.16.4 Test Coverage

CRR number Test case number
N1 6
N2 8
N3 7,11,12
N4 9,13
N5 10, 14
N6 15,16
P1 1
P2 2,3,4,5
C1 Does not apply for

EnvelopeHandler

6.2.4.17 simtookitEnvelopeHandlerfindAndCompareValue—2Method

findAndCompareValue(byte tag, byte occurrence, short valueOffset, byte[]
compareBuffer, short compareOffset, short comparelLength)

Test Area Reference: API_2 ENH_FACRBBS_BSS

6.2.4.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byt e occurence,
short val ueOff set,
byte[] conpareBuffer,
short conpareCfset,
short conparelength)
~_throws java.lang. Nul | Poi nt er Excepti on,

java. |l ang. Arrayl ndexQut O BoundsExcept i on,
Tool ki t Excepti on

Normal execution

Looks for the indicated occurrence of a TLV element from the beginning of a TLV list and compare its value with a
buffer:

CRRNL: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN2: if the method is successful then the corresponding TLV becomes current.

CRRN3: if identical 0 is returned.

CRRN4: if the first miscomparing byte in simple TLV is less than that in compareBuffer -1 is returned.
CRRNS5: if the first miscomparing byte in simple TLV is greater than that in compareBuffer 1 is returned

CRRNBG: The search method is comprehension required flag independent.



Parameter errors
CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset or compareLength or both would cause access outside array bounds, or if compareLength
is negative ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, compareLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

CRRP4: if an input parameter is not valid (e.g. occurence = 0) an instance of ToolkitException shall be thrown. The
reason code shall be ToolkitException BAD_INPUT_PARAMETER.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.17.3 Test Suite files
Test Script: __API_2 ENH_FACRBBS_BSS 1.scr
Test Applet: ARPL-2 ENH FACRBBS BSS 1.java
Load-Seript—_ API_2_ENH_FACRBBS BSS 1.java
Load Script: API_2_ENH_FACRBBS_BSS_1.ldr
Clean-up Script: API_2 ENH_FACRBBS_BSS l.cIr
6.2.4.17.3 Test procedure
Id Description API Expectation APDU Expectation

Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...

1 findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 compareOffset = compareBuffer.length ArrayIndexOutOfBoundsExceptio
tag = 06h, occurrence = 1 n is thrown

val ueCffset = 0
conpareBuffer.length = 6
conpareOfset = 6
conparelLength = 1

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 6 n is thrown
conpareOffset = -1
conparelLength = 1

4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown

conpareOfset = 0
conparelLength = 6

5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length =5
conpareC fset = 3
conparelLength = 3

6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown

conpareOfset = 0
conparelLength = -1

7 valueOffset 2 Value Length ToolkitException.OUT_OF_TLV_
tag = 06h, occurrence =1 BOUNDARIES is thrown

val ueOffset = 6
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 1

8 valueOffset <0 ToolkitException.OUT_OF_TLV_

valueffset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15




conpar e f set 0
conpar eLengt h 1

compareLength > Value length
valueCffset = 0
conpareBuffer.length = 15
conpareC fset = 0
conparelLength = 7

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10

valueOffset + compareLength > Value length

val ueOf fset = 2
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

Invalid parameter
occurrence = 0

ToolkitException.BAD_INPUT_P
ARAMETER is thrown

12

Select a TLV (tag 02h)

findAndCompareValue()
tag = 06h
occurrence = 2

ToolkitException.UNAVAILABLE
_ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE
ELEMENT is thrown.

13

Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F5

findAndCompareValue()
tag = 06h, occurrence = 1
val ueCffset = 0
conpareCfset = 0
conparelLength = 6

Result is 00h

14

Verify current TLV
get Val ueLengt h()

Result is 0006

15

Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F4

Compare buffers with same parameters

Result is +1

16

Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F6

Compare buffers with same parameters

Result is -1

17

Initialise compareBuffer
conpar eBuf fer =
55 55 55 22 33 44 F5 55 55 55 55

Compare buffers
val ueCf fset = 2
conpareO fset = 3
conparelLength = 4

Result is 00h

18

Initialise compareBuffer
conpareBuffer =
55 55 55 22 33 45 F5 55 55 55 55

Compare buffers with same parameters

Result is -1

19

Initialise compareBuffer
conpareBuffer =
55 55 55 22 33 43 F5 55 55 55 55

Compare buffers with same parameters

Result is +1

20

Initialise compareBuffer
conpareBuffer =
83 81 55 55 55 55 55 55 55 55 55 55

findAndCompareValue()
tag = 02h, occurrence =1
val ueCffset = 0
conpareOfset = 0
conpar eLengt h 2

Result is 00h

21

Initialise compareBuffer
conpareBuffer =
22 44 55 55 55 55 55 55 55 55 55 55

findAndCompareValue()
tag = 02h, occurrence = 2
val ueCffset = 0
conpareOfset = 0
conpar eLengt h 2

Result is 00h

22

Initialise compareBuffer
conpar eBuf fer =
22 45 55 55 55 55 55 55 55 55 55 55

findAndCompareValue()
tag = 02h, occurrence = 2
valueCffset = 0
conpareOfset = 0

Resultis -1




conparelLength = 2

23 Initialise compareBuffer
conpar eBuf fer =
83 81 55 55 55 55 55 55 55 55 55 55

Successful call (with tag 02h) Result is 00h
tag = 02h, occurrence = 1
valueCffset = 0
conpareBuffer.length = 12
conpareCfset = 0
conparelLength = 2

24 Initialise compareBuffer
conpareBuffer = 01 02 ...C4

Successful call (with tag B3h) Result is 00h
tag = B3h, occurrence = 1
val ueCffset = 0
conpar eBuf fer. |l ength = 00C4
conpareCfset = 0
conpar eLength = 00C4

25 | Successful call, findAndCompareValue with | Result of findAndCompareValue()

length =0 is 00h
DstBuffer.length = C4
DstOffset = C4
DstLength = 0
6.2.4.17.4 Test Coverage
CRR number Test case number
N1 12
N2 14
N3 13,17, 20, 21, 25
N4 19,15
N5 16, 18, 22
N6 23, 24
P1 1
P2 2,3,4,5,6
P3 7,8,9, 10
P4 11
C1 Does not apply for
EnvelopeHandler

6.2.5 Class EnvelopeResponseHandler

6.2.5.1 sim-tookitEnvelopeResponseHandler-getFheHandler—1Method getTheHandler

Test Area Reference: API_2 ERH_GTHD

6.2.5.1.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public static Envel opeResponseHandl er get TheHandl er ()
throws Tool ki t Excepti on

Normal execution
CRRNL1: The method shall return the single system instance of the EnvelopeResponseHandler class.

CRRN2: The EnvelopeResponseHandler is a Temporary JCRE Entry Point Object ( see Javacard 2.1 Runtime
Environment (JCRE) Specification [12])

Parameter errors

No requirements



Context errors

CRRC1: The method shall thrown ToolkitException (HANDLER_NOT_AVAILABLE) if the handler is busy.

CRRC2: After the first invocation of the ProactiveHandler.send method the EnvelopeResponseHandler is no more

available
6.2.5.1.2 Test suite files
Test Script: __ APl 2 ERH_GTHD_1.scr
Test Applet: APL2 ERH GTHD 1java

Load-Seript— API_2 ERH_GTHD 1.java

Load Script:
Clean-up Script:

API_2_ERH_GTHD_1.Idr
API_2_ERH_GTHD_1.clr

6.2.5.1.3 Test procedure
Id Description API Expectation APDU Expectation
1 getTheHandler twice The returned objects shall be the
same
2 Verify that getTheHandler returns an The reference returned shall be an

EnvelopeHandler
get TheHandl er

EnvelopeResponseHandler
(checkcast)

3 Verify the returned value is not null The reference returned shall not be
get TheHandl er null.
4 getTheHandler, then send a proactive ToolkitException
command, and then, appendTLV HANDLER_NOT_AVAILABLE is
thrown
6.25.14 Test Coverage
CRR number Test case number
N1 1,2,3
N2 To be checked in
Framework tests and
insert here cross
reference
C1 To be checked in
Framework tests and
insert here cross
reference
C2 4
6.25.2 cdecdibEeleeecno e nopilor a1

FestAreaReference:ARIL2ERHPOSTBMethod post

Test Area Reference: AP1 2 ERH POSTB

6.2.5.2.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void post(byte statusType)

throws Tool ki t Excepti on

Normal execution

CRRNL1: When the method is called, the toolkit applet can continue it's processing (e.g. prepare a proactive

command).




CRRN2: The byte statusType is SW1 of the status.

CRRNS3: If the send method is called after a post method, the posted data are the first sent to the ME.

CRRN4: The SIM Toolkit Framework shall take the optional Application Data posted by the triggered toolkit applet
if present, secure and send the response packet the SIM Toolkit Framework will return the response APDU

defined by the toolkit applet.

Parameter error

No requirements

Context errors

CRRC1: The method shall thrown ToolkitException (HANDLER_NOT_AVAILABLE) if the handler is busy.

6.2.5.2.2

Test suite files

Load-Seript-Specific triggering: Call control

Test Script: APl 2 ERH POSTB 1.scr
Test Applet: APl 2 ERH POSTB 1.java
Load Script: APl _2 ERH _POSTB_ 1.ldr

Clean-up Script:

API_2_ERH_POSTB_1.clr

6.2.5.2.3 Test procedure
Id Description API Expectation APDU Expectation
1 getTheHandler and then post 9000
(the handler is enpty)
2 |Fill the handler (appendTLV to have bytes 9FFD data are retrieved with GET
init )and then post data with status RESPONSE command
9F
3 Verify that after a post the handler is no |ToolkitException
more available HANDLER_NOT_AVAILABL
appendTLV, post and then appendTLV E is thrown on the second
appendTLV
4 construct the response (appendTLV with 9E12 and posted data retrieved by a
0x10 data) and post it with status 9E and GET RESPONSE with status 9113
then send a display text and display text retrieved by a FETCH
5 |Verify that it is possible to send a proactive 91 13 and display text is retrieved by
command after a post a FETCH
get TheHandl er and post , then send a
di spl ay text
6 Verify it is not possible to post aftera  |ToolkitException
proactive command HANDLER_NOT_AVAILABL
get TheHandl er, appendTLV, send a E is thrown
di splay text, post.
7 | Verify that the handler is no more available |ToolkitException 9E12 and posted data retrieved by a
after a post HANDLER_NOT_AVAILABL |GET RESPONSE
get TheHandl er, appendTLV, post wth E is thrown
status 9E, post with status 9F




6.25.24 Test Coverage

CRR number Test case number
N1 3,4,7
N2 1,2,4,7
N3 4,5
N4 To be checked in

Framework tests and
insert here cross

reference
C1 6
6.2.5.3  sim.tookit.EnvelopeResponseHandler.postAsBERTLY 1Method

postAsBERTLV

Test Area Reference:API_2 ERH_POSTBB

6.2.5.3.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public void post ASBERTLV(byte statusType,
byte tag)
throws Tool ki t Excepti on

Normal execution

CRRN1: When the method is called, the toolkit applet can continue it's processing (e.g. prepare a proactive
command) the SIM Toolkit Framework will return the response APDU defined by the toolkit applet.

CRRN2: The byte statusType is SW1 of the status
CRRN3: If the send method is called after a postASBERTLYV method, the posted data are the first sent to the ME.
CRRN4: The byte tag is the BER Tag at the beginning of the simple TLV list.

Parameter errors

No requirements

Context errors

CRRC1: The method shall thrown ToolkitException (HANDLER_NOT_AVAILABLE) if the handler is busy.

6.2.5.3.2 Test suite files
Specific triggering: Call control
Test Script: ___API_ 2 ERH _POSTBB_1.scr

Test Applet: APl_2 ERH POSTBB 1java
Load Seript— APl 2 ERH_POSTBB_1.java

Load Script: API_2_ERH_POSTBB_1.ldr
Clean-up Script: APl 2 ERH POSTBB 1l.clr



6.2.5.3.3 Test procedure
Id Description API Expectation APDU Expectation
1 getTheHandler and then postAsBERTLV 9F02 data are retrieved with
(the handler is enpty) GET RESPONSE command,
the tag shall be 33 and the
length is 00
2 Fill the handler and then postASsBERTLV 9FFF data are retrieved with
the data with status 9F, and tag 33 GET RESPONSE command,
the tag shall be 33
3 appendTLV, postAsBERTLV and then ToolkitException
appendTLV HANDLER_NOT_AVAILABLE is
thrown on the second appendTLV
4 construct the response (appendTLV with 9E14 and posted data
0x10 data) and postAsBERTLYV it with retrieved by a GET
status 9E, tag 75 and then send a display RESPONSE the tag shall be
text 75 with status 9113 and
display text retrieved by a
FETCH
5 getTheHandler and postAsBERTLYV, then 9E02 and posted data
send a display text retrieved by a GET
RESPONSE the tag 33 (and
the length 00) with status
9113 and display text is
retrieved by a FETCH
6 | Verifyitis not possible to postAsBERTLV ToolkitException
after a proactive command HANDLER_NOT_AVAILABLE is
get TheHandl er, appendTLV, send a thrown on the postAsBERTLV
di spl ay text, postAsBERTLV.
7 | Verify that the handler is no more available ToolkitException 9E14 and posted data
after a postAsBERTLV HANDLER_NOT_AVAILABLE is retrieved by a GET
get TheHandl er, appendTLV(wi th data thrown on the second postAsBERTLYV | RESPONSE the tag shall be
| ength = 0x10, postAsBERTLV with status 56 with status 9000
9E, tag 56, postAsBERTLV with status
9F, tag 28
6.2.5.34 Test Coverage
CRR number Test case number
N1 3,4, 7
N2 1,2,4,7
N3 4,5
N4 2,4,7
C1 6
6.2.5.4 Method getLength

Test Area Reference: API_2 ERH_GLEN

6.25.4.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()

throws Tool ki t Excepti on

Normal execution

CRRNL1: returns the length in bytes of the TLV list.

Parameter errors

No requirements




Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.5.4.3 Test Suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH GLEN 1.scr

Test Applet: APl 2 ERH GLEN 1.java

Load Script: APl 2 ERH GLEN_1.ldr
Clean-up Script: APl _2 ERH GLEN_1.clr

6.2.5.4.3 Test procedure

Id

Description

API| Expectation

APDU Expectation

1

Clear the handler
get Lengt h()

Result of getLength() is O

2

appendTLV with length of 7
get Lengt h()

Result of getLength() is 9

Clear the handler and appendTLV with Length
of 253
getlength()

Result of getLength()-is 256

Build-a 7Fh Envelope response-handler
getltength()

Resultof getlength()-is 81h

lw

Clear the handler and appendTLV with Length

Result of getLength() is 253

of 250

get Lengt h()

(BN

Build a 7Fh Envelope response handler

Result of getLength() is 81h

get Lengt h()

Build a 80h Envelope response handler

get Lengt h()

Result of getLength() is 83h

Note : Test case 3 is limited to 253 and not 256 because the current 03.19 [7] is not clear enough on this point. So this

test allows the two possible implementations.

6.2.5.44 Test Coverage
CRR number Test case number
| NI 1,2,3.45
| N1 1,2.3,4,5
C1 Does not apply for

Envelope response
handler

6.2.5.5 Method copy
Test Area Reference: API_2 ERH_COPY_BSS

6.2.5.5.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,

short dstOffset,

short dstLength)




t hrows j ava.l ang. Nul | Poi nt er Excepti on,

—_— ToeolkitExeeptionjava.l ang. Arrayl ndexCQut O BoundsExcepti on,
Tool ki t Excepti on

Normal execution
CRRNL1: copies the simple TLV list contained in the handler to the destination byte array.

CRRN2: returns dstOffset + dstLength.

Parameter errors
CRRP1: if dstBuffer is null a NullPointerException is thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative, an
ArraylndexOutOfBoundsException is thrown.

CRRP3: if dstLength is greater than the length of the simple TLV List, an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException. OUT_OF TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.5.5.3 Test Suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH COPY_ BSS 1.scr
Test Applet: APl 2 ERH COPY_BSS 1.java
Load Script: APl 2 ERH_COPY_BSS_1.ldr

Clean-up Script: APl 2 ERH _COPY_BSS 1l.clr



6.2.5.5.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Buf - P
1 appendTLV with value length of 7
NULL as parameter to dstBuffer NullPointerException is thrown
2 cenopd i b o oo e
2
dstOffset =2 dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 5
dstLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = -1
dstlLength = 1
4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 0
dstLength = 6
5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 0
dstlLength = -1
7 dstLength > length of the simple TLV list ToolkitException.OUT_OF_TLV_
dstBuffer.length = 10 BOUNDARIES is thrown
dstOffset = 0
dstLength = 10
8 | Successful call, dstBuffer is the whole buffer | Result of copy() is 9
dstBuffer.length = 9
dstOffset = 0
dstLength = 9
9 Compare the buffer Result of arrayCompatre() is 0
10 | Successful call, dstBuffer is part of a buffer | Result of copy() is 12
dstBuffer.length = 15
dstOffset = 3
dstLength = 9
11 Compare the whole buffer Result of arrayCompare() is 0
12 | Successful call, dstBuffer is part of a buffer | Result of copy() is 9
dstBuffer.length = 15
dstOffset = 3
dstLength = 6
13 Compare the whole buffer Result of arrayCompare() is 0
14 Successful call, copy with length =0 Result of copy() is 15
dstBuffer.length = 15
dstOffset = 15
dstLength = 0
6.2.5.54 Test Coverage
CRR number Test case number
N1 9,611,13
N2 8,10,12,14
P1 1
P2 2,3,4,5,6
P3 7
C1 Does not apply for
Envelope response
handler
6.2.5.6  Method findTLV

Test Area Reference: API_ 2 ERH_FINDBB




6.2.5.6.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)
throws Tool ki t Excepti on

Normal execution
Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):
CRRNL1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

CRRN2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag is
set.

CRRNS3: if the method is successful then it returns TLV_FOUND_CR_NOT_SET when Comprehension Required
flag is not set.

CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined and
TLV_NOT_FOUND is returned.

CRRNS5: The search method is comprehension required flag independent.

Parameter errors

CRRP1: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.5.6.3 Test Suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH FINDBB_1.scr
Test Applet: APl 2 ERH FINDBB 1.java
Load Script: APl _2 ERH_FINDBB_1.ldr
Clean-up Script: APl 2 ERH _FINDBB 1.cIr
6.2.5.6.3 Test procedure
Id Description API Expectation APDU Expectation
1 append the handler with TLVs:
81 03 11 22 33
82 02 99 77
Invalid input parameter ToolkitException.BAD_INPUT_P
Cccurrence = 0 ARAMETER is thrown
2
Search 1st TLV Resultis TLV_FOUND_CR_SET
Tag = 01h
Cccurrence = 1
3 Call the getValueLength() method Result is 03h
4 Search 2nd TLV Resultis TLV_FOUND_CR_SET
Tag = 02h




Cccurrence = 1
5 Call the getValueLength() method Result is 02h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
Tag = 03h
Cccurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
8 Search a tag with wrong occurrence Resultis TLV_NOT_FOUND
Tag = 01h
Cccurrence = 2
9 Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT is thrown.
10 Append a TLV with tag=02h
Search the TLV Result is
Tag = 02h TLV_FOUND_CR_NOT_SET
Qccurrence = 2
11 Append a TLV with tag=04h
Search the TLV Result is
Tag = 04h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
12 Search tag 81h Resultis TLV_FOUND_CR_SET
Tag = 81h
Cccurrence = 1
13 Search tag 84h Result is
Tag = 84h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
6.2.5.6.4 Test Coverage
CRR number Test case number
N1 3,5
N2 2,4
N3 10,11
N4 6,7,8,9
N5 12,13
P1 1
C1 Does not apply for
Envelope response
handler
6.2.5.7 Method getValueLength

Test Area Reference: APl 2 ERH_GVLE

6.2.5.7.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()
t hrows Tool ki t Excepti on

Normal execution

CRRNL1: gets and returns the binary length of the value field for the last TLV element which has been found in the
handler.

Parameter errors

No requirements



Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6.2.5.7.3 Test Suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH GVLE_1.scr
Test Applet: API_2 ERH GVLE 1.java
Load Script: API_2 ERH_GVLE_1.ldr
Clean-up Script: APl 2 ERH GVLE 1l.clIr
6.2.5.7.3 Test procedure
Id Description API| Expectation APDU Expectation
1 appendTLV 02 02 02 02
findTLV with TAG 03
getValueLength() ToolkitException.UNAVAILABLE
_ELEMENT is thrown

2 appendTLV with TAG 0D and length 00

Search TLV 0Dh

get Val ueLengt h() Result is 00h

3 Clear the handler and append TLV with TAG
0D and length 02

Search TLV 0Dh

get Val ueLengt h() Result is 02h

4 Clear the handler and append TLV with TAG
0D and length Ox7F

Search TLV 0Dh

getValueLength() Result is 7Fh

5 Clear the handler and append TLV with TAG
0D and length 0x80

Search TLV 0Dh

get Val ueLengt h() Result is 80h

6 Clear the handler and append TLV with TAG
0D and length OxF1

Search TLV 0Dh

get Val ueLengt h() Result is F1h




6.25.74 Test Coverage

CRR number Test case number
N1 2,3,4,5,6
C1 Does not apply for
EnvelopeResponseHandl
er
Cc2 1

6.2.5.8 Method getValueByte
Test Area Reference: API_2 ERH_GVBYS

6.2.5.8.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueOfset)
throws Tool ki t Excepti on

Normal execution

CRRNL1: Gets a byte from the last TLV element which has been found in the handler and returns its value (1 byte).

Parameter errors

CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6.2.5.8.3 Test Suite files

Load-Seript:-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH GVBYS 1.scr
Test Applet: APl 2 ERH GVBYS 1.java
Load Script: APl 2 ERH _GVBYS 1.ldr

Clean-up Script: API_2 ERH_GVBYS 1.clr



6.2.5.8.3 Test procedure

6.2.5.9 Method copyValue
Test Area Reference: API_2 ERH_CPYVS_BSS

6.2.5.9.1 Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueOfset,

byte[] dstBuffer,
short dstOffset,
short dstLength)

throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCut Of BoundsExcept i on,

Tool ki t Excepti on

Normal execution

CRRNL1: copies a part of the last TLV element which has been found, into a destination. buffer.

CRRN2: returns dstOffset + dstLength.

Parameter errors

CRRP1: if dstBuffer is null NullPointerException is thrown.

Id Description API| Expectation APDU Expectation
1 | appendTLV 8202 81 82, appendTLV 81 03 11
22 FE
findTLV with TAG 03
get Val ueByt e(0) ToolkitException.UNAVAILABLE
_ELEMENT is thrown
2 Search TLV 01h
get Val ueByt e(3) ToolkitException.OUT_OF TLV_
BOUNDARIES is thrown
3 Search TLV 01h
get Val ueByt e(2) Resultis FEh
4 Search TLV 02h
get Val ueByt e(0) Resultis 81h
5 | appendTLV with TAG 0D, Length Ox7E, Value:
00,01, ...,,7D
get Val ueByt e(7D) Result is 7Dh
6 clear the handler, appendTLV with TAG 0D,
Length 0x80, Value: 00, 01, ..., 7F
get Val ueByt e( 7E) Resultis 7Eh
7 | getVal ueByte(7F) Resultis 7Fh
8 clear the handler, appendTLV with TAG 0D,
Length OxF1, Value: 00, 01, ..., FO
get Val ueByt e(F0) Result is FOh
6.2.5.84 Test Coverage
CRR number Test case number
N1 3,4,5,6,7,8
P1 2
C1 Does not apply for
EnvelopeResponseHandl
er
Cc2 1




CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException is thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6.2.5.9.3 Test Suite files

Clean-up-Seript—— P12 ERH-CPY\/S-BSS1.¢clrSpecific triggering: Unrecognized Envelope

Test Script: APl 2 ERH CPYVS BSS 1.scr
Test Applet: APl 2 ERH CPYVS BSS 1.java
Load Script: APl 2 ERH CPYVS BSS 1.ldr

Cleanup Script: APl 2 ERH CPYVS BSS 1.clr




6.2.5.9.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Tialise thel
Selecta TLV
v O—w Buif . —
1 appendTLV with TAG: 0D and length 16
Select Text String TLV
copyValue() with a null dstBuffer NullPointerException is thrown
2 appendTLV with- TAG: 0D-and length 16
Select Text String TLV
2
dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = -1
dstLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 0
dstLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 0
dstLength = -1
7 clear the handler, appendTLV with TAG: 0D
and length 6
Select Text String TLV
valueOffset 2 Text String Length ToolkitException.OUT_OF_TLV_
valueOffset = 6 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueO fset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 1
9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
val ueCffset = 0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 7
10 | valueOffset + dstLength > Text String length | ToolkitException.OUT_OF_TLV_
val ueOfset = 2 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 5
11 Initialise the handler
copyVal ue() ToolkitException.UNAVAILABLE
_ELEMENT is thrown
12 | clear the handler, appendTLV with TAG: 0D
and value: 04 0001 ... OF
Select Text String TLV
Successful call Result of copyValue() is 17
val ueCffset = 0
dstBuffer.length = 17
dstOffset = 0
dstLength = 17
13 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
14 initialise dstBuffer
dstBuffer = 55 55 ...55




Successful call Result of copyValue() is 15
val ueCf fset = 2
dstBuffer.length = 20

dstOfset = 3
dstlLength = 12

15 Compare buffer Result is 00h
buffer =

55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

16 Successful call, copyValue with length =0 Result of copyValue() is 20
dstBuffer.length = 20
dstOffset = 20
dstLength = 0

6.2.5.9.4 Test Coverage

CRR number Test case number
N1 13,15
N2 12,14, 16
P1 1
P2 2,3,4,5,6
P3 7,8,9, 10
C1 Does not apply for

EnvelopeResponseHandl
er

C2 11

6.2.5.10 Method compareValue
Test Area Reference: API_2 ERH_CPRVS_BSS

6.2.5.10.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueCffset,
byte[] conpareBuffer,
short conpareCfset,
short conparelength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution
Compares the last found TLV element with a buffer:
CRRNL1: returns O if identical.
CRRN2: returns -1 if the first miscomparing byte in simple TLV List is less than that in compareBuffer.

CRRNa3: returns 1 if the first miscomparing byte in simple TLV List is greater than that in compareBuffer.

Parameter errors
CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset or compareLength or both would cause access outside array bounds, or if compareLength
is negative ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.



Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6.2.5.10.3 Test Suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH CPRVS BSS 1.scr
Test Applet: APl 2 ERH CPRVS BSS 1.java
Load Script: APl 2 ERH_CPRVS BSS 1.ldr

Clean-up Script: APl 2 ERH _CPRVS BSS l.clIr

6.2.5.10.3 Test procedure
Id Description API| Expectation APDU Expectation
1 ——
Seloera T
1 appendTLV with TAG: 0D and length 16
Select Text String TLV
compareValue() with a null compareBuffer | NullPointerException is thrown
2 cepond it i n AL O nnd Lop o 16
Select Text-String- TLV
2
compareOffset 2 compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareCffset =5
conparelLength = 1
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareOfset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareC fset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length =5
conpareC fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareOfset = 0
conparelLength = -1
7 appendTLV with TAG: OD and length 6
Select Text String TLV
valueOffset 2 Text String Length ToolkitException.OUT_OF_TLV_
val ueCffset = 6 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
val ueCffset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareC fset = 0
conparelLength = 1




9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
valueCffset =0 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOfset = 0
conparelength = 7

10 | valueOffset + compareLength > Text String | ToolkitException.OUT_OF_TLV_

length BOUNDARIES is thrown
val ueCf fset = 2
conpareBuffer.length = 15
conpareCfset = 0
conparelength = 5

11 Initialise the handler

conpar eVal ue() ToolkitException.UNAVAILABLE
ELEMENT is thrown
12 | appendTLV with TAG: OD and value: 04 00 01
... OF

Select Text String TLV

Initialise compareBuffer
conpareBuffer =
04 00 01 ...0OF

Compare buffers Result is 00h

valueCffset = 0
conpareCfset = 0
conparelLength = 17

13 Initialise compareBuffer
conpar eBuf fer =
04 00 01 02 03
04 05 06 07 08
05 OA 0B 0C 0D
OE 10

Compare buffers with same parameters Resultis -1

14 Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...OF

Compare buffers with same parameters Resultis +1

15 Initialise compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0OC
55 55 55 55 55

Compare buffers Result is 00h
val ueCf fset = 2
conpareOfset = 3
conparelLength = 12

16 Initialise compareBuffer
conpareBuffer =
55 55 55 02 01
03 04 05 06 07
08 09 OA OB 0OC
55 55 55 55 55

Compare buffers with same parameters Resultis -1

17 Initialise compareBuffer
conpareBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA 0D
55 55 55 55 55

Compare buffers with same parameters Resultis +1
18 | Successful call, compareValue with length =0 | Result of compareValue() is 0

conpareBuffer.length = 15
conmpar eX f set 15
conparelLength = 0




6.2.5.10.4 Test Coverage

CRR number Test case number
N1 12, 15, 18
N2 13,16
N3 14, 17
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
C1 Does not apply for
EnvelopeResponseHandl
er
Cc2 11

6.2.5.11 Method findAndCopyValue(byte tag, byte[] dstBuffer, short valueOffset)
Test Area Reference: API_ 2 ERH_FACYB_BS

6.2.5.11.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
—— byte[] dstBuffer,
short dstOffset)
throws—java.lang—Null-Poi-nterException throws java.l ang. Nul | Poi nt er Excepti on,
j ava. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

CRRNL1: looks for the first occurrence of a TLV element from the beginning of a TLV list and copy its value into a
destination buffer.

CRRN2: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value is returned.

CRRN4: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2: if dstOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be thrown.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.5.11.3 Test Suite files

Load-Seript-Specific triggering: Unrecognized Envelope
Test Script: APl 2 ERH FACYB _BS 1.scr

Test Applet: API_2 ERH_FACYB_BS 1.java




Load Script:
Clean-up Script:

API_2_ERH_FACYB_BS_1.ldr
API_2_ERH_FACYB_BS_L.clr

6.2.5.11.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler
findAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 appendTLV with TAG: OD and length 16
Select Text String TLV
dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh n is thrown
dstBuffer.length = 20
dstOffset = 20
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 nis thrown
dstOffset = -1
4 dstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 n is thrown
dstOffset = 5
5 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 15 nis thrown
dstOffset = 0
6 clear the handler, appendTLV with TAG 02
and Length 02
Select a TLV (tag 02h)
fi ndAndCopyVal ue() ToolkitException.UNAVAILABLE
tag = 03h ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
7 | appendTLV with TAG: 0D and value: 04 00 01
... OF
Successful call Result of findAndCopyValue() is
Tag = ODh 17
dstBuffer.length = 17
dstOffset = 0
8 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
9 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue() is
dstBuffer.length = 20 19
dstOffset = 2
10 Compare buffer Result is 00h
buffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55
11 | clear the handler, appendTLV with TAG: 0D
and value: 040001 ... OF
append a 2" Text String TLV
Successful call Result of findAndCopyValue() is
tag = ODh 17
dstBuffer.length = 17
dstOffset = 0
12 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
13 | clear the handler, appendTLV with TAG: 0D
and value: 040001 ... OF
Successful call (with tag 8Dh) Result of findAndCopyValue() is
tag = 8Dh 17
dstBuffer.length = 17




dstOffset = 0

14 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
15 Append tag OFh
buffer = 00 01 ...OF
Successful call (with tag 8Fh) Result of findAndCopyValue() is
tag = 8Fh 16

dstBuffer.length = 16
dstOfset = 0

16 Compare buffer Result is 00h
buffer = 00 01 ...0F

6.2.5.11.4 Test Coverage

CRR number Test case number
N1 8,10, 12
N2 6
N3 7,9,11
N4 13, 14, 15, 16
P1 1
P2 2,345
C1 Does not apply for

EnvelopeResponseHandl
er

6.2.5.12 Method findAndCopyValue(byte tag, byte occurrence, short valueOffset, byte][]
dstBuffer, short dstOffset, short dstLength)

Test Area Reference: API_ 2 ERH_FACYBBS_BSS

6.2.5.12.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,

——byte byte occurrence,
short val ueCff set,

byte[] dstBuffer,
short dstOffset,
short dstLength)
—throws java.lang. Nul | Poi nt er Excepti on,
__java.lang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

CRRNL: looks for the indicated occurrence of a TLV element from the beginning of a TLV list and copy its value
into a destination buffer.

CRRN2: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRNa3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLength is
returned.

CRRN4: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException shall be thrown.



CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.5.12.3 Test Suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH FACYBBS BSS 1.scr
Test Applet: APl 2 ERH FACYBBS BSS 1.java
Load Script: API_2 ERH_FACYBBS_BSS 1.ldr

Clean-up Script:

API_2_ERH_FACYBBS_BSS_1.clr

6.2.5.12.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Initialise the handler
findAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 appendTLV with TAG: OD and length 16
dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence = 1 n is thrown
val ueCffset = 0
dstBuffer.length = 5
dstOfset = 5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = -1
dstLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 0
dstLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 0
dstlLength = -1
7 appendTLV with TAG: 0D and length 6
valueOffset 2 Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence = 1 BOUNDARIES is thrown
val ueOffset = 6
dstBuffer.length = 15
dstOfset = 0
dstlLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
val ueCffset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 1
9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
valueCffset = 0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 7
10 | valueOffset + dstLength > Text String length | ToolkitException.OUT OF TLV




val ueCf fset = 2
dstBuffer.length = 15
dstOffset = 0
dstLength = 5

BOUNDARIES is thrown

11

clear the handler, appendTLV with TAG 02
and Length 02

Select a TLV (tag 02h)

fi ndAndCopyVal ue()
tag = 0ODh
occurrence = 2

ToolkitException.UNAVAILABLE
_ELEMENT is thrown

Cal | the getVal ueLength() method

ToolkitException.UNAVAILABLE
_ELEMENT is thrown.

12 | clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF
Successful call Result of findAndCopyValue() is
tag = 0ODh, occurrence =1 17

valueCffset = 0
dstBuffer.length = 17
dst O f set 0

dst Lengt h 17

13

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h

14 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue() is
tag = 0ODh, occurrence =1 15

val ueCf fset = 2
dstBuffer.length = 20
dstOffset = 3

dst Length 12

15

Compare buffer
buffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0OC
55 55 55 55 55

Result is 00h

16

Append a Text String TLV
tag = 0D
buffer = 00 11 22 33 44 55 (no specific
DCS byt e)

Successful call
tag = 0ODh, occurrence =1
val ueCffset = 0
dstBuffer.length = 20

Result of findAndCopyValue() is
17

dstOfset = 0
dstLength = 17
17 Compare buffer Result is 00h
buffer = 04 00 01 ...OF
18 Successful call Result of findAndCopyValue() is
tag = 0ODh, occurrence = 2 6

valueOffset = 0
dstBuffer.length = 6
dst O f set 0

dst Lengt h 6

19

Compare buffer
buffer = 00 11 22 33 44 55

Result is 00h

20

clear the handler and appendTLV with TAG:

0D and value: 04 0001 ... OF

Successful call (with tag 8Dh)
tag = 8Dh
occurrence = 1
val ueCffset = 0
dstBuffer.length = 17
dst O f set 0
dst Lengt h 17

Result of findAndCopyValue () is
17

21

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h

22

Append tag OFh
buffer = 00 01 ...OF

Successful call (with tag 8Fh)
tag = 8Fh
occurrence =1
valueOffset = 0
dstBuffer.length = 16

Result of findAndCopyValue () is
16




dst Of f set 0
dst Length 16

23 Compare buffer Result is 00h
buffer = 00 01 ...OF

24 Successful call, findAndCopyValue with Result of findAndCopyValue () is
length =0 16

dstBuffer.length = 16

dstOffset = 16

dstLength = 0

6.2.5.12.4 Test Coverage

CRR number Test case number
N1 13, 15,17, 19
N2 11
N3 12,14, 16, 18, 24
N4 20, 21, 22, 23
P1 1
P2 2,3,4,5,6
P3 7,8,9 10
C1 Does not apply for

EnvelopeResponseHandl
er

6.2.5.13 Method findAndCompareValue(byte tag, byte[] compareBuffer, short
compareOffset)

Test Area Reference: API_2 ERH_FACRB_BS

6.2.5.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte[] conpareBuffer,
short conpareO fset)
throws java.lang. Nul | Poi nter Excepti on,
java. |l ang. Arrayl ndexQut O BoundsExcepti on,
Tool ki t Excepti on

Normal execution
Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

CRRNL: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN2: if the method is successful then the corresponding TLV becomes current.

CRRN3: if identical returns 0.

CRRN4: if the first miscomparing byte in simple TLV is less than that in compareBuffer returns -1.
CRRNS5: if the first miscomparing byte in simple TLV is greater than that in compareBuffer returns 1.

CRRNG6: The search method is comprehension required flag independent.

Parameter errors

CRRP1: if compareBuffer is null NullPointerException shall be thrown.



CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be

thrown.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

6.2.5.13.3

ToolkitException HANDLER_NOT_AVAILABLE.

Test Suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH FACRB BS 1.scr
Test Applet: APl 2 ERH FACRB BS 1.java
Load Script: APl 2 ERH_FACRB_BS 1.ldr

Clean-up Script:

API_2_ERH_FACRB_BS_1.cIr

6.2.5.13.3 Test procedure
Id Description API| Expectation APDU Expectation
1 —
2 :
1 appendTLV with TAG: 0D and length 16
copporo oot copane oo long Ao dndonomoBonnds=rensis
tag—=0Dh nHs-thrown
SE D e e e
conpared fset—=-20
findAndCompareValue() with a null dstBuffer and | NullPointerException is thrown
tag 0Dh
2
compareOffset = compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh n is thrown
conpareBuffer.length = 20
conpareX fset = 20
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 20 n is thrown
conpareOffset = -1
4 compareOffset + length > ArraylndexOutOfBoundsExceptio
compareBuffer.length n is thrown
conpareBuffer.length = 20
conpareOfset = 5
5 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 15 nis thrown
conpareOfset = 0
6 clear the handler, appendTLV with TAG 02
and Length 02
Select a TLV (tag 02h)
fi ndAndConpar eVal ue() ToolkitException.UNAVAILABLE
tag = 03h ELEMENT is thrown
7 Verify current TLV ToolkitException.UNAVAILABLE
get Val ueLengt h() ELEMENT is thrown.
8 clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF
Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...OF
Compare buffers Result is 00h
tag = ODh




conpareO fset = 0

9 Verify current TLV Resultis 17
get Val ueLengt h()
10 Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...10
Compare buffers with same parameters Result is -1
11 Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...OF
Compare buffers with same parameters Result is +1
12 Initialise compareBuffer
conpareBuffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55
Compare buffers Result is 00h
conpareO fset = 2
13 append a Text String TLV
tag = ODh
buffer = 00 11 22 33 44 55
Initialise compareBuffer
conpareBuffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55
Compare buffers Result is 00h
conpareO fset = 2
14 Initialise compareBuffer
conpareBuffer =
55 55 04 01 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55
Compare buffers Result is -1
compareOffset = 2
15 Initialise compareBuffer
conpareBuffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C OD 0D 10 55
Compare buffers Resultis +1
conpareO fset = 2
16 | clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF
Initialise compareBuffer
conpar eBuf fer = 04 00 O1 ...0F
Successful call (with tag 8Dh) Result is 00h
tag = 8Dh
conpareBuffer.length = 17
conpareOfset = 0
17 Append tag OFh
buffer = 00 01 ...OF
Initialise compareBuffer
conpareBuffer = 00 01 ...OF
Successful call (with tag 8Fh) Result is 00h

tag = 8Fh
conpareBuffer.length = 16
conpareO fset = 0




6.2.5.13.4 Test Coverage

CRR number Test case number
N1 6,7
N2 7,9
N3 8,13, 12
N4 10, 14
N5 11, 15
N6 17, 16
P1 1
P2 2,3,4,5
C1 Does not apply for
Envelope response
handler

6.2.5.14 Method findAndCompareValue(byte tag, byte occurrence, short valueOffset,
byte[] compareBuffer, short compareOffset, short comparelLength)

Test Area Reference: API_2 ERH_FACRBBS_BSS

6.2.5.14.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byt e occurrence,
short val ueOff set,
byte[] conpareBuffer,
short conpared fset,
short conparelength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

Looks for the indicated occurrence of a TLV element from the beginning of a TLV list and compare its value with a
buffer:

CRRNL: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is

no longer defined.
CRRN2: if the method is successful then the corresponding TLV becomes current.
CRRNa: if identical 0 is returned.
CRRN4: if the first miscomparing byte in simple TLV is less than that in compareBuffer -1 is returned.
CRRNS5: if the first miscomparing byte in simple TLV is greater than that in compareBuffer 1 is returned

CRRNG6: The search method is comprehension required flag independent.

Parameter errors

CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset or compareLength or both would cause access outside array bounds, or if compareLength

is negative ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, compareLength or both are out of the current TLV an instance of ToolkitException shall be

thrown. The reason code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

CRRP4: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown. The

reason code shall be ToolkitException BAD_INPUT_PARAMETER.



Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.5.14.3

Test Suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH FACRBBS BSS 1.scr
Test Applet: APl 2 ERH FACRBBS BSS 1.java
Load Script: APl 2 ERH FACRBBS BSS 1.ldr

Clean-up Script:

API_2_ERH_FACRBBS_BSS_1.clr

6.2.5.14.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Initialise the handler
findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF
compareOffset 2 compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence = 1 n is thrown
val ueCffset = 0
conpareBuffer.length =5
conpareOfset = 5
conparelLength = 1
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareOffset = -1
conparelength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 nis thrown
conpareOfset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length = 5
conpareC fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 nis thrown
conpareOfset = 0
conpareLength = -1
7 clear the handler and appendTLV with TAG
and length of 6
valueOffset 2 Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence =1 BOUNDARIES is thrown
val ueCffset = 6
conpareBuffer.length = 15
conpareCfset = 0
conparelLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareC fset = 0
conparelength = 1
9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
val ueCffset = 0 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOfset = 0




conparelLength = 7

10

valueOffset + compareLength > Text String
length
val ueCf fset = 2
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

Invalid parameter
occurrence = 0

ToolkitException.BAD_INPUT_P
ARAMETER is thrown

12

appendTLV with TAG 02 and length 02

Select a TLV (tag 02h)

fi ndAndConpar eVal ue()
tag = ODh
occurrence = 2

ToolkitException.UNAVAILABLE
_ELEMENT is thrown

13

Verify current TLV
get Val ueLengt h()

ToolkitException.UNAVAILABLE
ELEMENT is thrown.

14

clear the handler and appendTLV with TAG:

0D and value: 040001 ... OF

Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...OF

findAndCompareValue()
tag = 0ODh, occurrence =1
val ueCffset = 0
conpareCfset = 0
conparelLength = 17

Result is 00h

15

Verify current TLV
get Val ueLengt h()

Resultis 17

16

Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...10

Compare buffers with same parameters

Result is -1

17

Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...OF

Compare buffers with same parameters

Result is +1

18

Initialise compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0OC
55 55 55 55 55

Compare buffers
val ueCf fset = 2
conpareO fset = 3
conparelLength = 12

Result is 00h

19

Initialise compareBuffer
conpareBuffer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters

Result is -1

20

Initialise compareBuffer
conpareBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA 0D
55 55 55 55 55

Compare buffers with same parameters

Result is +1

21

append a Text String TLV
tag = ODh
buffer = 00 11 22 33 44 55

Initialise compareBuffer
conpareBuffer =
04 00 01 ...OF

findAndCompareValue()
tag = 0ODh, occurrence =1
val ueCffset = 0
conpareOfset = 0
conparelLength = 17

Result is 00h

22

Initialise compareBuffer
conpareBuffer =




00 11 22 33 44 55

findAndCompareValue()
tag = 0ODh, occurrence = 2
valueCffset = 0
conpareOfset = 0
conparelLength = 6

Result is 00h

23 Initialise compareBuffer
conpar eBuf fer =
00 11 22 33 44 66

findAndCompareValue()
tag = 0ODh, occurrence = 2
valueCffset = 0
conpareOfset = 0
conparelLength = 6

Result is -1

24 | clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF

Initialise compareBuffer
conpareBuffer = 04 00 01 ...OF

Successful call (with tag 8Dh)
tag = 8Dh, occurrence =1
valueOffset = 0
conpareBuffer.length = 17
conpareOfset = 0
conparelLength = 17

Result is 00h

25 Append tag OFh
buffer = 00 01 ...OF

Initialise compareBuffer
conpareBuffer = 00 01 ...OF

Successful call (with tag 8Fh)
tag = 8Fh, occurrence =1
val ueCffset = 0
conpareBuffer.length = 16
conpareOfset = 0
conparelLength = 16

Result is 00h

26 | Successful call, findAndCompareValue with
length =0
ConpareBuffer.length = 16

Result of findAndCompareValue
(is 00

conpareO fset = 16
conpareLength = 0
6.2.5.14.4 Test Coverage
CRR number Test case number
N1 12,13
N2 15,13
N3 14,18, 22, 21, 26
N4 16, 19, 23
N5 17,19
N6 25,24
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
P4 11
Cl Does not apply for
EnvelopeResponseHandl
er

6.2.5.15 Method appendArray
Test Area Reference: API_2 ERH_APDA_BSS

6.2.5.15.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendArray(byte[] buffer, short offset, short |ength)

throws java.lang. Nul | Poi nt er Excepti on,




java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

CRRNL: appends a buffer into the EditHandler buffer

CRRN2: a successful append does not modify the TLV selected

6251522 Parameters error

o

CRRP1: if buffer is null, a java.lang.NullPointerException is thrown

CRRP2;: if offset or length or both would cause access outside the array bounds, or if length is negative, a

java.lang.ArraylndexOutOfBoundsException is thrown.

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

reason code HANDLER_OVERFLOW

6.2.5.15.2 Test suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: API_2 ERH _APDA BSS 1.scr

Test Applet: APl 2 ERH APDA BSS 1.java

Load Script: APl 2 ERH_APDA BSS 1.ldr

Clean-up Script: API_2 ERH_APDA BSS 1.clr

6.2.5.15.3 Test procedure

Id Description API| Expectation APDU Expectation

Initialize the envelope response handler with a
TLV of length 1

1 Null buffer NullPointerException is thrown

2 offset 2 buffer.length ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = 5
length = 1

3 offset <0 ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = -1
length = 1

4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length =5 n is thrown
offset = 0
length = 6

5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = 3
length = 3

6 length <0 ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = 0
length = -1

7 Handler overflow ToolkitException.HANDLER OV




buffer.length = 256

ERFLOW is thrown

offset = 0
| ength = 256
8 append the handler with TLVs:
81 03 11 22 33
82 02 99 77
findTLV 0x81
Successful call
buffer = FF FE ...F8
offset = 0
length = 8
Verify Current TLV: Call getValueLength() Resultis 03h
9 Clear the handler
Successful call
buffer = FF FE ...F8
offset = 0
length = 8
Call copy() method
Compare handler Result is 00h
conpar eBuf fer = FF FE ... F8
10 Successful call
buffer = 00 01 ...07
offset = 2
length = 6
Call copy() method
Compare handler Result is 00h
conpareBuffer = FF FE ... F8 02 03 ...07
11 Successful call
buffer = 11 22 ...88
offset = 2
length = 4
Call copy() method
Compare handler Result is 00h
conpareBuffer = FF FE ...F8 02 03 ...07 33
44 55 66
6.2.5.15.4 Test Coverage
CRR number Test case number
N1 9,10,11
N2 8
N3
P1 1
P2 2,3,4,5,6
C1 7
c2 Does not apply for
EnvelopeResponseHandl
er

6.2.5.16 Method appendTLV(byte tag, byte value)

Test Area Reference: APl 2 ERH_APTLBB

6.2.5.16.1

Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV (byte tag, byte val ue)
throws Tool ki t Excepti on

Normal execution

CRRNL1: Appends a TLV element to the current TLV list (1-byte element).

CRRN2: A successful append does not modify the TLV selected.




Parameters error

NeneNo requirements

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

reason code HANDLER_OVERFLOW

HANDLER_NOT_AVAILABLE

6.2.5.16.2 Test suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Clean-up Script:

Test Script: APl 2 ERH APTLBB 1.scr
Test Applet: APl 2 ERH APTLBB 1l.java
Load Script: APl _2 ERH_APTLBB_1.ldr

API_2_ERH_APTLBB_L.clr

6.2.5.16.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Call-appendArray()
length = 251
1 Call appendArray()
| ength = 253
Fecbaedd ERELOM s dhren

Handler Overflow: Call twice the

appendTLV(method

ToolkitException.HANDLER OV
ERFLOW is thrown by one of the

two.

append the handler with TLVs:
81 03 11 22 33
82 02 99 77

Select Command Details TLV

Call the appendTLV() method

Verify Current TLV: Call getValueLength()

Result is 03h

Clear the handler

Successful call
tag = 84h
val ue = 00h

Call copy() method

Compare handler
conpar eBuf fer = 84 01 00

Result is 00h

Successful call
tag = 01h
val ue = FEh

Call copy() method

Compare handler

conpareBuffer = 84 01 00 01 01 FE

Result is 00h

Note : Test case 1 call twice appendTLV because the current 03.19 [7] is not clear enough on this point. So this test

allows the two possible implementations.




6.2.5.16.4 Test Coverage

CRR number Test case number
N1 3,4
N2 2
C1 1
c2 Does not apply for
EnvelopeResponseHandl
er

6.2.5.17 Method appendTLV(byte tag, byte valuel, byte value?2)
Test Area Reference: API_ 2 ERH_APTLBBB

6.2.5.17.1 Conformance requirements:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV (byte tag, byte val uel, byte val ue2)
t hrows Tool ki t Excepti on

Normal execution
CRRN1: Appends a TLV element to the current TLV list (2-byte element).
CRRN2: A successful append does not modify the TLV selected.

Parameters error

NeneNo requirements

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

6.2.5.17.2 Test suite files

TFest-Seript-Specific triggering: Unrecognized Envelope

Test Script: API_2 ERH_APTLBBB_1.scr
Test Applet: __ APl 2 ERH_APTL BBB_1.java
Load Script: __API_ 2 ERH_APTL BBB_1.ldr
Clean-up Script: APl 2 ERH_APTLBBB l.clr

6.2.5.17.3 Test procedure



Description API Expectation APDU Expectation

I=|H e

Call the appendArray with length of 253

Handler Overflow: Call the appendTLV() ToolkitException.HANDLER_OV
method ERFLOW is thrown

2 clear the handler, append the handler with
TLVs:

81 03 11 22 33

82 02 99 77

Select Command Details TLV

Call the appendTLV() method

Verify Current TLV: Call getValueLength() Resultis 03h

3 Clear the handler

Successful call

tag = 84h
val uel = 00h
val ue2 = 01h
Call copy() method
Compare handler Result is 00h
conpareBuffer = 84 02 00 01
4 Successful call
tag = 01h
val uel = FEh
val ue2 = FDh
Call copy() method
Compare handler Result is 00h

conpareBuffer = 84 02 00 01 01 02 FE FD

6.2.5.17.4 Test Coverage
CRR number Test case number
N1 3,4
N2 2
C1 1
c2 Does not apply for
EnvelopeResponseHandl
er

6.2.5.18 Method appendTLV(byte tag, byte[ ] value, short valueoffset, short valuelength)
Test Area Reference: API_ 2 ERH_APTLB_BSS

6.2.5.18.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV (byte tag,
byte[] val ue,
short val ueof f set,
short val uel engt h)

throws java.l ang. Nul | Poi nt er Excepti on
java. |l ang. Arrayl ndexQut O BoundsExcept i on,
Tool ki t Excepti on

Normal execution
CRRNL1: Appends a TLV element to the current TLV list (byte-array element).
CRRN2: A successful append does not modify the TLV selected.

Parameters error

CRRP1: if value is null, a java.lang.NullPointerException is thrown



CRRP2: if valueoffset or valuelength or both would cause access outside the array bounds, or if length is negative, a
java.lang.ArraylndexOutOfBoundsException is thrown.

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

CRRC3: if valuelength is greater than 255, a ToolkitException is thrown with reason code
BAD_INPUT_PARAMETER

6.2.5.18.2 Test suite files

Load-Seript-Specific triggering: Unrecognized Envelope

Test Script: APl 2 ERH APTLB BSS 1.scr
Test Applet: APl 2 ERH APTLB BSS 1.java
Load Script: APl 2 ERH_APTLB_BSS 1.ldr

Clean-up Script: APl 2 ERH_APTLB_BSS 1.clr

6.2.5.18.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Null value NullPointerException is thrown
2 valueOffset 2 value.length ArraylndexOutOfBoundsExceptio

val ue.length = 5
val ueXf f set 5
val ueLengt h 1

n is thrown

3 valueOffset <0
val ue.length = 5

valueOffset = -1
val ueLength = 1

ArraylndexOutOfBoundsExceptio
n is thrown

4 valueLength > value.length
val ue.length =
val ueOf f set
val ueLengt h

5
0
6

ArraylndexOutOfBoundsExceptio
n is thrown

ArraylndexOutOfBoundsExceptio
nHs-thrown

lon

ValueOffset + valueLength > value.length

ArraylndexOutOfBoundsExceptio

value.length = 5
val ueOf f set 3
val ueLengt h 3

n is thrown

6 valueLength <0
val ue.length = 5
val ueX f set 0
val ueLength -1

ArraylndexOutOfBoundsExceptio
n is thrown

7 Handler overflow
val ue.length = 254

ToolkitException.HANDLER_OV
ERFLOW is thrown

81 03 11 22 33

valueOffset = 0
val ueLength = 254
8 Bad parameter ToolkitException.BAD_INPUT_P
val ue. |l ength = 256 ARAMETER is thrown
valueOffset = 0
val ueLength = 256
9 clear the handler, append the handler with
TLVs:




82 02 99 77

Select Command Details TLV

Successful call
tag = 04
value = FF FE ... F8
valueCffset = 0
val ueLength = 8

Verify Current TLV: Call getValueLength() Result is 03h

10 Clear the handler

Successful call
tag = 04
value = FF FE ... F8
val ueCffset = 0
val ueLength = 8

Call copy() method

Foouloe oo

Compare handler Result is 00
Conpar eBuf fer = 04 08 FF FE ... F8

11 Successful call
tag = 85h

value = 00 01 ...07

val ueX f set 2

val ueLengt h 6

Call copy() method

Compare handler Result is 00
conpareBuffer = 04 08 FF FE ...F8 85 06 02
03 ...07

12 Successful call
tag = 01

value = 11 22 ...88

val ueCffset = 2

val ueLength = 4

Call copy() method

Compare handler Resultis 00
conpareBuffer = 04 08 FF FE ...F8 85 06 02
03 ...07 01 04 33 44 55 66

13 Clear the handler

Successful call
tag = 04
value = 00 01 ...7F
valueOffset = 0
val ueLengt h = 80h

Call copy() method

Compare handler Result is 00
conpareBuffer = 04 81 80 00 O1..7F

6.2.5.18.4 Test Coverage

CRR number Test case number
N1 10, 11,12, 13
N2 9
P1 1
P2 2,3,4,5,6
Cl 7
Cc2 Does not apply for

EnvelopeResponseHandl
er

C3 8

6.2.5.19 Method appendTLV(byte tag, byte valuel, byte[ ] value2, short value2offset,
short value2length)

Test Area Reference: API_2 ERH_APTLBB_BSS



6.2.5.19.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV (byte tag,
byte val uel
byte[] val ue2,
short val ue2offset,
short val ue2l engt h)
- ToolkitExeeption throws java.lang. Nul | Poi nter Excepti on,
java. |l ang. Arrayl ndexQut O BoundsExcepti on,
Tool ki t Excepti on

Normal execution
CRRNL1: Appends a TLV element to the current TLV list (1 byte and a byte-array element).
CRRN2: A successful append does not modify the TLV selected.

Parameters error
CRRP1: if value2 is null, a java.lang.NullPointerException is thrown

CRRP2: if value2offset or value2length or both would cause access outside the array bounds, or if length is
negative, a java.lang.ArraylndexOutOfBoundsException is thrown.

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

CRRC3: if valuelength is greater than 255, a ToolkitException is thrown with reason code
BAD_INPUT_PARAMETER

6.2.5.19.2 Test suite files

Clean-up-Seript——APRL-2 ERH-APTLVBB-BSS LelrSpecific triggering: Unrecognized Envelope

Test Script: APl 2 ERH APTLBB BSS 1.scr
Test Applet: APl 2 ERH APTLBB BSS 1.java
Load Script: APl 2 ERH APTLBB BSS 1.ldr

Cleanup Script: APl 2 ERH APTLBB BSS 1.clr




6.2.5.19.3 Test procedure

Id Description API| Expectation APDU Expectation
1 Null value2 NullPointerException is thrown
2 value20ffset = value2.length ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Offset = 5
val ue2lLength = 1
3 value20ffset <0 ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Gfset = -1
val ue2length = 1
4 value2Length > value2.length ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Offset = 0
val ue2lLength = 6
5 | value20ffset + value2Length > value2.length | ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Grfset = 3
val ue2lLength = 3
6 value2Length <0 ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Offset = 0
val ue2lLength = -1
7 Handler overflow ToolkitException.HANDLER_OV
val ue2.length = 254 ERFLOW is thrown
val ue2Grfset = 0
val ue2length = 254
8 Bad parameter ToolkitException.BAD_INPUT_P
val ue2.length = 256 ARAMETER is thrown
val ue2Ofset = 0
val ue2lLength = 256
9 clear the handler, append the handler with
TLVs:
81 03 11 22 33
82 02 99 77
Select Command Details TLV
Successful call
tag = 04
val uel = 05
value2 = FF FE ...F8
val ue2OGfset = 0
val ue2Length = 8
Verify Current TLV: Call getValueLength() Resultis 03h
10 Clear the handler
Successful call
tag = 04
val uel = 05
value2 = FF FE ...F8
val ue2Gfset = 0
val ue2lLength = 8
Call copy() method
Compare handler Result is 00
Conpar eBuf fer = 04 09 05 FF FE ...F8
11 Successful call
tag = 85h
val uel = 55h
val ue2 = 00 01 ...07
val ue2Gfset = 2
val ue2lLength = 6
Call copy() method
Compare handler Result is 00
conpar eBuf fer =
04 09 05 FF FE ...F8
85 07 55 02 03 ...07
12 Successful call
tag = 01
val uel = 44h
value2 = 11 22 ...88
val ue2O fset = 2
val ue2lLength = 4
Call copy() method
Compare handler Result is 00




Conpar eBuf fer =

04 09 05 FF FE ...F8
85 07 55 02 03 ...07
01 05 44 33 44 55 66

13 Clear the handler

Successful call
tag = 04
val uel = 00
value2 = 01 ...7F
val ue2Ofset = 0
val ue2lLength = 7Fh

Call copy() method

Compare handler Result is 00
conpareBuffer = 04 81 80 00 01..7F

6.2.5.19.4 Test Coverage
CRR number Test case number
N1 10, 11, 12, 13
N2 9
P1 1
P2 2,3,4,5,6
Cl 7
Cc2 Does not apply for
EnvelopeResponseHandl
er
C3 8
6.2.5.20 Method clear
Test Area Reference: API_2 ERH_CLER
6.2.5.20.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d clear()
throws Tool ki t Excepti on

Normal execution

CRRNU1: Clears the TLV list of an EditHandler and resets the current TLV selected.

Parameters error

No requirements

Context errors

CRRC1.: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

6.2.5.20.2 Test suite files

Load-Seript-Specific triggering: Unrecognized Envelope
Test Script: APl 2 ERH CLER 1.scr

Test Applet: APl 2 ERH CLER 1.java

Load Script: API_2 ERH_CLER 1.ldr



Clean-up Script: APl 2 ERH CLER 1.clr

6.2.5.20.3 Test procedure
Id Description API| Expectation APDU Expectation
1 append the handler with TLVs: Result of getLength() is not null
81 03 11 22 33
82 02 99 77

Sel ect Command Details TLV
Cal|l the getlLength() nethod

Clear the handler Result of getLength() is 0
Cal|l the getlLength() nethod
2 Call the getValueLength() method ToolkitException.UNAVAILABLE

ELEMENT is thrown

6.2.5.20.4 Test Coverage
CRR number Test case number
N1 1,2
C1 Does not apply for
EnvelopeResponseHandl
er

6.2.6 Class MEProfile

6.2.6.1 Method check (byte index)

Test Area Reference: API_2 MEP_CHECB

6.2.6.1.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static bool ean check(byte index)
throws Tool ki t Exception

Normal execution

CRRN1: The method checks a facility in the handset profile: returns true if supported and false if not.

Parameters error

CRRP1: The method shall throw ME_PROFILE_NOT_AVAILABLE ToolkitException if Terminal Profile data are
not available

Context errors

NeneNo requirements

6.2.6.1.2 Test suite files
Specific triggering:
UNFORMATTED_SMS_PP_UPD
No Additional requirements for the GSM personalisation:

Test Script: APL-2 MEP-CHECB- l.scr



15 not supported)API_2 MEP_CHECB_L.scr

Test Applet: APl 2 MEP_CHECB 1.java
Load Script: ___API_2 MEP_CHECB _1.ldr (the applet is loaded without INI after the reset (RST)
CleaningCleanup Script: APl 2 MEP_CHECB 1l.clIr
6.2.6.1.3 Test procedure
Id Description API Expectation APDU Expectation
1 No Terminal Profile is registered ME_PROFILE_NOT_AVAILABLE
Triggered by unformatted SMVB ToolkitException is thrown
Index = 1
2 Terminal Profile, Facility is supported true is returned by the method
index = 0
3 Terminal Profile, Facility is not supported [false is returned by the method
I ndex = 15
6.2.6.1.4 Test Coverage
CRR number Test case number
N1 2,3
P1 1

6.2.6.2  Method check (byte [ ] mask, short offset, short length)

Test Area Reference: API_2 MEP_CHEC_BSS

6.2.6.2.1 Conformance requirement:
The method with following header shall compliant to its definition in the API.

public static bool ean check(byte[] mask
short of fset,
short | ength)
throws java.lang. Nul | Poi nter Exception
j ava. | ang. Arr ayl ndexCut Of BoundsExcept i on
Tool ki t Excepti on
Normal execution

CRRNL1: The method checks all the facilities corresponding to bits set to 1 in the mask buffer: returns true if they
are all supported and false if not.

CRRN2: The method returns true if the length to check is 0.

Parameters error
CRRP1: The method shall throw java.lang.NullPointerException if mask is null.

CRRP2: The method shall throw java.lang.ArraylndexOutOfBoundsException if offset or length or both would
cause access outside array bounds.

CRRP3: The method shall throw ME_PROFILE_NOT_AVAILABLE ToolkitException if Terminal Profile data are
not available.

Context errors

NeneNo requirements



6.2.6.2.2 Test suite files
Specific triggering:
UNFORMATTED_SMS_PP_UPD
No Additional requirements for the GSM personalisation:

Test Script: A= e Eee oer

lati : inal Profile = Ox( ) (facili
} APl_2_MEP_CHEC BSS_1.scr

Test Applet: APl 2 MEP_CHEC BSS 1.java

Load Script: ___API_2 MEP_CHEC_BSS_1.Idr (the applet is loaded without INI after the reset (RST))
CleaningCleanup Script:  API_2 MEP_CHEC _BSS 1.cIr



6.2.6.2.3 Test procedure
Id Description API Expectation APDU
Expectation
1 No Terminal Profile is registered ME_PROFILE_NOT_AVAIL
Triggered by unformatted SMVB ABLE ToolkitException is
Mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F thrown
Ofset =0
Length = 16
2 NULL as parameter to check NullPointerException is
mask= NULL thrown
3 Offset > mask.length ArraylndexOutOfBoundsExc
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F eption is thrown
O fset = 17
4 Offset <0 ArraylndexOutOfBoundsExc
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F eption is thrown
Ofset = -1
5 Length > mask.length ArraylndexOutOfBoundsExc
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F eption is thrown
Ofset =0
Length = 18
6 Offset + length > mask.length ArraylndexOutOfBoundsExc
Mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F eption is thrown
Offset = 9
Length = 9
7 length =0 true is returned
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F
Ofset =0
Length = 0
8 Check all the Terminal Profile false is returned by the
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F method because facility 15 is
Ofset =0 not supported
Length = 16
9 Check a part of the Terminal Profile true is returned by the
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F method: the 16 first facilities
Ofset = 15 except facility 15 have been
Length = 2 successfully checked
10 Check a part of the Terminal Profile false is returned by the
mask = 0x0080 method only facility 15 is
Ofset =0 checked and not supported.
Length = 2
6.2.6.24 Test Coverage
CRR number Test case number
N1 8,9,10
N2 7
P1 2
P2 3,4,5,6
P3 1
6.2.7 Class ProactiveHandler
6.2.7.1  Method getTheHandler

Test Area Reference: APl 2 PAH_GTHD

6.2.7.1.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public static ProactiveHandl er get TheHandl er ()

t hrows Tool ki t Excepti on




Normal execution
CRRNL1: The method shall return the single system instance of the ProactiveHandler class.

CRRN2: The EnvelopeHandler is a Temporary JCRE Entry Point Object

Parameter errors

No requirements

Context errors

CRRC1: The method shall throw ToolkitException.HANDLER_NOT_AVAILABLE if the handler is busy.

6:27136.2.7.1.2 Test Suite files

Test Script: __ APl 2 PAH_GTHD_1.scr
Test Applet: ARL2 PAH GTHD ljava
Load-Seript— APl 2 PAH_GTHD 1.java
Load Script: API_2 PAH _GTHD_1.ldr
Clean-up Script: APl 2 PAH GTHD 1.clr
6.2.7.1.3 Test procedure
Id Description API| Expectation APDU Expectation
1 getTheHandler() twice The returned objects shall be the
same
2 getTheHandler() The reference shall be a
ProactiveHandler
3 getTheHandler() The reference shall not be null
6.2.7.1.4 Test Coverage
CRR number Test case number
N1 1,2,3
N2 To be checked in
Framework tests and
insert here cross
reference
C1 To be checked in
Framework tests and
insert here cross
reference

6.2.7.2  Method init
Test Area Reference: API_2 PAH_INITBBB

6.2.7.2.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void init(byte type,
byte qualifier,
byt e dst Devi ce)




Normal execution

CRRNL1: The init() method initialises the next Proactive command in the ProactiveHandler, with Command details
and Device ldentities TLV. The source device is always the SIM Card (81h). The Comprehension Required flags
are set.

CRRN2: The Command number may take any value between 01h and FEh.
CRRN3: The init() method clears the ProactiveHandler before initialising it.
CRRN4: No TLYV is selected after a call to the method.

CRRNS5: The handler is not sent to the mobile by the init() method.

Parameter errors

No requirements

Context errors

No requirements

6:2.7-2.36.2.7.2.2 Test Suite files
Test Script: ___API_2 PAH_INITBBB_1.scr

Test Applet: ARL2 PAH INITBBB 1java
Load-Seript— APl 2 PAH_INITBBB_1.java

Load Script: API_2_PAH_INITBBB_1.ldr
Clean-up Script: APl 2 PAH_INITBBB_ 1.clr



6.2.7.2.3 Test procedure

Id Description API| Expectation APDU Expectation
1 Call the init() method
type = 01h
qualifier = 02h
dst Devi ce = 03h
Copy ProactiveHandler in a byte array
(source)
Compare the byte array source and reference are
reference = identical
81h 03h xxh 01h 02h
82h 02h 81h 03h
2 Verify the command number value 01h-FEh
3 Call the init() method
type = FFh
qualifier = FEh
destination = FDh
Copy ProactiveHandler in a byte array
(source)
Compare the byte array source and reference are
reference = identical
81h 03h xxh FFh FEh
82h 02h 81h FDh
4 Select the 1st TLV in the handler
Call the init() method with any value
Call the getValueLength() method UNAVAILABLE_ELEMENT
ToolkitException is thrown by
getValueLength()
6.2.7.2.4 Test Coverage
CRR number Test case number
N1 1,3
N2 2
N3 3
N4 4
N5 1,3

6.2.7.3  Method initDisplayText
Test Area Reference: API_2 PAH_INDTBB_BSS

6.2.7.3.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initDisplayText(byte qualifier,

byte dcs,
byte[] buffer,
short offset,
short | ength)

throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCut Of BoundsExcept i on,

Tool ki t Excepti on




Normal execution

CRRNL1: The method shall build a DISPLAY TEXT proactive command in the ProactiveHandler, using qualifier,

dcs and buffer parameters. Comprehension required flags are set.

CRRNZ2: A call to this method clears the handler then initialises it.

CRRN3: No TLV is selected after a call to the method.

CRRN4: The DISPLAY TEXT command is not sent by the method.

CRRNS5: The Command Number may take any value between 01h and FEh.

Parameter errors

CRRP1: The method shall throw NullPointerException if buffer is null.

CRRP2: If offset or length or both would cause access outside array bounds, an ArraylndexOutOfBoundsException

shall be thrown.

Context errors

CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler is too small to put

the requested data.

6:2.7336.2.7.3.2 Test Suite files

Test Script:
Test Applet:

Load-Seript— API_2 PAH_INDTBB_BSS 1.java

Load Script:
Clean-up Script:

___API_2_PAH_INDTBB_BSS_1.scr
API_2 PAH_INDTBB_BSS 1 java

API_2_PAH_INDTBB_BSS_1.ldr
API_2_PAH_INDTBB_BSS_1.cIr

6.2.7.3.3 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to buffer NullPointerException is thrown
buffer = NULL
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset =5
length = 0
3 offset <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = -1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset =0
length = 5
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = 2
6 length <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = -1
7 Successful call, buffer is the whole buffer No exception is thrown
qualifier =0
dcs = 4
buffer = "TextA"
offset =0
length = 5
Verify the command number value Command number between 01h




and FEh

8 Send the command DISPLAY TEXT Proactive
command
qualifier = 00h
dcs = 4
Text = "TextA"
9 Succesfull call, buffer is part of a buffer with DISPLAY TEXT Proactive
the end part command
Send the command
qualifier =0 qualifier = 00h
dcs = 4 dcs = 4
buffer = "12TextB" Text = "TextB"
offset = 2
length = 5
10 | Succesfull call, buffer is part of a buffer with DISPLAY TEXT Proactive
the first part command
Send the command
qualifier =0 qualifier = 00h
dcs = 4 dcs = 4
buffer = "TextCl2" Text = "TextC'
offset = 0
length = 5
11 Succesfull call, buffer is part of a buffer DISPLAY TEXT Proactive
Send the command command
qualifier =0
dcs = 4 qualifier = 00h
buf fer = "12Text D34" dcs = 4
offset = 2 Text = "TextD'
length = 5
12 Succesfull call, qualifier = 81h DISPLAY TEXT Proactive
Send the command command
qualifier = 81h
dcs = 4 qualifier = 81h
buffer = "TextE" dcs = 4
offset = 0 Text = "TextE"
length = 5
13 Succesfull call, DCS=0 (7 bits) DISPLAY TEXT Proactive
Send the command command
qualifier =0
dcs = 0 qualifier = 00h
buffer = "TextF" dcs = 0
offset =0 Text = "TextF"
length = 5
14 Succesfull call, DCS=8 (UCS2) DISPLAY TEXT Proactive
Send the command command
qualifier = 0
dcs = 8 qualifier = 00h
buffer = "TextG' dcs = 8
offset = 0 Text = "TextG'
length = 5
15 Call the initDisplayText() method with any DISPLAY TEXT Proactive
value command
Then build and send a DISPLAY TEXT
command qualifier = 00h
qualifier = 0 dcs = 4
dcs = 4 Text = "Text HlText H'
buffer = "Text HText H'
offset = 0
length = 10
16 Successful call, text length is null DISPLAY TEXT Proactive
Send the command command
qualifier =0
dcs = 4 qualifier = 00h
buffer = "" (not null buffer) Text String TLV = 8D 00
offset = 0
length = 0
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initDisplayText() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh DISPLAY TEXT Proactive

command




qualifier =0

dcs = 4 Text String TLV =
buffer = "UUU.." 8D 7F 04 55 55..
offset = 0
I ength = 7Eh
19 Successful call, buffer length = 7Fh DISPLAY TEXT Proactive
command
qualifier = 0
dcs = 4 Text String TLV = 8D 81
buffer = "UUU.." 80 04 55 55...
offset = 0
l ength = 7Fh
20 Successful call, buffer length = 240 DISPLAY TEXT Proactive
command
Qualifier = 0
dcs = 4 Text String TLV =
buffer = "UUU..! 8D 81 F1 04 55 55..
offset = 0
I ength = 240

21 Call the initDisplayText() method with atoo | HANDLER_OVERFLOW

long buffer ToolkitException is thrown
qualifier =0
dcs = 4
buffer = "XXXX.."!
offset = 0
length = 241
22 | Call the initDisplayText() without sending the No proactive command
command shall be sent expected
status is '9000'
6.2.7.34 Test Coverage
CRR number Test case number
N1 8,9, 10, 11, 12, 13, 14,
15, 16, 18, 19, 20
N2 15
N3 17
N4 22
N5 7
P1 1
P2 2,3,4,5,6
Ci 21
6.2.7.4  Method initGetinkey

Test Area Reference: API_2 PAH_INGKBB_BSS

6.2.7.4.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initGetlnkey(byte qualifier,
byte dcs,
byte[] buffer,
short offset,
short | ength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

CRRN1: The method shall build a GET INKEY proactive command in the ProactiveHandler, using qualifier, dcs

and buffer parameters. Comprehension Required flags are set.
CRRN2: A call to this method clears the handler then initialises it.

CRRNS3: No TLV is selected after a call to the method.




CRRN4: The GET INKEY command is not sent by the method.

CRRNS5: The Command Number may take any value between 01h and FEh.

Parameter errors

CRRP1: The method shall throw NullPointerException if buffer is null.

CRRP1: If offset or length or both would cause access outside array bounds, a ArraylndexOutOfBoundsException

shall be thrown.

Context errors

CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler is to small to put

6:2.7-4-36.2.7.4.2
Test Script:
Test Applet:

the requested data.

Test Suite files

Load-Seript— API_2_PAH_INGKBB BSS_1.java

Load Script:
Clean-up Script:

__API_2_PAH_INGKBB_BSS_1.scr

API2PAHINGKBB_BSS1java

API_2_PAH_INGKBB_BSS_1.Idr
API_2_PAH_INGKBB_BSS_1.cIr

6.2.7.4.3 Test procedure
Id Description API| Expectation APDU Expectation
1 NULL as parameter to buffer NullPointerException is thrown
buffer = NULL
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset =5
3 offset <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = -1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 0
length = 5
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = 2
6 length <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = -1
7 Successful call, buffer is the whole buffer No exception is thrown
qualifier = 0
dcs = 4
buffer = "TextA"
offset = 0
length = 5
Verify the command number value Command number between 01h
and FEh
8 Send the command GET INKEY Proactive
command
qualifier = 00h
dcs = 4
Text = "TextA"
9 Succesfull call, buffer is part of a buffer with GET INKEY Proactive
the end part command
qualifier = 0
dcs = 4 qualifier = 00h




buffer = "12TextB"
offset = 2
length = 5

dcs = 4
Text = "TextB"

10

Succesfull call, buffer is part of a buffer with
the first part
qualifier = 0

dcs = 4

buffer = "TextCl2"
offset = 0

length = 5

GET INKEY Proactive
command

qualifier = 00h
dcs = 4
Text = "TextC'

11

Succesfull call, buffer is part of a buffer
Send the command
qualifier = 0

GET INKEY Proactive
command

dcs = 4 qualifier = 00h
buf fer = "12Text D34" dcs = 4
offset = 2 Text = "TextD"
length = 5

12 Succesfull call, qualifier = 81h GET INKEY Proactive
qualifier = 81h command
dcs = 4
buffer = "TextE" qualifier = 81h
offset = 0 dcs = 4
length = 5 Text = "TextE"

13 Succesfull call, DCS=0 (7 bits) GET INKEY Proactive

qualifier =0

dcs = 0

buffer = "TextF"
offset = 0
length = 5

command

qualifier = 00h
dcs = 0
Text = "TextF"

14

Succesfull call, DCS=8 (UCS2)
qualifier = 0
dcs = 8
buf f er
of f set
| ength

"Text G'
0
5

GET INKEY Proactive
command

qualifier = 00h
dcs = 8
Text = "TextG'

15

Call the initGetlnkey() method with any value
Then build and send a GET INKEY command
qualifier =0

dcs = 4

buffer = "TextHText H'
offset = 0

length = 10

GET INKEY Proactive
command

qualifier = 00h
dcs = 4
Text = "Text HText H'

16

Successful call, text length is null
Send the command
qualifier = 0

GET INKEY Proactive
command

dcs = 4 qualifier = 00h
buffer ="" Text String TLV = 8D 00
offset =0
length = 0
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initGetinkey() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh GET INKEY Proactive

qualifier = 0

dcs = 4

buffer = "UUU.."
offset = 0

I ength = 7Eh

command

Text String TLV =
8D 7F 04 55 55...

19

Successful call, buffer length = 7Fh

qualifier = 0

dcs = 4

buffer = "UUU.."
offset = 0

l ength = 7Fh

GET INKEY Proactive
command

Text String TLV = 8D 81

80 04 55 55...

20

Successful call, buffer length = 240

Qualifier = 0
dcs = 4

GET INKEY Proactive
command

Text String TLV =




buf fer = "UUU..! 8D 81 F1 04 55 55...
offset = 0
I ength = 240
21 | Call the initGetinkey() method with atoo long | HANDLER_OVERFLOW
buffer ToolkitException is thrown
qualifier = 0
dcs = 4
buffer = "XXXX.."!
offset = 0
length = 241
22 Call the initGetinkey() without sending the No proactive command
command shall be sent expected
status is '9000'
6.2.7.4.4 Test Coverage
CRR number Test case number
N1 8,9, 10, 11, 12, 13, 14,
15, 16, 18, 19, 20
N2 15
N3 17
N4 22
N5 7
P1 1
P2 2,3,4,5,6
C1 21

6.2.7.5 Method initGetlnput
Test Area Reference: API_2 PAH_INGPBB_BSSSS

6.2.7.5.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initGetlnput(byte qualifier,
byte dcs,
byte[] buffer,
short of fset,
short |ength,
short m nRespLength,
short maxRespLengt h)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexQut O BoundsExcept i on,
Tool ki t Excepti on

Normal execution

CRRN1: The method shall build a GET INPUT proactive command in the ProactiveHandler, using qualifier, dcs,
buffer, minRespLength and maxRespLength parameters. Comprehension Required flags are set.

CRRNZ2: A call to this method clears the handler then initialises it.
CRRN3: No TLV is selected after a call to the method.
CRRN4: The GET INPUT command is not sent by the method.

CRRNS5: The Command Number may take any value between 01h and FEh.

Parameter errors
CRRP1: The method shall throw NullPointerException if buffer is null.

CRRP2: If offset or length or both would cause access outside array bounds, a ArraylndexOutOfBoundsException
shall be thrown.



Context errors

CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler is to small to put

6:2.7.5:36.2.7.5.2
Test Script:
Test Applet:

Load Script:
Clean-up Script:

the requested data.

Test Suite files

__API_2_PAH_INGPBB_BSSSS._1.scr
API_2 PAH INGPBB BSSSS 1java
Load Seript— APl 2 PAH_INGPBB_BSSSS_1.java
API_2_PAH_INGPBB_BSSSS_1.ldr
API_2_PAH_INGPBB_BSSSS_1.clr

6.2.7.5.3 Test procedure

Id Description API| Expectation APDU Expectation

1 NULL as parameter to buffer NullPointerException is thrown
buffer = NULL

2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset =5

3 offset <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = -1

4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 0
length = 5

5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = 2

6 length <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = -1

7 Successful call, buffer is the whole buffer No exception is thrown

qualifier = 0

dcs = 4

buffer = "Text A"
offset = 0
length = 5

m nRespLength = 00h
maxResplLengt h = FFh

Verify the command number value

Command number between 01h
and -FEh

the first part

8 Send the command GET INPUT Proactive
command
qualifier = 00h
dcs = 4
Text = "TextA"
M n Length = 00h
Max Length = FFh
9 Succesfull call, buffer is part of a buffer with GET INPUT Proactive
the end part command
Send the command
qualifier =0 qualifier = 00h
dcs = 4 dcs = 4
buffer = "12TextB" Text = "TextB"
offset = 2 Mn Length = 10h
length = 5 Max Length = FFh
m nRespLength = 10h
maxResplLengt h = FFh
10 | Succesfull call, buffer is part of a buffer with GET INPUT Proactive

command




Send the command
qualifier =0

dcs = 4

buf fer = "TextCl2"
offset = 0

length = 5

m nRespLength = FFh
maxRespLength = FFh

qualifier = 00h
dcs = 4

Text = "TextC

M n Length = FFh
Max Length = FFh

11

Succesfull call, buffer is part of a buffer
Send the command
qualifier =0
dcs = 4
buffer = "12Text D34"
of fset = 2
length = 5
m nRespLength = 00h
maxResplLengt h = 00h

GET INPUT Proactive
command

qualifier = 00h
dcs = 4

Text = "TextD'
M n Length = 00h
Max Length = 00h

12

Succesfull call, qualifier = 81h
qualifier = 81h
dcs = 4
buf f er
of f set 0
| ength 5
m nRespLengt h
maxResplLengt h

"Text E"

00h
10h

GET INPUT Proactive
command

qualifier = 81h
dcs = 4

Text = "TextE"
M n Length = 00h
Max Length = 10h

13

Succesfull call, DCS=0 (7 bits)
qualifier =0
dcs = 0
buffer = "TextF"
offset =0
length = 5
m nRespLengt h
maxRespLengt h

10h
10h

GET INPUT Proactive
command

qualifier = 00h
dcs = 0

Text = "TextF"
M n Length = 10h
Max Length = 10h

14

Succesfull call, DCS=8 (UCS2)
qualifier =0

dcs = 8

buffer = "TextG'
offset = 0
length = 5

m nRespLengt h = 00h
maxResplLengt h = FFh

GET INPUT Proactive
command

qualifier = 00h
dcs = 8

Text = "TextG'
M n Length = 00h
Max Length = FFh

15

Call the initGetinput() method with any value
Then build and send a GET INPUT command
qualifier = 0

dcs = 4

buf fer = "TextHText H'
offset = 0

length = 10

m nRespLengt h = 00h
maxResplLength = 10h

GET INPUT Proactive
command

qualifier = 00h

dcs = 4

Text = "TextHlextH'
M n Length = 00h
Max Length = 10h

16

Successful call, text length is null
Send the command
qualifier =0

dcs = 4

buffer =""
offset = 0
length = 0

m nRespLengt h = 00h
maxRespLength = 10h

GET INPUT Proactive
command

qualifier = 00h

Text String TLV = 8D 00

M n Length = 00h
Max Length = 10h

17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initGetInput() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh GET INPUT Proactive

qualifier =0
dcs = 4

buf f er "UuU.!
of f set 0

l ength = 7Eh
m nResplLengt h
maxResplLengt h

00h
10h

command

Text String TLV =
8D 7F 04 55 55...
M n Length 00h
Max Length




19

Successful call, buffer length = 7Fh

qualifier =0

dcs = 4

buffer = "UUU.."
offset = 0

l ength = 7Fh

m nRespLength = 00h
maxRespLength = 10h

GET INPUT Proactive
command

Text String TLV = 8D 81
80 04 55 55...

M n Length
Max Length

00h
10h

20

Successful call, buffer length = 236

Qualifier = 0

dcs = 4

buf f er "Uu.!

of f set 0

l ength = 236

m nRespLengt h 00h
maxResplLengt h 10h

GET INPUT Proactive
command

Text String TLV =
8D 81 ED 04 55 55...

21

Call the initGetlnput() method with a too long

buffer
qualifier = 0
dcs = 4
buf fer = "XXXX.."
offset =0
| ength = 237
m nRespLength = 00h

maxRespLength = 10h

HANDLER_OVERFLOW
ToolkitException is thrown

22 Call the initGetInput() without sending the No proactive command
command shall be sent expected
status is '9000'
6.2.7.5.4 Test Coverage
CRR number Test case number
N1 8,9, 10, 11, 12, 13, 14,
15, 16, 18, 19, 20
N2 15
N3 17
N4 22
N5 7
P1 1
P2 2,3,4,5,6
C1 21
6.2.7.6  Method send

Test Area Reference: API_2 PAH_SEND

6.2.7.6.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte send()

Normal execution

CRRNL1: The send() method send the current proactive command to the mobile.

CRRN2: The returned byte is equal to general result of the command (first byte of Result TLV in Terminal

Response).

CRRN3: The handler remains unchanged after a call to send() method until the use of initXX() or appendTLV().

CRRN4: There is no invocation of select() or deselect() method.

CRRNS5: A pending toolkit applet transaction at the method invocation is aborted.




Parameter errors

No requirements

Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown is the Result Simple TLV is missing in

Terminal Response.

CRRC2: A ToolkitException.OUT_OF _TLV_BOUNDARIES shall be thrown if the general result byte is missing

in the Result Simple TLV in Terminal Response.

6:2.7636.2.7.6.2 Test Suite files

Test Script: __ APl 2 PAH_SEND_1.scr
Test Applet: ARL2 PAH SEND-1java
Load-Seript— APl _2 PAH_SEND_1.java
Load Script: API_2 PAH _SEND_1.ldr
Clean-up Script: APl 2 PAH SEND 1.clr
6.2.7.6.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = 'Text'
2 | Terminal Response with General Result =00 | Result of send() is 00h
Result TLV = 03 01 00 (command perforned
successful ly)
3 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = 'Text'
4 | Terminal Response with General Result = 01, | Result of send() is 01h
without Additional information on result
Result TLV = 03 01 01 (command perforned
with partial conprehension)
5 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = 'Text'
6 | Terminal Response with General Result = 01, | Result of send() is 01h
with Additional information on result
Result TLV = 03 02 01 55 (conmmand
performed with partial conprehension)
7 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = 'Text'
8 | Terminal Response with General Result =02 | Result of send() is 02h
Result TLV = 03 04 02 65 43 21 (M ssing
i nf ormati on)
9 Build and send a 7Fh byte command DISPLAY TEXT Proactive
(DISPLAY TEXT) command
qualifier = 00h
dcs = 04h BER-TLV = DO 7F
buf fer = "UUUW.." Text String TLV = 8D 74
length = 73h 04 55 55 55...
10 Build and send a 80h byte command DISPLAY TEXT Proactive
(DISPLAY TEXT) command
qualifier = 00h




dcs = 04h BER- TLV = DO 81 80
buffer = "UUUUU.." Text String TLV = 8D 75
length = 74h 04 55 55 55...
11 | Build and send a maximum length command DISPLAY TEXT Proactive
(length of the handler should be 253) command
DI SPLAY TEXT: BER-TLV = DO 81 FD
Qualifier = 0 Text String TLV = 8D 81
dcs = 4 F1 04 55 55...
buf fer = "UUU.."
offset =0
I ength = 240
12 Verify that the Proactive Handler is not
modified after a send()
Build a DISPLAY TEXT command
Copy ProactiveHandler to source byte array
Send command
Copy ProactiveHandler to destination byte
array
Compare source and destination Source and destination are
identical
13 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
Verify there is no invocation of select() or command
deselect() method.
14 | Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 2 Result TLV Result of send() is 02h
1st Result TLV = 03 02 02 12
2nd Result TLV = 03 03 03 34 56
15 | Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response without Result Simple ToolkitException.UNAVAILABLE
TLV _ELEMENT is thrown by send()
16 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response without general result ToolkitException.OUT_OF_TLV_
byte in the Simple TLV BOUNDARIES is thrown by
send()
Result TLV = 03 00
6.2.7.6.4 Test Coverage
CRR number Test case number
N1 1,357,910, 11, 12,
13,14
N2 2,4,6,8,14
N3 12
N4 13
N5 To be checked in
Framework tests and
insert here cross
reference
C1 15
C2 16

6.2.7.7  Method getLength
Test Area Reference API_2 PAH _GLEN




6.2.7.7.1 Conformance requirement

The method with following header shall be compliant to its

public short getlLength()
throws Tool ki t Excepti on

Normal execution

CRRNL1: returns the length in bytes of the TLV list.

Parameter errors

No requirements

Context errors

definition in the API.

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException.HANDLER_NOT_AVAILABLE.

627736.2.7.7.2 Test Suite files

Test Script: _ APl 2 PAH_GLEN_1.scr
Test Applet: APL2 PAH GLEN-Ljava
Load-Seript— API_2 PAH_GLEN_1.java
Load Script: APl 2 PAH GLEN_1.ldr
Clean-up Script: API_2 PAH GLEN_ 1.clr
6.2.7.7.3 Test procedure
Id Description API Expectation APDU Expectation
1 Clear the handler Result of getLength() is O

get Lengt h()

2 Call the init() method
get Lengt h()

Result of getLength() is 9

3 | Call the initDisplayText() method, with buffer

Result of getLength() is 253

length =240
get Lengt h()
4 Build a 7Fh Proactive Handler Result of getLength() is 7Fh
get Lengt h()
5 Build a 80h Proactive Handler Result of getLength() is 80h
get Lengt h()
6.2.7.7.4 Test Coverage
CRR number Test case number
N1 1,2345
C1 Does not apply for

Proactive Handler

6.2.7.8  Method copy
Test Area Reference API_2 PAH_COPY_BSS




6.2.7.8.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,

short dstOf fset,

short dstLength)

t hrows j ava.l ang. Nul | Poi nt er Excepti on,

; ;

j ava. | ang. Arrayl ndexQut O BoundsExcepti on,
Tool ki t Excepti on

Normal execution
CRRNL: copies the simple TLV list contained in the handler to the destination byte array.
CRRN2: returns dstOffset + dstLength.

Parameter errors
CRRP1: if dstBuffer is null a NullPointerException is thrown.

CRRP2;: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative, an
ArraylndexOutOfBoundsException is thrown.

CRRP3: if dstLength is grater than the length of the simple TLV List, an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException. OUT_OF TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6:2.7836.2.7.8.2 Test Suite files

Test Script: ___API_ 2 PAH_COPY_BSS 1.scr
Test Applet: __API_2 PAH_COPY_BSS_1.java
Load Script: ___API 2 PAH_COPY_BSS 1.ldr

Clean-up Script: APl 2 PAH_COPY_BSS l.clr



Test procedure

Id Description API| Expectation APDU Expectation
1 NULL as parameter to dstBuffer NullPointerException is thrown
2 Call the init() method
dstOffset = dstBufferlength ArraylndexOQutOfBoundsExceptio
dstBuffer.length =5 pis-thrown
dst O fset =6
R
DstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 6
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = -1
dstlLength = 1
4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer-length =25 pHs-thrown
e
dstlength = 6
4 DstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 0
dstlLength = 6
5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 0
dstlLength = -1
7 dstLength > length of the simple TLV list ToolkitException.OUT_OF_TLV_
dstBuffer.length = 10 BOUNDARIES is thrown
dstOffset = 0
dstLength = 10
8 | Successful call, dstBuffer is the whole buffer | Result of copy() is 9
dstBuffer.length = 9
dstOffset = 0
dstLength = 9
9 Compare the buffer Result of arrayCompare() is 0
10 | Successful call, dstBuffer is part of a buffer | Result of copy() is 12
dstBuffer.length = 15
dstOffset = 3
dstlLength = 9
11 Compare the whole buffer Result of arrayCompare() is 0
12 | Successful call, dstBuffer is part of a buffer | Result of copy() is 9
dstBuffer.length = 15
dstOffset = 3
dstLength = 6
13 Compare the whole buffer Result of arrayCompare() is 0
6.2.7.8.4 Test Coverage
CRR number Test case number
N1 9,11,13
N2 8, 10,12
P1 1
P2 2,3,4,5,6
P3 7
C1 Does not apply for
ProactiveHandler
6.2.7.9 Method findTLV

Test Area Reference API_2 PAH_FINDBB




6.2.7.9.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)
throws Tool ki t Excepti on

Normal execution
Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):
CRRNL1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

CRRN2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag is
set.

CRRNS3: if the method is successful then it returns TLV_FOUND_CR_NOT_SET when Comprehension Required
flag is not set.

CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined and
TLV_NOT_FOUND is returned.

CRRNS5: The search method is comprehension required flag independent.

Parameter errors

CRRP1: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6:2.7.9:36.2.7.9.2 Test Suite files
Test Script: ___API_2 PAH_FINDBB_1.scr

Test Applet: APL2 PAH FINDBB Ljava
Load Seript- APl 2 PAH_FINDBB_1.java

Load Script: APl 2 PAH FINDBB_ 1.ldr
Clean-up Script: APl 2 PAH FINDBB 1.cIr



6.2.7.9.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Initialise the handler
Invalid input parameter ToolkitException.BAD_INPUT_P
Qccurrence = 0 ARAMETER is thrown
2 Call the init() method
Search 1st TLV Resultis TLV_FOUND_CR_SET
Tag = 01h
Cccurrence = 1
3 Call the getValueLength() method Result is 03h
4 Search 2nd TLV Resultis TLV_FOUND_CR_SET
Tag = 02h
Cccurrence = 1
5 Call the getValueLength() method Result is 02h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
Tag = 03h
Cccurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
8 Search a tag with wrong occurrence Resultis TLV_NOT_FOUND
Tag = 01h
Cccurrence = 2
9 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
10 Append a TLV with tag=02h
Search the TLV Result is
Tag = 02h TLV_FOUND_CR_NOT_SET
Qccurrence = 2
11 Append a TLV with tag=04h
Search the TLV Result is
Tag = 04h TLV_FOUND_CR_NOT_SET
Cccurrence = 1
12 Search tag 81h Resultis TLV_FOUND_CR_SET
Tag = 81h
Cccurrence = 1
13 Search tag 84h Result is
Tag = 84h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
6.2.7.94 Test Coverage
CRR number Test case number
N1 3,5
N2 2,4
N3 10, 11
N4 6,78,9
N5 12,13
P1 1
Cl Does not apply for
Proactive Handler

6.2.7.10 Method getValueLength
Test Area Reference API_2 PAH _GVLEN

6.2.7.10.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()

t hrows Tool ki t Excepti on




Normal execution

CRRNL: gets and returns the binary length of the value field for the last TLV element which has been found in the
handler.

Parameter errors

No requirements

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6:2710-36.2.7.10.2 Test Suite files
Test Script: AP2PAH-GVLEN-Lser APl 2 PAH GVLE 1.scr

Test Applet: ARL2 PAH GVLEN-1java
Clean-up-Seript———— AP 2 PAH-GVLEN-1clrAPl 2 PAH _GVLE 1.java
Load Script: APl 2 PAH GVLE_1.ldr

Cleanup Script: APl 2 PAH GVLE 1.clIr

6.2.7.10.3 Test procedure

Id Description API Expectation APDU Expectation

1 Call the init() method

get Val ueLengt h() ToolkitException.UNAVAILABLE
ELEMENT is thrown

> ;
length- =20

N

Call the appendTLV() method
tag = 0D
val ueX f set 0
val ueLengt h 0

Search TLV ODh (Text String TLV)

get Val ueLengt h() Result is 00h

3 Call the initDisplayText() method
length = 1 (+ dcs byte)

Search TLV ODh (Text String TLV)

get Val ueLengt h() Result is 02h

4 Call the initDisplayText() method
length = 7Eh (+ dcs byte)

Search TLV ODh (Text String TLV)

get Val ueLengt h() Result is 7Fh

5 Call the initDisplayText() method
length = 7Fh (+ dcs byte)

Search TLV ODh (Text String TLV)

get Val ueLengt h() Result is 80h

6 Call the initDisplayText() method
I ength = FOh (maxi mum text | ength)

Search TLV ODh (Text String TLV)

get Val ueLengt h() Result is F1h




6.2.7.10.4 Test Coverage

CRR number Test case number
N1 2,3,4,5,6
C1 Does not apply for
Proactive Handler
C2 1

6.2.7.11 Method getValueByte
Test Area Reference API_2 PAH_GVBYTS

6.2.7.11.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueOfset)
throws Tool ki t Excepti on

Normal execution

CRRNL1: Gets a byte from the last TLV element which has been found in the handler and returns its value (1 byte).

Parameter errors

CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6:2711.36.2.7.11.2 Test Suite files

Test Script: APL2 PAH-GVBYTSLser APl 2 PAH_GVBYS 1.scr
Test Applet: ARL2 PAH GVBYTS ljava
Clean-up-Seript——— AP 2 PAH-GVBYTS Lelr APl 2 PAH GVBYS 1.java
Load Script: APl 2 PAH_GVBYS 1.ldr

Cleanup Script: APl 2 PAH GVBYS 1l.clr




6.2.7.11.3

Test procedure

Id Description API| Expectation APDU Expectation
1 Call the init() method
type = FFh
qualifier = FEh
destination = FDh
getValueByte(0) ToolkitException.UNAVAILABLE
_ELEMENT is thrown
2 Search TLV 01h (Command Details TLV)
getValueByte(3) ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown
3 Search TLV 01h (Command Details TLV)
getValueByte(2) Result is FEh (qualifier)
4 Search TLV 02h (Device Identities TLV)
getValueByte(0) Result is 81h (Source)
5 initDisplayText()
buffer = 00 01 ...7D
l ength = 7Eh
Search TLV ODh (Text String TLV)
getValueByte(7E) Result is 7Dh
6 initDisplayText()
buffer = 00 01 ...7D 7E
l ength = 7Fh
Search TLV ODh (Text String TLV)
getValueByte(7E) Result is 7Dh
7 getValueByte(7F) Result is 7Eh
8 initDisplayText()
buffer = 00 01 ...EF
| ength = FOh
Search TLV ODh (Text String TLV)
getValueByte(F0) Result is EFh
6.2.7.11.4 Test Coverage
CRR number Test case number
N1 3,4,5,6,7,8
P1 2
C1 Does not apply for
Proactive Handler
Cc2 1
6.2.7.12 Method copyValue

Test Area Reference API_2 PAH _CPYVS_BSS

6.2.7.12.1

Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueOffset,

byte[] dstBuffer,
short dstOffset,
short dst Length)

——throws java.lang. Nul | Poi nt er Excepti on,

- TeelkitExeeptionjava.l ang. Arrayl ndexQut Of BoundsExcepti on,

Tool ki t Excepti on




Normal execution
CRRNL1: copies a part of the last TLV element which has been found, into a destination. buffer.

CRRN2: returns dstOffset + dstLength.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException is thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException is thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6:2712.36.2.7.12.2 Test Suite files

Test Script: __API_ 2 PAH_CPYVS_BSS 1.scr

AR PR CRAE BEE s
Load-Seript— API_2 PAH_CPYVS BSS_1.java

Test Applet:

Load Script: API_2_PAH_CPYVS_BSS_1.ldr

Clean-up Script: APl 2 PAH _CPYVS BSS 1l.cir

6.2.7.12.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Initialise the handler

Selecta TLV

copyValue() with a null dstBuffer NullPointerException is thrown

2 initDisplayText() with length = 15
Sel ect Text String TLV

dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio

dstBuffer.length = 5 n is thrown
dstOffset = 6
dstlLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio

dstBuffer.length = 5
dstOfset = -1
dstLength = 1

n is thrown

4 dstLength >dstBuffer.length
dstBuffer.length = 5

dstOffset = 0

dstLength = 6

ArraylndexOutOfBoundsExceptio
n is thrown

Sel ect Text String TLV

5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 0
dstLength = -1

7 initDisplayText() with length =5




valueOffset > Text String Length
valueCffset = 7
dstBuffer.length = 15
dstOffset = 0
dstlLength = 0

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

8 [Select Text String TLV]
valueOffset < 0

val ueOf fset = -1
dstBuffer.length = 15

dstOfset = 0

dstlLength = 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

9 [Select Text String TLV]
dstLength > Text String length
val ueCffset = 0
dstBuffer.length = 15

dstOfset = 0

dstlLength = 7

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10 [Select Text String TLV]

val ueCf fset + dstlLength > Text String
| engt h

val ueCffset = 2

dstBuffer.length = 15

dstOfset = 0

dstLength = 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

buffer = 00 01 ...OF
Sel ect Text String TLV

11 Initialise the handler
copyValue() ToolkitException.UNAVAILABLE
ELEMENT is thrown
12 initDisplayText()
dcs = 4

Successful call
valueOffset = 0
dstBuffer.length = 17
dst O f set 0
dst Length 17

Result of copyValue() is 17

13 Compare buffer
buffer = 04 00 01 ...0F

Result is 00h

14 initialise dstBuffer
dstBuffer = 55 55 ...55

Successful call
val ueOffset = 2
dstBuffer.length = 20

Result of copyValue() is 15

55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

dstOffset = 3
dstLength = 12

15 Compare buffer Result is 00h
buffer =

6.2.7.12.4 Test Coverage

CRR number Test case number
N1 13, 15
N2 12,14
P1 1
P2 2,3,4,5,6
P3 7,8,9, 10
C1 Does not apply for

Proactive Handler

C2 11

6.2.7.13 Method compareValue
Test Area Reference API_2 PAH CPRVS_BSS




6.2.7.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueOfset,
——byte[] conpareBuffer,
——short conpareC fset,
——short conparelLengt h)
—throws java.l ang. Nul | Poi nt er Excepti on,

- TeelkitExeeptionjava.l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution
Compares the last found TLV element with a buffer:
CRRNL1.: returns 0 if identical.
CRRN2: returns -1 if the first miscomparing byte in simple TLV List is less than that in compareBuffer.

CRRN3: returns 1 if the first miscomparing byte in simple TLV List is greater than that in compareBuffer.

Parameter errors
CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset or compareLength or both would cause access outside array bounds, or if compareLength
is negative ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6:2.713-36.2.7.13.2 Test Suite files
Test Script: ___API_2 PAH_CPRVS BSS 1.scr

Test Applet: APL2 PAH CPRVS-BSS 1java
Load-Seript— API_2 PAH_CPRVS BSS 1.java

Load Script: APl_2 PAH_CPRVS _BSS_1.ldr
Clean-up Script: APl 2 PAH CPRVS BSS 1l.clIr



6.2.7.13.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Initialise the handler
Select a TLV
compareValue() with a null compareBuffer NullPointerException is thrown
2 initDisplayText() with length = 15
Sel ect Text String TLV
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareCffset = 6
conparelLength = 0
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareOfset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareC fset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length =5
conpareOfset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
compareBuffer.length =5 n is thrown
compareOffset = 0
comparelLength = -1
7 initDisplayText() with length =5
Select Text String TLV
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
valueOfset = 7 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareC fset = 0
conparelLength = 0
8 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
valueOfset <0 BOUNDARIES is thrown
val ueCffset = -1
conpareBuffer.length = 15
conpareCfset = 0
conparelLength = 1
9 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
conparelLength > Text String |length BOUNDARIES is thrown
val ueCffset = 0
conpareBuffer.length = 15
conpareC fset = 0
conparelLength = 7
10 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
val ueCf fset + conpareLength > Text String | BOUNDARIES is thrown
| ength
val ueCffset = 2
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 5
11 Initialise the handler
compareValue() ToolkitException.UNAVAILABLE
ELEMENT is thrown
12 initDisplayText()
dcs = 4
buffer = 00 01 ...OF
Sel ect Text String TLV
Initialise compareBuffer
conpareBuffer =
04 00 01 ...OF
Compare buffers Result is 00h
val ueCffset = 0
conpareC fset = 0
conpareLength = 17
13 Initialise compareBuffer




conpar eBuf fer =
04 00 01 02 03
04 05 06 07 08
05 OA 0B 0C 0D
OE 10

Compare buffers with same parameters Resultis -1

14 Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...OF

Compare buffers with same parameters Resultis +1

15 Initialise compareBuffer
conpareBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers Result is 00h
val ueCf fset =
conpar e f set
conpar eLengt h

3
12

InmnnN

16 Initialise compareBuffer
conpar eBuf fer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters Resultis -1

17 Initialise compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA 0D
55 55 55 55 55

Compare buffers with same parameters Resultis +1

18 Initialise compareBuffer
conpareBuffer =
55 55 55 99 03
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters Resultis +1
6.2.7.13.4 Test Coverage

CRR number Test case number
N1 12,15
N2 13,16
N3 14,17, 18
P1 1
P2 2,3,45,6
P3 7,8,9 10
C1 Does not apply for

Proactive Handler

Cc2 11

6.2.7.14 Method findAndCopyValue(byte tag, byte[] dstBuffer, short valueOffset)
Test Area Reference API_2 PAH_FACYB_BS

6.2.7.14.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
—— byte[] dstBuffer,



short dstOffset)

- Tool ki tException t hrows j ava.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut O BoundsExcepti on,

Tool ki t Excepti on

Normal execution

CRRNL: looks for the first occurrence of a TLV element from the beginning of a TLV list and copy its value into a
destination buffer.

CRRN2: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value is returned.

CRRN4: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2: if dstOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be thrown.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6:2.714.36.2.7.14.2 Test Suite files

Test Script: ___API_2 PAH_FACYB_BS 1.scr

AR RAE RO E BE
Load-Seript— APl_2 PAH_FACYB_BS 1.java

Test Applet:

Load Script: API_2_PAH_FACYB_BS_1.ldr

Clean-up Script: APl 2 PAH FACYB_BS l.clIr

6.2.7.14.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler
FindAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 InitDisplayText() with length = 15
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = 0ODh n is thrown
dstBuffer.length = 20
dstOFfset = 21
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 n is thrown
dstOffset = -1
4 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 15 n is thrown
dstOffset = 0
5 DstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
DstBuf fer.l ength = 20 n is thrown
DstOffset = 5
6 initDisplayText()
Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE




tag = 03h _ELEMENT is thrown

Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT is thrown.

7 initDisplayText()
dcs = 4
buffer = 00 01 ...OF
Successful call Result of findAndcopyValue() is
Tag = ODh 17

DstBuffer.length = 17
Dst Offset = 0

8 Compare buffer Result is 00h
buffer = 04 00 01 ...0OF

9 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndcopyValue() is
dstBuffer.length = 20 19
dstOffset = 2
10 Compare buffer Result is 00h
buffer =

55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55

11 initDisplayText()
dcs = 4
buffer = 00 01 ...OF

append a 2nd Text String TLV

Successful call Result of findAndcopyValue() is
tag = 0ODh 17
dstBuffer.length = 17
dstOffset = 0

12 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
13 initDisplayText()
dcs = 4
buffer = 00 01 ...OF
Successful call (with tag 8Dh) Result of findAndcopyValue() is
tag = 8Dh 17

dstBuffer.length = 17
dstOffset = 0

14 Compare buffer Result is 00h
buffer = 04 00 01 ...OF

15 Append tag OFh
buffer = 00 01 ...0F
Successful call (with tag 8Fh) Result of findAndcopyValue() is
tag = 8Fh 16

dstBuffer.length = 16
dstOffset = 0

16 Compare buffer Result is 00h
buffer = 00 01 ...OF

6.2.7.14.4 Test Coverage

CRR number Test case number
N1 8,10, 12
N2 6
N3 7,9, 11
N4 13, 14, 15, 16
P1 1
P2 2,3,4,5
C1 Does not apply for

Proactive Handler




6.2.7.15 Method findAndCopyValue(byte tag, byte occurence, short valueOffset, byte[]
dstBuffer, short dstOffset, short dstLength)

Test Area Reference API_2 PAH_FACYBBS BSS

6.2.7.15.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
——byte byte occurence,
short val ueOff set,
byte[] dstBuffer,
short dstCOf fset,
short dstLength)
—throws java.l ang. Nul | Poi nt er Excepti on,
j ava. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

CRRNL: looks for the indicated occurrence of a TLV element from the beginning of a TLV list and copy its value
into a destination buffer.

CRRN2: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLength is
returned.

CRRN4: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6:2715:36.2.7.15.2 Test Suite files
Test Script: API2PAH-FACYBS BSS 1.serAPl 2 PAH FACYBBS BSS 1.scr
Test Applet: APL2 PAH FACYBS BSS ljava
Clean-up-Seript———APL-2 PAH-FACYBS-BSS1clrAPI_2 PAH FACYBBS BSS 1.java
Load Script: APl 2 PAH FACYBBS BSS 1.ldr

Cleanup Script: APl 2 PAH FACYBBS BSS 1.clr




6.2.7.15.3 Test procedure

Id Description API| Expectation APDU Expectation
1 Initialise the handler
findAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 initDisplayText() with length = 15
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = 0ODh, occurrence = 1 nis thrown
val ueCffset = 0
dstBuffer.length = 5
dstOfset = 6
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = -1
dstLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 0
dstLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 0
dstLength = -1
7 initDisplayText() with length =5
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence =1 BOUNDARIES is thrown
valueCf fset = 7
dstBuffer.length = 15
dstOffset = 0
dstLength = 0
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 1
9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset = 0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstlLength = 7
10 | valueOffset + dstLength > Text String length | ToolkitException.OUT_OF_TLV_
valueOffset = 2 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 5
11 InitDisplayText()
Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE
tag = ODh _ELEMENT is thrown
occurrence = 2
Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
12 initDisplayText()
dcs = 4
buffer = 00 01 ...OF
Successful call Result of findAndCopyValue() is
tag = 0ODh, occurrence = 1 17
valueOffset = 0
dstBuffer.length = 17
dstOffset = 0
dstLength = 17
13 Compare buffer Result is 00h
buffer = 04 00 01 ...OF
14 initialise dstBuffer




dstBuffer = 55 55 ...55

Successful call
tag = 0ODh, occurrence =1
val ueCf fset = 2
dstBuffer.length = 20
dstOfFfset = 3
dstLength = 12

Result of findAndcopyValue() is
15

15 Compare buffer Result is 00h
buffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0OC
55 55 55 55 55
16 Append a Text String TLV
tag = 0D
buffer = 00 11 22 33 44 55 (no specific
DCS byt e)
Successful call Result of findAndCopyValue() is
tag = 0ODh, occurrence =1 17
valueOffset = 0
dstBuffer.length = 17
dstOffset = 0
dstlLength = 17
17 Compare buffer Result is 00h
buffer = 04 00 01 ...OF
18 Successful call Result of findAndCopyValue() is

tag = 0ODh, occurrence = 2
val ueCffset = 0
dstBuffer.length = 6

6

dstOffset = 0
dstlLength = 6

19 Compare buffer Result is 00h
buffer = 00 11 22 33 44 55

20 initDisplayText()

dcs = 4
buffer = 00 01 ...0F

Successful call (with tag 8Dh)
tag = 8Dh
occurrence =1
valueOffset = 0
dstBuffer.length = 17

Result of findAndcopyValue() is
17

dstOfset = 0
dstLength = 17

21 Compare buffer Result is 00h
buffer = 04 00 01 ...OF

22 Append tag OFh

buffer = 00 01 ...0F

Successful call (with tag 8Fh)
tag = 8Fh
occurrence =1
valueOffset = 0
dstBuffer.length = 16
dst O f set 0
dst Lengt h 16

Result of findAndcopyValue() is
16

23

Compare buffer
buffer = 00 01 ...OF

Result is 00h




6.2.7.15.4 Test Coverage

CRR number Test case number
N1 13, 15, 17, 19
N2 11
N3 12, 14, 16, 18
N4 20, 21, 22, 23
P1 1
P2 2,3,4,5,6
P3 7,8,9, 10
C1 Does not apply for

ProactiveHandler

6.2.7.16 Method findAndCompareValue(byte tag, byte[] compareBuffer, short
compareOffset)

Test Area Reference API_2 PAH_FACRB_BS

6.2.7.16.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte[] conpareBuffer,
short conpareO fset)
throws java.lang. Nul | Poi nter Exception,
java. |l ang. Arrayl ndexQut O BoundsExcepti on,
Tool ki t Excepti on

Normal execution
Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

CRRNL: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN2: if the method is successful then the corresponding TLV becomes current.

CRRNa: if identical returns 0.

CRRN4: if the first miscomparing byte in simple TLV is less than that in compareBuffer returns -1.
CRRNS5: if the first miscomparing byte in simple TLV is greater than that in compareBuffer returns 1.

CRRNBG6: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be
thrown.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.7-16.36.2.7.16.2 Test Suite files
Test Script: ___API_ 2 PAH FACRB_BS 1.scr



Test Applet:

Load-Seript— API_2 PAH_FACRB_BS_1.java

Load Script:
Clean-up Script:

6.2.7.16.3

Test procedure

API2_PAH_FACRB_BS Ljava

API_2_PAH_FACRB_BS_1.ldr
API_2_PAH_FACRB_BS_1.cIr

Id

Description

APl Expectation

APDU Expectation

1

Initialise the handler

findAndCompareValue() with a null dstBuffer

NullPointerException is thrown

initDisplayText() with length = 15

compareOffset > compareBuffer.length
tag = 0ODh
conpareBuffer.length = 20
conpareO fset = 21

ArraylndexOutOfBoundsExceptio
n is thrown

compareOffset <0
conpareBuffer.length = 20
conpareOfset = -1

ArraylndexOutOfBoundsExceptio
n is thrown

length > compareBuffer.length
conpareBuffer.length = 15
conpareO fset = 0

ArraylndexOutOfBoundsExceptio
n is thrown

compareOffset + length >
conpar eBuf fer. | ength
conpareBuffer.length = 20
conpareOfset = 5

ArraylndexOutOfBoundsExceptio
n is thrown

InitDisplayText()

Select a TLV (tag 02h)

findAndCompareValue()
tag = 03h

ToolkitException.UNAVAILABLE
_ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE
ELEMENT is thrown.

initDisplayText()
dcs = 4
buffer = 00 01 ...OF

Initialise compareBuffer
conpareBuffer =
04 00 01 ...OF

Compare buffers
tag = 0ODh
conpareOfset = 0

Result is 00h

Verify current TLV
get Val ueLengt h()

Resultis 17

Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...10

Compare buffers with same parameters

Result is -1

10

Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...OF

Compare buffers with same parameters

Result is +1

11

Initialise compareBuffer
conpar eBuf fer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55

Compare buffers
conpareC fset = 2

Result is 00h

12

append a Text String TLV
tag = 0ODh
buffer = 00 11 22 33 44 55

Initialise compareBuffer
conpareBuffer =




55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55

Compare buffers Result is 00h
conpareC fset = 2

13 Initialise compareBuffer
conpar eBuf fer =

55 55 04 01 01

02 03 04 05 06

07 08 09 OA OB

0C 0D OE OF 55

Compare buffers Resultis -1
conpareOfset = 2

14 Initialise compareBuffer
conpareBuffer =

55 55 04 00 01

02 03 04 05 06

07 08 09 OA OB

0C 0D 0D 10 55

Compare buffers Resultis +1
conpareO fset = 2

15 initDisplayText()
dcs = 4
buffer = 00 01 ...0F

Initialise compareBuffer
Conpar eBuf fer = 04 00 01 ...0F

Successful call (with tag 8Dh) Result is 00h
tag = 8Dh
conpareBuffer.length = 17
conpareOfset = 0

16 Append tag OFh
buffer = 00 01 ...OF

Initialise compareBuffer
conpareBuffer = 00 01 ...OF

Successful call (with tag 8Fh) Result is 00h
tag = 8Fh
conpareBuffer.length = 16
conpareO fset = 0

17 Initialise compareBuffer
conpareBuffer = 00 99 01 03 ...OF
Successful call (with tag 8Fh) Resultis +1
tag = 8Fh

conpareBuffer.length = 16
conpareOfset = 0

6.2.7.16.4 Test Coverage

CRR number Test case number
N1 6
N2 8
N3 7,11,12, 17
N4 9,13
N5 10, 14
N6 15, 16
P1 1
P2 2,3,4,5
C1 Does not apply for

Proactive Handler

6.2.7.17 Method findAndCompareValue(byte tag, byte occurence, short valueOffset,
byte[] compareBuffer, short compareOffset, short comparelLength)

Test Area Reference API_2 PAH_FACRBBS_BSS



6.2.7.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byt e occurence,
short val ueffset,
byte[] conpareBuffer,
short conpared fset,
short conparelength)
t hr ows java. | ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

Looks for the indicated occurrence of a TLV element from the beginning of a TLV list and compare its value with a
buffer:

CRRNL: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN2: if the method is successful then the corresponding TLV becomes current.

CRRNS3: if identical O is returned.

CRRN4: if the first miscomparing byte in simple TLV is less than that in compareBuffer -1 is returned.
CRRNS5: if the first miscomparing byte in simple TLV is greater than that in compareBuffer 1 is returned

CRRNBG: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset or compareLength or both would cause access outside array bounds, or if compareLength
is negative ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, compareLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

CRRP4: if an input parameter is not valid (e.g. occurence = 0) an instance of ToolkitException shall be thrown. The
reason code shall be ToolkitException BAD_INPUT_PARAMETER.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6:2-717-36.2.7.17.2 Test Suite files
Test Script: ___API_2 PAH_FACRBBS_BSS_1.scr

Test Applet: APL2 PAH FACRBBS - BSS ljava
Load-Seript- APl 2 PAH_FACRBBS BSS 1.java

Load Script: API_2 PAH_FACRBBS_BSS 1.ldr
Clean-up Script: API_2 PAH _FACRBBS BSS 1.clr



6.2.7.17.3

Test procedure

Id Description API| Expectation APDU Expectation
1 Initialise the handler
findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 initDisplayText() with length = 15
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = 0ODh, occurrence = 1 nis thrown
val ueCffset = 0
conpareBuffer.length =5
conpareCffset = 6
conparelLength = 0
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareOfset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareCfset = 0
conparelLength = 6
5 | compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>conpar eBuffer.|length n is thrown
conpareBuffer.length = 5
conpareC fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareOfset = 0
conpareLength = -1
7 initDisplayText() with length =5
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence =1 BOUNDARIES is thrown
val ueCf fset = 7
conpareBuffer.length = 15
conpareCfset = 0
conparelLength = 0
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareC fset = 0
conparelength = 1
9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
valueCffset = 0 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 7
10 | valueOffset + compareLength > Text String | ToolkitException.OUT_OF_TLV_
length BOUNDARIES is thrown
val ueCf fset = 2
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 5
11 Invalid parameter ToolkitException.BAD_INPUT_P
occurrence = 0 ARAMETER is thrown
12 InitDisplayText()
Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE
tag = ODh _ELEMENT is thrown
occurrence = 2
Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
13 initDisplayText()
dcs = 4
buffer = 00 01 ...OF
Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...0F
findAndCompareValue() Result is 00h




tag = 0ODh, occurrence =1
valueCffset = 0

conpar eX f set
conpar eLengt h

0
17

14

Verify current TLV
get Val ueLengt h()

Resultis 17

15

Initialise compareBuffer
conpareBuffer =
04 00 01 ...10

Compare buffers with same parameters

Resultis -1

16

Initialise compareBuffer
conpareBuffer =
03 00 01 ...0F

Compare buffers with same parameters

Resultis +1

17

Initialise compareBuffer
conpareBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0OC
55 55 55 55 55

Compare buffers
val ueCf fset =
conpar e f set
conpar eLengt h

3
12

InmnnN

Result is 00h

18

Initialise compareBuffer
conpar eBuf fer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters

Resultis -1

19

Initialise compareBuffer
conpareBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA 0D
55 55 55 55 55

Compare buffers with same parameters

Result is +1

20

append a Text String TLV
tag = 0ODh
buffer = 00 11 22 33 44 55

Initialise compareBuffer
conpareBuffer =
04 00 01 ...OF

findAndCompareValue()
tag = 0ODh, occurrence =1
val ueCffset = 0
conpar eX f set
conpar eLengt h

0
17

Result is 00h

21

Initialise compareBuffer
conpareBuffer =
00 11 22 33 44 55

findAndCompareValue()
tag = 0ODh, occurrence = 2
val ueCffset = 0
conpar e f set
conpar eLengt h

0
6

Result is 00h

22

Initialise compareBuffer
conpareBuffer =
00 11 22 33 44 66

findAndCompareValue()
tag = 0ODh, occurrence = 2
val ueCffset = 0
conpareOfset = 0

Result is -1




conparelLength = 6

23
dcs = 4

buffer = 00 01 ...0F

initDisplayText()

ConpareBuffer = 04 00 01 ...OF

Initialise compareBuffer

Successful call (with tag 8Dh) Result is 00h
tag = 8Dh,
val ueCffset = 0
conpareBuffer.length = 17
conpareC fset = 0
conparelLength = 17

occurrence = 1

24

buffer = 00 01 ...0F

Append tag OFh

conpareBuffer = 00 01 ...OF

Initialise compareBuffer

Successful call (with tag 8Fh) Result is 00h
tag = 8Fh,
val ueCffset = 0
conpareBuffer.length = 16
conpareC fset = 0
conparelLength = 16

occurrence = 1

25

conpar eBuf fer =0099 02 ...0F

Initialise compareBuffer

tag = 0ODh,
valueCffset = 0
conpar e f set
conpar eLengt h

findAndCompareValue() Resultis +1

occurrence = 1

0
17

6.2.7.17.4

Test Coverage

CRR number Test case number
N1 12
N2 14
N3 13, 17, 20, 21
N4 15, 18, 22
N5 16, 19
N6 23,24
P1 1
P2 2,3,4,5,6
P3 7,8,9, 10
P4 11
Cl Does not apply for
Proactive Handler

6.2.7.18 Method appendArray

Test Area Reference: API_2 PAH_APDA

6.2.7.18.1

Conformance requirement:

The method with following header shall be compliant to its definition in the API.

7

voi d appendArray(byte[] buffer, short—offset—short—tength)

short of fset,

short |ength)

t hr ows

java. |l ang. Nul | Poi nt er Excepti on,

java. |l ang. Arrayl ndexQut O BoundsExcepti on,

Tool ki t Excepti on




Normal execution

CRRNL: appends a buffer into the Edithandler buffer

CRRN2: a successful append does not modify the TLV selected

Parameters error

CRRP1: if buffer is null, a java.lang.NullPointerException is thrown

CRRP2: if offset or length or both would cause access outside the array bounds, or if length is negative, a
java.lang.ArraylndexOutOfBoundsException is thrown.

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE

6.2.7.18.2

Test Script:

Test Applet:

Test suite files

__API_2_PAH_APDA _1l.scr
APL_2 PAH_APDA_1 java

Load-Seript— APl_2 PAH_APDA_1.java

Load Script:
Clean-up Script:

API_2_PAH_APDA _1.ldr
API_2_PAH_APDA_1.clr

6.2.7.18.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Null buffer NullPointerException is thrown
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length =5 n is thrown
offset = 6
length = 0
3 offset <0 ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = -1
length = 1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length =5 n is thrown
offset = 0
length = 6
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length =5 n is thrown
offset = 3
length = 3
6 length <0 ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = 0
length = -1
7 Handler overflow ToolkitException.HANDLER_OV
buffer.length = 256 ERFLOW is thrown
offset = 0
| ength = 256
8 Initialise handler
Select Command Details TLV
Successful call
buffer = FF FE ... F8
offset =0
length = 8
Verify Current TLV: Call getValueLength() Resultis 03h




9 Clear the handler
Successful call
buffer = FF FE ...F8
offset = 0
length = 8
Call copy() method
Compare the arrays Result of
conpareBuffer = FF FE ... F8 javacard.framework.Util.arrayCo
mpare() is 00h
10 Successful call
buffer = 00 01 ...07
of fset = 2
length = 6
Call copy() method
Compare the arrays Result of
conpareBuffer = FF FE ... F8 02 03 ...07 javacard.framework.Util.arrayCo
mpare() is 00h
11 Successful call
buffer = 11 22 ...88
offset = 2
length = 4
Call copy() method
Compare the arrays Result of
conpareBuffer = FF FE ... F8 02 03 ...07 33 |javacard.framework.Util.arrayCo
44 55 66 mpare() is 00h
12 Clear the handler
Successful call
buffer = 00 01 ...FC
offset = 0
| ength = 253
Call getLength() method result = 253
Call copy() method
Compare handler Result of
conpareBuffer = 00 01 ...FC javacard.framework.Util.arrayCo
mpare() is 00h
6.2.7.18.4 Test Coverage
CRR number Test case number
N1 9, 10, 11, 12
N2 8
P1 1
P2 2,3,4,5,6
C1 7
c2 Does not apply for
ProactiveHandler

6.2.7.19 Method appendTLV(byte tag, byte value)
Test Area Reference: API_2 PAH_APTLBB

6.2.7.19.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV (byte tag, byte val ue)
t hrows Tool ki t Excepti on

Normal execution
CRRN1: Appends a TLV element to the current TLV list (1-byte element).
CRRN2: A successful append does not modify the TLV selected.



Parameters error

NeneNo requirements

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with

reason code HANDLER_OVERFLOW

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

6.2.7.19.2 Test suite files
Test Script: __APIL_ 2 PAH_APTLBB_1.scr
Test Applet: ARPL2 PAH APTLBB 1java
Load-Seript— APl 2 PAH_APTLBB_1.java
Load Script: APl _2 PAH_APTLBB_1.ldr
Clean-up Script: APl 2 PAH_APTLBB 1l.clr
6.2.7.19.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Call appendArray()
l ength = 251
Handler Overflow: Call the appendTLV() ToolkitException.HANDLER_OV
method ERFLOW is thrown
2 Initialise handler

Select Command Details TLV

Call the appendTLV() method

Verify Current TLV: Call getValueLength() Result is 03h

3 Clear the handler
Successful call
tag = 84h
val ue = 00h
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 01 00 javacard.framework.Util.arrayCo
mpare() is 00h
4 Successful call
tag = 01h
val ue = FEh
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 01 00 01 01 FE javacard.framework.Util.arrayCo
mpare() is 00h
5 Clear the handler
Call appendArray()
I ength = 250
buffer = 00 81 F7 03 04 ...F9
Successful call
tag = 84h
val ue = 00h

Call getLength() method result = 253

Call copy() method

Compare the array Result of
conpareBuffer = 00 81 F7 03 04 ..F9 84 01 |javacard.framework.Util.arrayCo
00 mpare() is 00h




6.2.7.19.4 Test Coverage

CRR number Test case number
N1 3,4,5
N2 2
C1l 1
c2 Does not apply for
Proactive Handler

6.2.7.20 Method appendTLV(byte tag, byte valuel, byte value2)

Test Area Reference: API_2 PAH_APTLBBB

6.2.7.20.1 Conformance requirements:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV (byte tag,
byt e val ue)
__throws Tool ki t Exception

Normal execution
CRRN1: Appends a TLV element to the current TLV list (2-byte element).
CRRN2: A successful append does not modify the TLV selected.

Parameters error

NeneNo requirements

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

6.2.7.20.2 Test suite files
Test Script: ___API_ 2 PAH_APTLBBB_1.scr
Test Applet: ARL2 PAH APTLBBB 1java

Load-Seript— API_2_PAH_APTLBBB 1.java

Load Script: API_2_PAH_APTLBBB_1.ldr
Clean-up Script: APl 2 PAH_APTLBBB 1l.clr




6.2.7.20.3 Test procedure

Id Description API| Expectation APDU Expectation
1 Call the initDisplayText()
I ength = 250
Handler Overflow: Call the appendTLV() ToolkitException.HANDLER_OV
method ERFLOW is thrown
2 Initialise handler

Select Command Details TLV

Call the appendTLV() method

Verify Current TLV: Call getValueLength() Result is 03h

3 Clear the handler
Successful call
tag = 84h
val uel = 00h
val ue2 = 0lh
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 02 00 01 javacard.framework.Util.arrayCo
mpare() is 00h
4 Successful call
tag = 01h
val uel = FEh
val ue2 = FDh
Call copy() method
Compare the arrays Result of

conpareBuffer = 84 02 00 01 01 02 FE FD | javacard.framework.Util.arrayCo
mpare() is 00h

5 Clear the handler

Call appendArray()

l ength = 249
buffer = 00 81 F6 03 04 ...F8
Successful call
tag = 84h
val uel = 00h
val ue2 = 01h
Call getLength() method result = 253
Call copy() method
Compare handler Result of
conpareBuffer = 00 81 F6 03 04 ...F8 84 02 |javacard.framework.Util.arrayCo
00 01 mpare() is 00h
6.2.7.20.4 Test Coverage
CRR number Test case number
N1 3,4,5
N2 2
C1 1
Cc2 Does not apply for
Proactive Handler

6.2.7.21 Method appendTLV(byte tag, byte[ ] value, short valueoffset, short valuelength)
Test Area Reference: API_2 PAH _APTLB_BSS

6.2.7.21.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV (byte tag,



byte[] val ue,
short val ueoffset,
_ short val uel engt h)

— ToolkitExeception throws java.lang. Null Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut O BoundsExcept i on,
Tool ki t Excepti on

Normal execution
CRRN1: Appends a TLV element to the current TLV list (byte-array element).
CRRN2: A successful append does not modify the TLV selected.

Parameters error
CRRP1: if value is null, a java.lang.NullPointerException is thrown

CRRP2: if valueoffset or valuelength or both would cause access outside the array bounds, or if length is negative, a
java.lang.ArraylndexOutOfBoundsException is thrown.

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

CRRC3: if valuelength is greater than 255, a ToolkitException is thrown with reason code
BAD_INPUT_PARAMETER

6.2.7.21.2 Test suite files
Test Script: AP 2 PAH APTLBBSS l.ser APl 2 PAH APTLB BSS 1.scr
Test Applet: ARL2 PAH APTLBBSS 1java

Clean-up Seript:— APL2 PAH APTLBBSS 1clr APl 2 PAH_APTLB BSS l.java
API_2_PAH_APTLB_BSS_L.dr

Load Script:

Cleanup Script: APl 2 PAH APTLB BSS l.clr

6.2.7.21.3 Test procedure
Id Description API Expectation APDU Expectation
1 Null value NullPointerException is thrown
2 valueOffset > value.length ArraylndexOutOfBoundsExceptio

val ue.length = 5
val ueX f set 6
val ueLengt h 0

n is thrown

3 valueOffset <0
val ue.length = 5

val ueXf f set -1

val ueLength 1

ArraylndexOutOfBoundsExceptio
n is thrown

4 valueLength > value.length

ArraylndexOutOfBoundsExceptio

val ue.length = 5
val uef f set 3
val ueLength 3

val ue.length = 5 n is thrown
valueOffset = 0
val ueLength = 6
5 valueOffset + valueLength > value.length ArraylndexOutOfBoundsExceptio

n is thrown

6 valueLength <0

ArraylndexOutOfBoundsExceptio




val ue.length = 5
val ueOf f set 0
val ueLengt h -1

n is thrown

7 Handler overflow ToolkitException.HANDLER_OV
val ue.length = 254 ERFLOW is thrown
valueOffset = 0
val ueLength = 254

8 Bad parameter ToolkitException.BAD_INPUT_P
val ue. |l ength = 256 ARAMETER is thrown
valueOffset = 0
val ueLength = 256

9 Initialise handler

Select Command Details TLV
Successful call
tag = 04
value = FF FE ... F8
valueOffset = 0
val ueLength = 8
Verify Current TLV: Call get Val ueLengt h() Result is 03h
10 Clear the handler
Successful call
tag = 04
value = FF FE ... F8
val ueCffset = 0
val ueLength = 8
Call copy() method
Compare the arrays Result of
conpareBuffer = 04 08 FF FE ...F8 javacard.framework.Util.arrayCo
mpare() is 00h

11 Successful call
tag = 85h
value = 00 01 ...07
val ueCf fset = 2
val ueLength = 6

Call copy() method

Compare the arrays Result of
conpareBuffer = 04 08 FF FE ...F8 85 06 02 |javacard.framework.Util.arrayCo
03 ..07 mpare() is 00h

12 Successful call
tag = 01
value = 11 22 ...88
val ueCf fset = 2
val ueLength = 4

Call copy() method
Compare the arrays Result of
conpareBuffer = 04 08 FF FE ...F8 85 06 02 |javacard.framework.Util.arrayCo
03 ...07 01 04 33 44 55 66 mpare() is 00h
13 Clear the handler
Successful call
tag = 04
value = 00 01 ...7F
val ueCffset = 0
val ueLengt h = 80h
Call copy() method
Compare the arrays Result of
conpareBuffer = 04 81 80 00 01.7F javacard.framework.Util.arrayCo
mpare() is 00h
14 Clear the handler

Successful call
tag = 04
value = 00 01 ...F9
valueCffset = 0
val ueLength = 250

Call getLength() method result = 253
Call copy() method
Compare handler Result of

conpareBuffer = 04 81 FA 00 01..F9

javacard.framework.Util.arrayCo
mpare() is 00h




6.2.7.21.4 Test Coverage

CRR number Test case number
N1 10, 11, 12, 13, 14
N2 9
P1 1
P2 2,3,4,5,6
C1l 7
c2 Does not apply for
Proactive Handler
C3 8

6.2.7.22 Method appendTLV(byte tag, byte valuel, byte[ ] value2, short value2offset,
short value2length)

Test Area Reference: API_2 PAH_APTLBB_BSS

6.2.7.22.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV (byte tag,
byte val uel
byte[] val ue2,
short val ue2of f set,
short val ue2l engt h)

— ToolkitException throws java.lang. Null Poi nter Exception,
java. |l ang. Arrayl ndexQut O BoundsExcepti on,

Tool ki t Excepti on

Normal execution
CRRNL1: Appends a TLV element to the current TLV list (1 byte and a byte-array element).
CRRN2: A successful append does not modify the TLV selected.

Parameters error
CRRP1: if value2 is null, a java.lang.NullPointerException is thrown

CRRP2: if value2offset or value2length or both would cause access outside the array bounds, or if length is
negative, a java.lang.ArraylndexOutOfBoundsException is thrown.

Context errors

CRRC1: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

CRRC3: if valuelength is greater than 255, a ToolkitException is thrown with reason code
BAD_INPUT_PARAMETER

6.2.7.22.2 Test suite files
Test Script: ___API_2 PAH_APTLBB_BSS_1.scr

Test Applet: ARL2 PAH APTLBB BSS ljava



Load-Seript— API_2 PAH_APTLBB BSS_1.java

Load Script:
Clean-up Script:

API_2_PAH_APTLBB_BSS_1.ldr
API_2_PAH_APTLBB_BSS_1.cIr

6.2.7.22.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Null value2 NullPointerException is thrown
2 value20ffset > value2.length ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Grfset = 6
val ue2lLength = 0
3 value20ffset <0 ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2OGfset = -1
val ue2lLength = 1
4 value2Length > value2.length ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Grfset = 0
val ue2lLength = 6
5 | value20ffset + value2Length > value2.length | ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Offset = 3
val ue2lLength = 3
6 value2Length <0 ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Gfset = 0
val ue2length = -1
7 Handler overflow ToolkitException.HANDLER_OV
val ue2.length = 254 ERFLOW is thrown
val ue2Ofset = 0
val ue2lLength = 254
8 Bad parameter ToolkitException.BAD_INPUT_P
val ue2.length = 256 ARAMETER is thrown
val ue2Gfset = 0
val ue2lLength = 256
9 Initialise handler
Select Command Details TLV
Successful call
tag = 04
val uel = 05
value2 = FF FE ...F8
val ue2Gfset = 0
val ue2Length = 8
Verify Current TLV: Call getValueLength() Resultis 03h
10 Clear the handler
Successful call
tag = 04
val uel = 05
value2 = FF FE ...F8
val ue2Gfset = 0
val ue2Length = 8
Call copy() method
Compare the arrays Result of
ConpareBuffer = 04 09 05 FF FE ...F8 javacard.framework.Util.arrayCo
mpare() is 00h
11 Successful call
tag = 85h
val uel = 55h
value2 = 00 01 ...07
val ue2O fset = 2
val ue2Length = 6
Call copy() method
Compare the arrays Result of
conpareBuffer = javacard.framework.Util.arrayCo
04 09 05 FF FE ...F8 mpare() is 00h
85 07 55 02 03 ...07
12 Successful call
tag = 01
val uel = 44h




val ue2 = 11 22 ...88
val ue2G fset = 2
val ue2lLength = 4

Call copy() method

Compare the arrays Result of
ConpareBuffer = javacard.framework.Util.arrayCo
04 09 05 FF FE ...F8 mpare() is 00h

85 07 55 02 03 ...07
01 05 44 33 44 55 66

13 Clear the handler

Successful call
tag = 04
val uel = 00
value2 = 01 ...7F
val ue2Ofset = 0
val ue2lLength = 7Fh

Call copy() method

Compare the arrays Result of
conpareBuffer = 04 81 80 00 01.7F javacard.framework.Util.arrayCo
mpare() is 00h

14 Clear the handler

Successful call
tag = 04
val uel = 00
value2 = 01 ...F9
val ue2Gfset = 0
val ue2lLength = 249

Call getLength() method result = 253

Call copy() method

Compare handler Result of
conpareBuffer = 04 81 FA 00 01.F9 javacard.framework.Util.arrayCo
mpare() is 00h

6.2.7.22.4 Test Coverage
CRR number Test case number
N1 10, 11,12, 13,14
N2 9
P1 1
P2 2,3,4,56
Cl 7
Cc2 Does not apply for
Proactive Handler
C3 8
6.2.7.23 Method clear
Test Area Reference: API_2 PAH_CLER
6.2.7.23.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d clear()
throws Tool ki t Excepti on Edit Handl er

Normal execution
CRRN1: Clears the TLV list of an EditHandler
CRRN2: Resets the current TLV selected.



Parameters error

No requirements

Context errors

CRRC1.: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE

6.2.7.23.2 Test suite files
Test Script: AP2PAH-CLR 1ser APl 2 PAH CLER 1.scr
Test Applet: ARL2 PAH CLR 1java
Clean-up-Seript———— AP 2 PAH-CLR Leclr APl 2 PAH _CLER 1.java
Load Script: API_2 PAH CLER 1.ldr
Cleanup Script: APl 2 PAH CLER 1.clr
6.2.7.23.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler Result of getLength() is not null

Select Command Details TLV
Call the getLength() method

Clear the handler Result of getLength() is O
Call the getLength() method

2 Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT is thrown

6.2.7.23.4 Test Coverage
CRR number Test case number
N1 1
N2 2
C1 Does not apply for

Proactive Handler

6.2.8 Class ProactiveResponseHandler

6.2.8.1  Method copyAdditionallnformation

Test Area Reference: API_2 PRH_CPAI_BSS

6.2.8.1.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copyAdditionallnformation(byte[] dstBuffer,
short dstOffset,
short dstLength)

_— Tool kit Exception throws java.l ang. Nul | Poi nt er Excepti on,
j ava. |l ang. Arrayl ndexQut O BoundsExcepti on,
Tool ki t Excepti on




Normal execution

CRRNL1: The copyAdditionalinformation() method shall copy a part of the additional information field from Result
TLV element in dstBuffer, using dstOffset and dstLength.

CRRN2: dstBuffer shall only be modified from dstOffset to (dstOffset + dstLength — 1) (included).
CRRN3: The method returns (dstOffset + dstLength).
CRRN4: If a Result TLV element is available, it becomes the TLV selected after a call to the method.

CRRNS5: The method shall copy from the first Result TLV.

Parameter errors
CRRP1: A NullPointerException shall be thrown if dstBuffer is null.
CRRP2: An ArraylndexOutOfBoundsException shall be thrown if dstOffset or dstLength or both would cause
access outside array bounds.
Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Result TLV
element.

CRRC2: A ToolkitException.OUT_OF_TLV_BOUNDARIES shall be thrown if dstLength is greater than the value
field of the available TLV.

6:281.36.2.8.1.2 Test Suite files

Test Script: APl 2 PRH CPAI BSS 1.scr

Test Applet: APl 2 PRH CPAI BSS 1.java

Load Script: APl 2 PRH CPAI BSS 1.ldr

Cleanup Script: APl 2 PRH CPAI BSS 1.clr

6.2.8.1.3 Test procedure

Id Description API Expectation APDU Expectation

1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier =0 command
dcs = 4
buffer = "Text"

Terminal Response with 11 additional byt es

Result TLV = 03 0C 01 01 23 45 67 89 AB
CD EF 01 23 45

NULL as parameter to dstBuffer NullPointerException is thrown

dst Buf fer = NULL

2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 10 n is thrown
dstOffset = 11
dstLength = 0

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 10 nis thrown

dstOffset = -1
dstlLength = 1

4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 10 n is thrown

dstOffset = 0
dstLength = 11

5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 10 n is thrown
dstOffset = 6
dstlLength = 5

6 dstLength < 0 ArraylndexOutOfBoundsExceptio




dstBuffer.length = 10 n is thrown
dstOffset = 6
dstlLength = -1
7 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 5 additional bytes
Result TLV = 03 06 01 01 23 45 67 89
Successfull call, dstBuffer is the whole buffer | result of
dstBuffer.length = 5 copyAdditionallnformation() is
dstOffset = 0 05h.
dstLength = 5
8 Compare dstBuffer using arrayCompare() result of arrayCompare() is 00h.
src = {01, 23, 45, 67, 89}
srcOffset = 00
dest = dstBuffer
destOffset = 0
length = 5
9 Call the getValueLength() method Result is 06h.
10 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 6 additional bytes
Result TLV = 03 07 01 AB CD EF FE DC BA
Successfull call, dstBuffer is part of a buffer | result of
dstBuffer.length = 7 copyAdditionallnformation() is
dstOffset = 2 07h.
dstlLength = 5
11 Compare dstBuffer using arrayCompare() result of arrayCompare() is 00h.
src = {AB, CD, EF, FE, DC}
srcOFfset = 00
dest = dstBuffer
dest Offset = 2
length = 5
12 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 7 additional bytes
Result TLV = 03 08 01 FE DC BA 98 76 54
32
Successfull call, dstBuffer is part of a buffer | result of
dstBuffer.length = 7 copyAdditionallnformation() is
dstOffset = 0 05h.
dstLength = 5
13 Compare dstBuffer using arrayCompare() result of arrayCompare() is 00h.
src = {FE, DC, BA, 98, 76}
srcOffset = 00
dest = dstBuffer
destOffset = 0
length = 5
14 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 8 additional bytes
Result TLV = 03 09 01 00 11 22 33 44 55
66 77
Successfull call, dstBuffer is the whole buffer | result of
dstBuffer.length = 9 copyAdditionallnformation() is
dstOffset = 2 07h.
dstLength = 5
15 Compare dstBuffer using arrayCompare() result of arrayCompare() is 00h.
src = {00, 11, 22, 33, 44}
srcOffset = 00
dest = dstBuffer
destOFfset = 2
length = 5
16 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive

command




Terminal Response with F2h additional byt es

Result TLV = 03 81 F3 01 00 01 02 03...

Successfull call to the method
dstBuffer.length = F2h
dstOffset = 0
dstLength = F2h

result of
copyAdditionallnformation() is
F2h.

17

Compare dstBuffer using arrayCompare()

src = {00, 01, 02, 03, 04.}
srcOfFfset = 00

dest = dstBuffer

destOffset = 0

I ength = F2h

result of arrayCompare() is 00h.

18

Call the getValueLength() method

Result is F3h.

19

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with 5 additional bytes

Result TLV = 03 06 01 00 11 22 33 44

dstLength > data available
dstBuffer.length = 6
dstOffset = 0
dstLength = 6

OUT_OF_TLV_BOUNDARIES
ToolkitException is thrown

20

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with 5 additional bytes

Result TLV = 03 06 01 00 11 22 33 44

Initialise dstBuffer
dst Buffer = {00h, 01h, 02h, 03h.}

Call the copyAdditionallnformation() met hod
dstBuffer.length = 20

dstOffset = 5

dstLength = 5

Compare dstBuffer using arrayCompare()
src ={
00h, 01h, 02h, 03h, 04h,
00h, 11h, 22h, 33h, 44h,
0Ah, 0Bh, 0Ch, 0ODh, OEh,
OFh, 10h, 11h, 12h, 13h}
srcOffset =0
dest = dstBuffer
destOFfset = 0
length = 20

result of arrayCompare() is 00h

21

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with 2 Result TLV
elements

1st Result TLV = 03 06 01 01 23 45 67 89
2nd Result TLV = 03 01 00

Successfull call to
copyAdditionallnformation()
dstBuffer.length = 5
dstOffset = 0
dstlLength = 5

result of
copyAdditionallnformation() is
05h.

22

Compare dstBuffer using arrayCompare()

src = {01, 23, 45, 67, 89}
srcOfset = 00

dest = dstBuffer
destOffset = 0

length = 5

result of arrayCompare() is 00h.

23

Call the getValueLength() method

Result is 06h.

24

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response without Result Simple
TLV

ToolkitException.UNAVAILABLE
_ELEMENT is thrown by send()




ProactiveResponseHandler, getTheHandler | ToolkitException.UNAVAILABLE

call copyAdditionallnformation() _ELEMENT is thrown
6.2.8.1.4 Test Coverage
CRR number Test case number
N1 8,11, 13, 15, 17, 20, 22
N2 20
N3 7,10, 12, 14, 16, 21
N4 9, 18, 23
N5 21,22, 23
P1 1
P2 2,3,4,5,6
C1l 24
C2 19

6.2.8.2  Method copyTextString_

Test Area Reference: API_2 PRH_CPTS BS

6.2.8.2.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copyTextString(byte[] dstBuffer,
short dstOffset)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

Normal execution

CRRNL1: The copyTextString() method copies the text string value from the first Text String TLV element, using
dstBuffer and dstOffset.

CRRN2: If a Text String TLV element is available, it becomes the TLV selected.

CRRN3: The method returns (dstOffset + length of copied value).

Parameter errors
CRRP1: A NullPointerException shall be thrown if dstBuffer is null.

CRRP2: A ArraylndexOutOfBoundsException shall be thrown if dstOffset or dstOffset + (length of the TextString
to be copied, without the Data Coding Scheme included), as specified for the returned value, would cause access
outside array bounds.

Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Text String TLV
element.

6.2.8.2.36.2.8.2.2 Test Suite files
Test Script: __API_2 PRH_CPTS_BS_1l.scr

Test Applet: APL2 PRH-CPTS BS ljava



Load-Seript— APl 2 PRH_CPTS BS 1.java
Load Script: API_2 PRH_CPTS BS 1.ldr

Clean-up Script: API_2 PRH_CPTS BS 1l.clr

6.2.8.2.3

Test procedure

Id

Description

API| Expectation

APDU Expectation

1

Build and send a GET INPUT command
qualifier = 00h
dcs = 04h
buffer = 'Text'
m nRespLengt h = 00h
maxResplLengt h = FFh

GET INPUT Proactive
command

Terminal Response

Text String TLV = 0D 02 04 41

ProactiveResponseHandler.getTheHandler() ;
call the copyTextString() method with a null
dstBuffer

dst Buf fer nul |
dst O f set 0

NullPointerException is thrown

Build and send a GET INPUT command

GET INPUT Proactive
command
Proactive

Terminal Response

Text String TLV = 0D 04 04 "ABC'

dstOffset + text length > dstBuffer.length

dstBuffer.length = 04h
dst O0ffset = 02h

ArraylndexOutOfBoundsException
is thrown

dstOffset <0

dstBuffer.length = 04h
dstOffset = -1

ArraylndexOutOfBoundsException
is thrown

Build and send a DISPLAY TEXT command
qualifier = 00h
dcs = 04h
buffer ="' Text'

DISPLAY TEXT
Proactive command

Terminal Response without Text String TLV

ProactiveResponseHandler.getTheHandler() ;
call the copyTextString() method

UNAVAILABLE_ELEMENT
ToolkitException is thrown

Build and send a GET INPUT command

GET INPUT Proactive
command
Proactive

Terminal Response with a null Text String TLV

Text String TLV = 0D 00

Initialise dstBuffer
dstBuffer = {FOOh, FOlh, FO02h, FO03h}

Call the copyTextString() method

dstBuffer.length = 04h
dst O fset = 02h

Result of copyTextString() is 02h

Compare dstBuffer using arrayCompare()

src = {0FOh, OF1h, OF2h, OF3h}
srcOfset = 00h

dest = dstBuffer

dest O0f f set = 00h

| ength = 04h

Result of arrayCompare() is 00h

Build and send a GET INPUT command

GET INPUT Proactive
command
Proactive

Terminal Response with text length = 01h

Text String TLV = 0D 02 04 41




Initialise dstBuffer
dst Buffer = {00h, 01h, 02h, 03h}

Call the copyTextString() method

dstBuffer.length = 04h
dst O fset = 00h

Result of copyTextString() is 01h

8 Compare dstBuffer using arrayCompare() Result of arrayCompare() is 00h
src = {41h, 01h, 02h, 03h}
srcOFfset = 00h
dest = dstBuffer
dest O fset = 00h
| ength = 04h
9 Build and send a GET INPUT command GET INPUT Proactive
command
Proactive
Terminal Response with text length = 02h
Text String TLV = 0D 03 04 42 43
Initialise dstBuffer
dst Buf fer = {00h, 01h, 02h, 03h}
Call the copyTextString() method Result of copyTextString() is 04h
dstBuffer.length = 04h
dst O0f fset = 02h
10 Compare dstBuffer using arrayCompare() Result of arrayCompare() is 00h
src = {00h, 01h, 42h, 43h}
srcOffset = 00h
dest = dstBuffer
dest Of fset = 00h
I ength = 04h
11 Call the getValueLength() method Result is 03h
12 Build and send a GET INPUT command GET INPUT Proactive
command
Terminal Response with text length = 7Eh
Text String TLV = OD 7F 04 01 02 ...7E
Initialise dstBuffer
dst Buffer = {00h, 00h ...00h}
Call the copyTextString() method Result of copyTextString() is 7Eh
dstBuffer.length = 7Eh
dst O fset = 00h
13 Compare dstBuffer using arrayCompare() Result of arrayCompare() is 00h
src = {01lh, .., 7Eh}
srcOFfset = 00h
dest = dstBuffer
dest O fset = 00h
| ength = 7Eh
14 Call the getValueLength() method Resultis 7Fh
15 Build and send a GET INPUT command GET INPUT Proactive
command
Terminal Response with text length = 7Fh
Text String TLV = 0D 81 80 04 01 02 ..7F
Initialise dstBuffer
dst Buf fer = {00h, O1h ...FFh}
Call the copyTextString() method Result of copyTextString() is 8Fh
dstBuffer.length = FFh
dst Of fset = 10h
16 Compare dstBuffer using arrayCompare() Result of arrayCompare() is 00h

src = {00h, O1h, ...0Fh,
01h, ..7Fh, 8Fh, ...FFh}
srcOfset = 00h

dest = dstBuffer
dest O0f fset = 00h

I ength = FFh




17 Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = EFh

Text String TLV = 0D 81 FO 04 01 02 ...EF

Initialise dstBuffer
dst Buffer = {00h, 00h ...00h}

Call the copyTextString() method Result of copyTextString() is EFh

dstBuffer.length = FFh
dst O fset = 00h

18 Compare dstBuffer using arrayCompare() Result of arrayCompare() is 00h

src = {01h, ..EFh, 00h ...00h }
srcOffset = 00h

dest = dstBuffer

dest O fset = 00h

| ength = FFh

19 Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with two Text String TLV

1st Text String TLV = OD 03 04 42 43
2nd Text String TLV = OD 02 04 44

Initialise dstBuffer
dst Buffer = {00h, 01h, 02h, 03h}

Call the copyTextString() method Result of copyTextString() is 04h

dstBuffer.length = 04h
dstOffset = 02h

20 Compare dstBuffer using arrayCompare() Result of arrayCompare() is 00h

src = {00h, 01h, 42h, 43h}
srcOfFfset = 00h
dest = dstBuffer
dest O fset = 00h

| ength = 04h
21 Call the getValueLength() method Result is 03h
6.2.8.24 Test Coverage
CRR number Test case number
N1 6, 8, 10, 13, 16, 18, 20
N2 11, 14, 21
N3 5,7,9,12,15,17,19
P1 1
P2 2,3
C1l 4

6.2.8.3  Method getAdditionalinformationLength
Test Area Reference: API_2 PRH_GTIL

6.2.8.3.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getAdditionallnformationLength()
t hrows Tool ki t Excepti on

Normal execution

CRRN1: This method returns the length of the additional information field from the first Result TLV in the

ProactiveResponseHandler.




CRRN2: After a successful execution of the method, the Result TLV becomes the selected TLV of the

ProactiveResponseHandler.

Parameter errors

No requirements

Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Result TLV

6.2.8.3-36.2.8.3.2
Test Script:

Test Applet:

element.

Test Suite files

~_API_2_PRH_GTIL_1.scr
APL_2 PRH GTIL 1 java

Load-Seript— API_2 PRH_GTIL_1.java

Load Script:
Clean-up Script:

6.2.8.3.3

API_2_PRH_GTIL_1.Idr
API_2_PRH_GTIL_1.clr

Test procedure

Id

Description

API| Expectation

APDU Expectation

1

Build and send a DISPLAY TEXT command
qualifier = 00h
dcs = 04h
buffer = ' Text'

DISPLAY TEXT Proactive
command

Terminal Response without additional
information

ProactiveResponseHandler.getTheHandler() ;
call the getAdditionallnformationLength()
method

Result is 00h

Call the getValueLength() method

Resultis 01h

Build and send a DISPLAY TEXT command

DISPLAY TEXT
ProactiveProactive
command

Terminal Response with 1 additional byte

Result TLV = 03 02 02 55

ProactiveResponseHandler.getTheHandler() ;
call the getAdditionallnformationLength()
method

Result is 01h

Call the getValueLength() method

Result is 02h

Build and send a DISPLAY TEXT command

DISPLAY TEXT
ProactiveProactive
command

Terminal Response with 7Eh additional bytes

Result TLV = 03 7F 02 55 55 55 ...

ProactiveResponseHandler.getTheHandler() ;
call the getAdditionallnformationLength()
method

Result is 7Eh

Call the getValueLength() method

Result is 7Fh

Build and send a DISPLAY TEXT command

DISPLAY TEXT
Proactive command

Terminal Response with 7Fh additional byt es

Result TLV = 03 81 80 02 55 55 55 ...

ProactiveResponseHandler.getTheHandler() ;
call the getAdditionallnformationLength()

Result is 7Fh




method

8 Call the getValueLength() method Result is 80h

9 Build and send a DISPLAY TEXT command DISPLAY TEXT
Proactive command

Terminal Response with 80h additional bytes

Result TLV =03 8181 02 555555 ...

ProactiveResponseHandler.getTheHandler() ; | Resultis 80h
call the getAdditionallnformationLength()

method
10 Call the getValueLength() method Result is 81h
11 Build and send a DISPLAY TEXT command DISPLAY TEXT

Proactive command

Terminal Response with F2h additional bytes

Result TLV = 03 81 F3 02 55 55 55 ...

ProactiveResponseHandler.getTheHandler() ; | Result is F2h
call the getAdditionallnformationLength()

method
12 Call the getValueLength() method Result is F3h
13 Build and send a DISPLAY TEXT command DISPLAY TEXT

Proactive command

Terminal Response with 2 Result TLV

1st Result TLV = 03 03 02 01 23
2nd Result TLV = 03 01 00

ProactiveResponseHandler.getTheHandler() ; | Resultis 02h
call the getAdditionallnformationLength()

method
14 Call the getValueLength() method Result is 03h
15 Build and send a DISPLAY TEXT command DISPLAY TEXT

Proactive command

Terminal Response without Result Simple ToolkitException.UNAVAILABLE_E
TLV LEMENT is thrown by send()

Get ProactiveResponseHandler

Call the getAdditionallnformationLength() ToolkitException.UNAVAILABLE_E
method LEMENT is thrown by
getAdditionallnformationLength ()

6.2.8.34 Test Coverage
CRR number Test case number
N1 1,3,5,7,9, 11, 13
N2 2,4,6,8,10,12, 14
Cil 15

6.2.8.4 Method getGeneralResult
Test Area Reference: APl 2 PRH_GTGR

6.2.8.4.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte get General Result()
t hrows Tool ki t Excepti on



Normal execution
CRRNL1: This method returns the general result of a proactive command.

CRRNZ2: After a successful execution of the method, the Result TLV becomes the selected TLV of the
ProactiveResponseHandler.

Parameter errors

No requirements

Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Result TLV
element.

CRRC2: A ToolkitException.OUT_OF _TLV_BOUNDARIES shall be thrown if the general result byte is missing
in the Result Simple TLV.

6:2.8-4.36.2.8.4.2 Test Suite files

Test Script: ___API_ 2 PRH_GTGR_1.scr
Test Applet: APL2 PRH-GTGR 1ljava
Load-Seript—_API_2 PRH_GTGR_1.java
Load Script: APl _2 PRH_GTGR_1.ldr
Clean-up Script: APl 2 PRH_GTGR_1l.clr
6.2.8.4.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
gg:l i:f iOZL = 00h command

buffer = ' Text'

Terminal Response with General Result = 00
(command performed successfully)

ProactiveResponseHandler.getTheHandler() | Result of getGeneralResult() is 00h
Call the getGeneralResult() method

2 Call the getValueLength() method Resultis 01h

3 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command

Terminal Response with General Result = 01,
without Additional information on result
(command performed with partial
comprehension)

ProactiveResponseHandler.getTheHandler() | Result of getGeneralResult() is 01h
Call the getGeneralResult() method

4 Call the getValueLength() method Resultis 01h

5 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command

Terminal Response with General Result = 01,
with Additional information on result

Result TLV = 03 02 01 55 (command

performed with partial conprehension)

ProactiveResponseHandler.getTheHandler() | Result of getGeneralResult() is 01h
Call the getGeneralResult() method

6 Call the getValueLength() method Result is 02h




7 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with General Result = 02
Result TLV = 03 04 02 65 43 21 (M ssing
i nf or mati on)
ProactiveResponseHandler.getTheHandler() | Result of getGeneralResult() is 02h
Call the getGeneralResult() method
8 Call the getValueLength() method Result is 04h
9 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 7Fh additional byt es
Result TLV = 03 81 80 02 55 55 55 ...
ProactiveResponseHandler.getTheHandler() ; | Result is 02h
call the getGeneralResult() method
10 Call the getValueLength() method Result is 80h
11 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 2 Result TLV
1st Result TLV = 03 02 02 12
2nd Result TLV = 03 03 03 34 56
ProactiveResponseHandler.getTheHandler() ; | Resultis 02h
call the getGeneral Result() method
12 Call the getValueLength() method Result is 02h
13 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response without Result Simple ToolkitException.UNAVAILABLE_E
TLV LEMENT is thrown by send()
ProactiveResponseHandler.getTheHandler() ; | UNAVAILABLE_ELEMENT
call the getGeneralResult() method ToolkitException is thrown
14 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response without General Result | ToolkitException.UNAVAILABLE_E
Byte in Result Simple TLV LEMENT is thrown by send()
ProactiveResponseHandler.getTheHandler() ; | OUT_OF_TLV_BOUNDARIES
call the get General Result() method ToolkitException is thrown
Result TLV = 03 00
6.2.8.44 Test Coverage
CRR number Test case number
N1 1,3,5,7,9,11
N2 2,4,6,8,10,12
C1 13
Cc2 14




6.2.8.5

Method getltemIdentifier

Test Area Reference: API_2 PRH_GTII

6.2.8.5.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getltem dentifier()

t hrows Tool ki t Excepti on

Normal execution

CRRN1: The method returns the item identifier byte value from the first Item Identifier TLV element.

CRRN2: If an Item Identifier TLV element is available, it becomes the TLV selected.

Parameter errors

No requirements

Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Item Identifier

TLV element.

CRRC2: A ToolkitException.OUT_OF_TLV_BOUNDARIES shall be thrown if the item identifier byte is missing

6:2.8-5-:36.2.8.5.2
Test Script:
Test Applet:

in the Item Identifier Simple TLV.

Test Suite files

__API_2_PRH_GTII_1.scr
APL2 PRH GTH-1java

Load-Seript— API_2 PRH_GTII_1.java

Load Script:
Clean-up Script:

API_2_PRH_GTII_L.ldr
API_2_PRH_GTII_1.clr

6.2.8.5.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive

command

Terminal Response (no Item Identifier TLV
available)

Call to getltemldentifier() with unavailable
Item Identifier TLV

UNAVAILABLE_ELEMENT
ToolkitException is thrown

Build and send a SELECT ITEM command
with 2 items (ID=01, 02)

SELECT ITEM Proactive
command

Terminal Response with Iltem 1 selected

Itemldentifier TLV = 10 01 01

Call the getltemldentifier() method

Resultis 01h

Call the getValueByte() method
val ueOf fset = 00h

Result is 01h

Build and send a SELECT ITEM command
with 3 items (ID=03, 05, 07)

SELECT ITEM Proactive
command




Terminal Response with Item 5 selected

Itemldentifier TLV = 10 01 05

Call the getltemldentifier() method Result is 05h
5 Call the getValueByte() method Result is 05h
val uef f set = 00h
6 Build and send a SELECT ITEM command SELECT ITEM Proactive
with 3 items (ID=FDh, FEh, FFh) command

Terminal Response with Item FFh selected

Itemldentifier TLV = 10 01 FF

Call the getltemldentifier() method Result is FFh
7 Call the getValueByte() method Result is FFh
val uef f set = 00h
8 Build and send a SELECT ITEM command SELECT ITEM Proactive
with 3 items (ID=FDh, FEh, FFh) command

Terminal Response with 2 Item Identifier TLV

1st Itemldentifier TLV = 10 01 FFh
2nd Itemldentifier TLV = 10 01 FEh

Call the getltemldentifier() method Result is FFh
9 Call the getValueByte() method Result is FFh
val ueOf f set = 00h
10 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command

Terminal Response without item identifier in
the Item Identifier Simple TLV

Itemldentifier TLV = 10 00

Call to getltemIdentifier() OUT_OF_TLV_BOUNDARIES
ToolkitException is thrown

6.2.8.5.4 Test Coverage
CRR number Test case number
N1 2,4,6,8
N2 3,5,7,9
C1l 1
C2 10

6.2.8.6  Method getTextStringCodingScheme
Test Area Reference: API_2 PRH_GTCS

6.2.8.6.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte get Text StringCodi ngScheme()
throws Tool ki t Excepti on

Normal execution
CRRNL1: This method returns the data coding scheme from the first Text String TLV element.

CRRN2: If a Text String TLV element is available, it becomes the TLV selected.

Parameter errors

No requirements



Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Text String TLV
element.

CRRC2: A ToolkitException.OUT_OF_TLV_BOUNDARIES shall be thrown if the Text String TLV is present
with a length of 0.

6.2.8.6:36.2.8.6.2 Test Suite files

Test Script: __ APl 2 PRH_GTCS 1.scr
Test Applet: APL2 PRH GTCS 1java
Load-Seript— APl 2 PRH _GTCS 1.java
Load Script: APl _2 PRH_GTCS 1.ldr
Clean-up Script: APl 2 PRH_GTCS 1l.clr
6.2.8.6.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response (no Text String TLV
element available)
Call to getTextStringCodingScheme() with UNAVAILABLE_ELEMENT
unavailable Text String TLV ToolkitException is thrown
2 Build and send a GET INPUT command GET INPUT Proactive
command
Terminal Response with a null Text String TLV
Text String TLV = 0D 00
Call the getTextStringCodingScheme() OUT_OF_TLV_BOUNDARIES
method ToolkitException is thrown
3 Build and send a GET INPUT command GET INPUT Proactive
command
Terminal Response with text length = 01h, DCS
= 04h
Text String TLV = 0D 02 04 "A"
Call the getTextStringCodingScheme() met hod | Result is 04h
4 Call the getValueLength() method Result is 02h
5 Build and send a GET INPUT command GET INPUT Proactive
command
Terminal Response with text length = 02h,
DCS = 00h
Text String TLV = 0D 03 00 "BB"
Call the getTextStringCodingScheme() Result is 00h
method
6 Call the getValueLength() method Result is 03h
7 Build and send a GET INPUT command GET INPUT Proactive
command




Terminal Response with text length = 7Eh,
DCS = 08h

Text String TLV = 0D 7F 08 01 02 ...7E

Call the getTextStringCodingScheme()
method

Result is 08h

Call the getValueLength() method

Result is 7Fh

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = 7Fh,
DCS = 04h

Text String TLV = 0D 81 80 04 01 02 ...7F

Call the getTextStringCodingScheme()
method

Result is 04h

10

Call the getValueLength() method

Result is 80h

11

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = EFh,
DCS = 08h

Text String TLV = 0D 81 FO 08 01 02 ...EE
EF

Call the getTextStringCodingScheme()
method

Result is 08h

12

Call the getValueLength() method

Result is FOh

13

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with 2 Text String TLV

0D 02 04 41
OD 03 08 42 43

1st Text String TLV
2nd Text String TLV

Call the getTextStringCodingScheme()
method

Result is 04h

14

Call the getValueLength() method

Result is 02h

6.2.8.6.4 Test Coverage

CRR number

Test case number

N1

3,5,7, 911,13

N2

4,6,8,10,12,14

C1

1

Cc2

2

6.2.8.7 Method GetTextStringLength
Test Area Reference: API_2 PRH_GTTL

6.2.8.7.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getTextStringlLength()




t hrows Tool ki t Excepti on

Normal execution

CRRNL1: The getTextStringLength() method returns the text string length value from the first Text String TLV
element.

CRRN2: If a Text String TLV element is available, it becomes the TLV selected.
Parameter errors
No requirements

Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Text String TLV
element.

6:2.8-736.2.8.7.2 Test Suite files

Test Script: __ APl 2 PRH_GTTL 1.scr
Test Applet: APL2 PRH GTTL 1java
Load-Seript- APl 2 PRH_GTTL 1.java
Load Script: APl 2 PRH_GTTL_1.dr
Clean-up Script: APl 2 PRH_GTTL_ 1lclr
6.2.8.7.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response (no Text String TLV
element available)
Call to getTextStringLength() with unavailable | UNAVAILABLE_ELEMENT
Text String TLV ToolkitException is thrown
2 Build and send a GET INPUT command GET INPUT Proactive
command
Terminal Response with a null Text String TLV
Text String TLV = 0D 00
Call the getTextStringLength() method Result is 00h
3 Call the getValueLength() method Result is 00h
4 Build and send a GET INPUT command GET INPUT Proactive
command
Terminal Response with text length = 01h,
DCS = 04h
Text String TLV = 0D 02 04 "A"
Call the getTextStringLength() method Resultis 01h
5 Call the getValueLength() method Result is 02h
6 Build and send a GET INPUT command GET INPUT Proactive
command
Terminal Response with text length = 02h,
DCS = 00h




Text String TLV = 0D 03 00 "BB"

Call the getTextStringLength() method Result is 02h
7 Call the getValueLength() method Result is 03h
8 Build and send a GET INPUT command GET INPUT Proactive

command

Terminal Response with text length = 7Eh,

DCS =08h
Text String TLV = 0D 7F 08 01 02 ...7E
Call the getTextStringLength() method Resultis 7Eh
9 Call the getValueLength() method Resultis 7Fh
10 Build and send a GET INPUT command GET INPUT Proactive

command

Terminal Response with text length = 7Fh,

DCS =04h
Text String TLV = 0D 81 80 04 01 02 ...7F
Call the getTextStringLength() method Resultis 7Fh
11 Call the getValueLength() method Result is 80h
12 Build and send a GET INPUT command GET INPUT Proactive

command

Terminal Response with text length = EFh,

DCS = 04h
Text String TLV = 0D 81 FO 04 01 02 ...EE
= Call the getTextStringLength() method Result is EFh
13 Call the getValueLength() method Result is FOh
14 Build and send a GET INPUT command GET INPUT Proactive

command

Terminal Response with 2 Text String TLV
1st Text String TLV = 0D 02 04 41
2nd Text String TLV = 0D 03 08 42 43

Call the getTextStringLength() method Resultis 01h
15 Call the getValueLength() method Result is 02h
6.2.8.74 Test Coverage
CRR number Test case number
1 2,4,6,8,10,12,14
2 3,5,7,9,11,13,15
3 1

6.2.8.8  Method getTheHandler
Test Area Reference: API_2 PRH_GTHD

6.2.8.8.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public static ProactiveResponseHandl er get TheHandl er ()
t hrows Tool ki t Excepti on




Normal execution

CRRN1: The method shall return the single system instance of the ProactiveHandler class.

CRRN2: The EnvelopeHandler is a Temporary JCRE Entry Point Object

Parameter errors

No requirements

Context errors

CRRC1: The method shall throw ToolkitException.HANDLER_NOT_AVAILABLE if the handler is busy.

6.2.8.8.36.2.8.8.2 Test Suite files

Test Script: __ APl 2 PRH_GTHD_1.scr
Test Applet: ARL2 PRH GTHD 1java
Load-Seript— API_2 PRH_GTHD_1.java

Load Script: APl 2 PRH_GTHD _1.ldr

Clean-up Script:

API_2_PRH_GTHD_1.clr

6.2.8.8.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Build and send a Proactive Command Proactive Command

Terminal Response

getTheHandler() twice

The returned objects shall be the
same

2 getTheHandler() The reference shall be a
ProactiveResponseHandler
3 getTheHandler() The reference shall not be null
6.2.8.84 Test Coverage
CRR number Test case number
N1 1,2,3
N2 To be checked in
Framework tests and
insert here cross
reference
C1 To be checked in
Framework tests and
insert here cross
reference
6.2.8.9 Method getLength
Test Area Reference API_2 PRH_GLEN
6.2.8.9.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getLength()
t hrows Tool ki t Excepti on




Normal execution

CRRNL1: returns the length in bytes of the TLV list.
Parameter errors

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6:2.8-9-36.2.8.9.2 Test Suite files
Test Script: _ APl 2 PRH_GLEN_1.scr
Test Applet: ARPL2 PRH GLEN-1java

Load-Seript— APl 2 PRH_GLEN_1.java
Load Script: API_2 PRH_GLEN_1.ldr

Clean-up Script: API_2 PRH_GLEN 1.clr

6.2.8.9.3 Test procedure

Id Description API| Expectation APDU Expectation

1 Build and send a Display Text command DISPLAY TEXT Proactive
command

Terminal Response without additional
information in General Result TLV

ProactiveResponseHandler.getTheHandler() | Result of getLength() is 12
get Lengt h()

2 Build and send a Display Text command DISPLAY TEXT Proactive
command

Terminal Response with F2h additional
information in General Result TLV

ProactiveResponseHandler.getTheHandler() | Result of getLength() is FFh

getLength()
6.2.8.94 Test Coverage
CRR number Test case number
N1 1,2
C1 Does not apply for
Proactive Response
Handler

6.2.8.10 Method copy
Test Area Reference API_2 PRH_COPY_BSS

6.2.8.10.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,
short dstOff set,
short dstLength)
_ ToolkitExeceptionthrows java.l ang. Nul |l Poi nt er Excepti on,




java. |l ang. Arrayl ndexQut O BoundsExcepti on,
Tool ki t Excepti on

Normal execution
CRRNL1: copies the simple TLV list contained in the handler to the destination byte array.
CRRN2: returns dstOffset + dstLength.

Parameter errors
CRRP1: if dstBuffer is null a NullPointerException is thrown.

CRRP2;: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative, an
ArraylndexOutOfBoundsException is thrown.

CRRP3: if dstLength is grater than the length of the simple TLV List, an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException. OUT_OF TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6:2.810.36.2.8.10.2 Test Suite files

Test Script: ___API_2 PRH_COPY_BSS 1.scr
Test Applet: ARL-2 PRH COPY BSS 1java
Load-Seript—_API_2 PRH_COPY_BSS 1.java
Load Script: API_2 PRH_COPY_BSS 1.ldr
Clean-up Script: API_2 PRH_COPY_BSS 1.cIr
6.2.8.10.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a DISPLAY TEXT command DISPLAY TEXT Proactive

command

Terminal Response without Additional
Information in General Result TLV:
81 03 01 21 00 02 02 82 81 03 01 00

ProactiveResponseHandler.getTheHandler() | NullPointerException is thrown
copy() with NULL as parameter to dstBuffer

2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 6
dstlLength = 0

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOffset = -1
dstLength = 1

4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOffset = 0
dstlLength = 6

5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOffset = 0




dstlLength = -1

7 dstLength > length of the simple TLV list ToolkitException.OUT_OF_TLV_

dstBuffer.length = 13 BOUNDARIES is thrown
dstOffset = 0

dstLength = 13

8 | Successful call, dstBuffer is the whole buffer | Result of copy() is 12
dstBuffer.length = 12
dstOffset = 0
dstLength = 12

9 Compare the buffer with buffer: Result of arrayCompare() is O
81 03 01 21 00 02 02 82 81 03 01 00

10 | Successful call, dstBuffer is part of a buffer | Result of copy() is 15
dstBuffer.length = 20
dstOffset = 3
dstlLength = 12

11 Compare the whole buffer Result of arrayCompare() is O
Ref erence =
00 01 02

81 03 01 21 00
02 02 82 81
03 01 00

OF 10 11 12 13

12 Initialize dstBuffer
dstBuf fer = 00h 01h 02h ...13h

Successful call, dstBuffer is part of a buffer | Result of copy() is 12
dstBuffer.length = 20
dstOffset = 3
dstLength = 9

13 Compare the whole buffer Result of arrayCompare() is 0
Ref erence =
00 01 02

81 03 01 21 00
02 02 82 81
0C 0D OE

OF 10 11 12 13

6.2.8.10.4 Test Coverage
CRR number Test case number
N1 9,11, 13
N2 8,10, 12
P1 1
P2 2,3,4,5,6
P3 7
C1 Does not apply for
Proactive Response
Handler
6.2.8.11 Method findTLV
Test Area Reference API_2 PRH_FINDBB
6.2.8.11.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)
t hrows Tool ki t Excepti on

Normal execution
Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):
CRRNL1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

CRRN2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag is
set.



CRRNa3: if the method is successful then it returns TLV_FOUND_CR_NOT_SET when Comprehension Required

flag is not set.

CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined and

TLV_NOT_FOUND is returned.

CRRNS5: The search method is comprehension required flag independent.

Parameter errors

CRRP1: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.

Context errors

The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

6:2811.36.2.8.11.2 Test Suite files

ToolkitException HANDLER_NOT_AVAILABLE.

Test Script: ___API_2 PRH_FINDBB_1.scr
Test Applet: ARI-2 PRH-FINDBB 1java
Load Seript- APl 2 PRH_FINDBB 1.java
Load Script: APl 2 PRH_FINDBB_1.ldr
Clean-up Script: API_2 PRH_FINDBB_1.cIr
6.2.8.11.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 2 General Result TLV
81 03 01 21 00
82 02 82 81
03 01 00
03 02 01 12
findTLV() with Invalid input parameter ToolkitException.BAD_INPUT_P
occurrence = 0 ARAMETER is thrown
2 Search 1st TLV Resultis TLV_FOUND_CR_SET
tag = 01h
occurrence = 1
3 Call the getValueLength() method Result is 03h
4 Search 2nd TLV Resultis TLV_FOUND_CR_SET
tag = 02h
occurrence = 1
5 Call the getValueLength() method Result is 02h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
tag = 04h
occurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT shall be thrown
8 Search a tag with wrong occurrence Resultis TLV_NOT_FOUND
tag = 01h
occurrence = 2
9 Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT shall be thrown.
10 Search 3rd TLV Result is
tag = 03h TLV_FOUND_CR_NOT_SET
occurrence = 1
11 Call the getValueLength() method Resultis 01h




12 Search 3rd TLV Result is
tag = 03h TLV_FOUND_CR_NOT_SET
occurrence = 2

13 Call the getValueLength() method Result is 02h

14 Search-tag-83h Resultis-
tag—=83h B e =
occurrence — 1

14 Search tag 83h Result is
Tag = 83h TLV_FOUND CR_NOT_SET
Cccurrence = 1

15 Search tag 82h Resultis TLV-FOUND-CR-SET
e
occurrence =1

15 Search tag 82h Resultis TLV_FOUND_CR_SET
Tag = 82h
CQccurrence = 1

6.2.8.11.4 Test Coverage
CRR number Test case number
N1 3,5,11,13
N2 2,4
N3 10,12
N4 6,7,8,9
N5 14,15
P1 1
C1 Does not apply for
Proactive Response
Handler

6.2.8.12 Method getValueLength
Test Area Reference API_2 PRH_GVLEN

6.2.8.12.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()
t hrows Tool ki t Excepti on

Normal execution

CRRNL: gets and returns the binary length of the value field for the last TLV element which has been found in the
handler.

Parameter errors

No requirements

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6:2812.36.2.8.12.2 Test Suite files

Test Script; API2 PRH GVLEN 1scr APl 2 PRH_GVLE lscr




Test Applet:

Clean-up Seript— API2 PRH GVLEN 1¢lrAP| 2 PRH_GVLE 1.java

Load Script:

APl _2 PRH GVLE_1.ldr

Cleanup Script:

API_2 PRH_GVLE 1.clr

6.2.8.12.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response
Text String TLV = 0D 00
get-Val-uelength()- —ELEMENT is-thrown
ProactiveResponseHandler.getTheHandler() | ToolkitException.UNAVAILABLE
Cet Val ueLengt h() ELEMENT is thrown
2 Search TLV 0Dh
get Val ueLengt h() Result is 00h
3 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response
Text String TLV = 0D 02 04 41
Search TLV 0ODh (Text String TLV)
get Val ueLengt h() Result is 02h
4 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 7Eh
Text String TLV = OD 7F 04 01 02 ...7E
Search TLV 0ODh (Text String TLV)
get Val ueLengt h() Result is 7Fh
5 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 7Fh
Text String TLV = 0D 81 80 04 01 02 ...7E
7F
Search TLV 0ODh (Text String TLV)
get Val ueLengt h() Result is 80h
6 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = EFh
Text String TLV = 0D 81 FO 04 01 02 ...EF
Search TLV ODh (Text String TLV)
get Val ueLengt h() Result is FOh
6.2.8.12.4 Test Coverage
CRR number Test case number
N1 2,3,4,5,6
Cl Does not apply for
Proactive Response
Handler
Cc2 1




6.2.8.13 Method getValueByte
Test Area Reference API_2 PRH_GVBYTS

6.2.8.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueC fset)
t hrows Tool ki t Excepti on

Normal execution

CRRNL1: Gets a byte from the last TLV element which has been found in the handler and returns its value (1 byte).

Parameter errors

CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6:-2.8-13.36.2.8.13.2 Test Suite files
Test Script: APRL2 PRH-GVBYTS - Lser APl 2 PRH_GVBYS 1.scr

Test Applet: APL2 PRH GVBYTS 1ljava
Clean-up-Seript———API2 PRH-GVBYTS1chk APl 2 PRH_GVBYS 1java
Load Script: APl 2 PRH_GVBYS 1.ldr

Cleanup Script: APl 2 PRH GVBYS 1.clr




6.2.8.13.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 7Eh
Text String TLV = OD 7F 04 01 02 ...7E
ProactiveResponseHandler.getTheHandler()
get Val ueByt e(0) ToolkitException.UNAVAILABLE
_ELEMENT is thrown
2 Search TLV 01h (Command Details TLV)
get Val ueByt e(3) ToolkitException.OUT_OF TLV_
BOUNDARIES is thrown
3 Search TLV 01h (Command Details TLV)
get Val ueByt e( 2) Result is 00h (qualifier)
4 Search TLV 02h (Device Identities TLV)
get Val ueByt e(0) Result is 82h (Source)
5 Search TLV ODh (Text String TLV)
get Val ueByt e( 7E) Result is 7Eh
6 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = EFh
Text String TLV = 0D 81 FO 04 01 02 ...7E
7F ...EF
Search TLV ODh (Text String TLV)
get Val ueByt e( 7E) Resultis 7Eh
I e Resultis 7Fh
7 | GetVal ueByt e(7F) Result is 7Fh
8 | getValueBytelER)- Resultis EFh
8 | GetVal ueByt e( EF) Result is EFh
6.2.8.13.4 Test Coverage
CRR number Test case number
N1 3,4,5,6,7,8
P1 2
Cl Does not apply for
Proactive Response
Handler
Cc2 1

6.2.8.14 Method copyValue

Test Area Reference API_2 PRH_CPYVS_BSS

6.2.8.14.1 Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueOfset,

byte[] dstBuffer,

short dstOffset,

short dst Length)

———throws java.lang. Nul | Poi nt er Excepti on,

- TeolkitExceptionj ava. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on




Normal execution
CRRNL1: copies a part of the last TLV element which has been found, into a destination. buffer.

CRRN2: returns dstOffset + dstLength.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException is thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException is thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall
be ToolkitException UNAVAILABLE_ELEMENT.

6:2814.36.2.8.14.2 Test Suite files

Test Script: ___API_2 PRH_CPYVS _BSS 1l.scr
Test Applet: ARL-2 PRH-CPYVS-BSS Lljava
Load-Seript—_API_2 PRH_CPYVS BSS 1.java
Load Script: API_2_PRH_CPYVS_BSS_1.ldr
Clean-up Script: APl 2 PRH_CPYVS BSS 1.clr
6.2.8.14.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response, Text String length =5
Text String TLV = 0D 06 04 01 02 ...05

ProactiveResponseHandler.getTheHandler()
Sel ect Text String TLV

a IR . —
CopyVvalue() with a null dstBuffer NullPointerException is thrown

2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 6
dstLength = 0

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOffset = -1
dstLength = 1

4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOfset = 0
dstLength = 6

5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOffset = 0




dstLength = -1

7 valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
val ueCf fset =7 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 0

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueO fset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 1

9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
valueOfset =0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfFfset = 0
dstLength = 7
valueCifset—=2 BOUNDARIES-is-thrown
et
dstOffset—=20
dstlLength =5

10 | ValueOffset + dstLength > Text String | ength | ToolkitException.OUT OF TLV
Val ueCffset = 2 BOUNDARIES is thrown
DstBuffer.length = 15
DstOffset = 0
DstLength = 5

11 Send a GET INPUT command GET INPUT Proactive

command
Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...OF
Proacti veResponseHandl er. get TheHand! er
—ELEMENT is-thrown
CopyVal ue() ToolkitException.UNAVAILABLE
ELEMENT is thrown
12 Select Text String TLV
Sreencoiulentl Poculiebecn Alnlunl o 17
valueOi fset =0
et
dstOffset—=20
dstlength = 17
Successful call Result of copyValue() is 17
Val ueOffset = 0
DstBuffer.length = 17
DstOffset = 0
DstlLength = 17
13 Compare buffer Resultis-00h
13 Compare buffer Result is 00h
Buffer = 04 00 01 ...0F
14 initialise dstBuffer
dstBuffer = 55 55 ...55
Successfulcall Resultof copyValue()is 15
valuetffset—=2
et e
dstOfifset =3
dstlength = 12
Successful call Result of copyValue() is 15
Val ueOf fset = 2
DstBuffer.length = 20
DstOffset = 3
DstLength = 12
15 Comparebuffer Resultis 00h
buffer =
5555 55 01 02
B
B




15 Compare buffer
Buffer =

55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Result is 00h

6.2.8.14.4 Test Coverage
CRR number Test case number
N1 13, 15
N2 12,14
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
C1 Does not apply for
Proactive Response
Handler
Cc2 11

6.2.8.15 Method compareValue
Test Area Reference API_2 PRH_CPRVS BSS

6.2.8.15.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueOfset,

——byte[] conpareBuffer,
——short conpareOfset,
——short conpar eLengt h)

—throws java.lang. Null Poi nt er Excepti on,

_ TeolkitExceptionj ava. |l ang. Arrayl ndexQut Of BoundsExcepti on,

Tool ki t Excepti on

Normal execution
Compares the last found TLV element with a buffer:

CRRN1: returns 0 if identical.

CRRN2: returns -1 if the first miscomparing byte in simple TLV List is less than that in compareBuffer.

CRRNa3: returns 1 if the first miscomparing byte in simple TLV List is greater than that in compareBuffer.

Parameter errors

CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset or compareLength or both would cause access outside array bounds, or if compareLength

is negative ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code shall

be ToolkitException UNAVAILABLE_ELEMENT.




6.2.8-15-36.2.8.15.2 Test Suite files
Test Script: ___API_2 PRH_CPRVS _BSS_1l.scr

SRR ChE e 2ol s
Load-Seript— API_2_PRH_CPRVS_BSS_1.java

Test Applet:

Load Script: API_2_PRH_CPRVS_BSS_1.ldr

Clean-up Script: APl 2 PRH_CPRVS BSS 1.clr

6.2.8.15.3

Test procedure

Id

Description

API Expectation

APDU Expectation

1

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length =5
Text String TLV = OD 06 04 01 02 ...05

ProactiveResponseHandler.getTheHandler()
Sel ect Text String TLV

compareValue() with a null compareBuffer

NullPointerException is thrown

compareOffset > compareBuffer.length
conpareBuffer.length = 5
conpareOfset = 6
conpareLength = 0

ArraylndexOutOfBoundsExceptio
n is thrown

compareOffset <0
conpareBuffer.length =5
conpareOffset = -1
conparelLength = 1

ArraylndexOutOfBoundsExceptio
n is thrown

comparelLength >compareBuffer.length
conpareBuffer.length = 5
conpareOfset = 0
conparelLength = 6

ArraylndexOutOfBoundsExceptio
n is thrown

compareOffset + compareLength
>compareBuffer.length
conpareBuffer.length = 5
conpareC fset = 3
conparelLength = 3

ArraylndexOutOfBoundsExceptio
n is thrown

compareLength <0
conpareBuffer.length =5
conpareOfset = 0
conparelLength = -1

ArraylndexOutOfBoundsExceptio
n is thrown

valueOffset > Text String Length
val ueCf fset = 7
conpareBuffer.length = 15
conpareC fset = 0
conparelLength = 0

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

valueOffset <0
valueCffset = -1
conpareBuffer.length = 15
conpareCfset = 0
conparelLength = 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

comparelLength > Text String length
val ueCffset = 0
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 7

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10

valueOffset + compareLength > Text String
length
val ueCf fset = 2
conpareBuffer.length = 15
conpar e f set 0
conpar eLengt h 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...OF




Proact i veResponseHandl er . get TheHandl er ()

conpareVal ue()

—ELEMENT is thrown

Conpar eVal ue()

ToolkitException.UNAVAILABLE
ELEMENT is thrown

12

Select Text String TLV

Initialise-compareBuffer
conpareBuffer =
040001 - 0F

Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...0OF

Compare buffers

0
17

Val ueOf fset =
Conpar e f set
Conpar eLengt h

o

Result is 00h

— T
conpareBuffer =
040001 .10

Initialise compareBuffer
Conpar eBuffer =
04 00 01 ...10

Compare buffers with same parameters

Resultis -1

— T
conpareBuffer =

Initialise compareBuffer
Conpar eBuffer =
03 00 01 ...OF

Compare buffers with same parameters

Resultis +1

Initialise compareBuffer
Conpar eBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 0OA 0B 0C
55 55 55 55 55

Compare buffers
Val ueOf f set =

Conpar e f set
Conpar eLengt h

[INNIRNN]

Result is 00h

Initialise compareBuffer
Conpar eBuffer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters

Result is -1




17 Initialise compareBuffer
Conpar eBuf fer =

55 55 55 01 02
03 04 05 06 07
08 09 OA OA 0D
55 55 55 55 55

Compare buffers with same parameters Resultis +1
6.2.8.15.4 Test Coverage
CRR number Test case number
N1 12,15
N2 13,16
N3 14,17
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
C1 Does not apply for
Proactive Response
Handler
Cc2 11

6.2.8.16 Method findAndCopyValue(byte tag, byte[] dstBuffer, short valueOffset)
Test Area Reference API_2 PRH_FACYB_BS

6.2.8.16.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
—— byte[] dstBuffer,
short dstOffset)
t hr ows java. |l ang. Nul | Poi nt er Excepti on,
-  Tool kit Exception java. |l ang. Arrayl ndexQut O BoundsExcept i on,

Tool ki t Excepti on

Normal execution

CRRNL: looks for the first occurrence of a TLV element from the beginning of a TLV list and copy its value into a
destination buffer.

CRRN2: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRNa: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value is returned.

CRRN4: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2: if dstOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be thrown.



Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

6.2.8.16.36.2.8.16.2 Test Suite files

Test Script:

Test Applet:

Load-Seript— API_2 PRH_FACYB BS 1.java

Load Script:
Clean-up Script:

ToolkitException HANDLER_NOT_AVAILABLE.

__API_2_PRH_FACYB_BS_1.scr
APl_2 PRH_FACYB BS_1java

API_2_PRH_FACYB_BS_1.ldr
API_2_PRH_FACYB_BS_1.cIr

6.2.8.16.3 Test procedure
Id Description API| Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length =15
Text String TLV = 0D 10 04 01 02 ...0F
Proact i veResponseHandl er. get TheHandl er ()
T rdAndCon O—w ST - —
Fi ndAndCopyVal ue() with a null dstBuffer | NullPointerException is thrown
2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh n is thrown
dstBuffer.length = 20
dstOffset = 21
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 nis thrown
dstOfset = -1
4 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 15 nis thrown
dstOfset = 0
5 dstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 nis thrown
dstOffset = 5
6 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...OF
ProactiveResponseHandler.getTheHandler()
Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE
tag = 04h _ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT is thrown.
7 Successful-call Fooolopindindecmaliolanl o
e 1z
dstBuffer. length =17
dst O fset = 0
7 Successful call Result of findAndcopyValue() is
Tag = 0ODh 17
DstBuffer.length = 17
Dst Offset = 0
8 Compare buffer Resultis-00h
8 Compare buffer Result is 00h
Buffer = 04 00 01 ...0F
9 initialise dstBuffer
dstBuffer = 55 55 ...55




dstBuffer. length =20
dstOfset—=2

. -
19

Successful call
DstBuf fer.length = 20
DstOffset = 2

Result of findAndcopyValue() is
19

Resultis 00h

Compare buffer
Buffer =

55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55

Result is 00h

11

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, with 2 Text String TLV
0D 11 04 00 01 ...OF
0D 02 04 41

ProactiveResponseHandler.getTheHandler()

- :
Haa

Successful call
Tag = 0ODh
DstBuffer.length = 17
DstOFfset = 0

Result of findAndcopyValue() is
17

Comparebuffer

buffer =04 00 01 ... 0F

Resultis 00h

Compare buffer

Buffer = 04 00 01 ...0F

Result is 00h

13

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...OF

ProactiveResponseHandler.getTheHandler()

Successful-call (with tag 8Dh)

T :
17

Successful call (with tag 8Dh)
Tag = 8Dh
DstBuffer.length = 17
DstOffset = 0

Result of findAndcopyValue() is
17

14 Compare-buffer Resultis00h
14 Compare buffer Result is 00h
Buffer = 04 00 01 ...0F




6.2.8.16.4 Test Coverage

CRR number Test case number
N1 8,10,12
N2 6
N3 7,911
N4 13, 14
P1 1
P2 2,3,4,5
C1 Does not apply for
Proactive Response
Handler

6.2.8.17 Method findAndCopyValue(byte tag, byte occurence, short valueOffset, byte[]
dstBuffer, short dstOffset, short dstLength)

Test Area Reference API_2 PRH_FACYBBS BSS

6.2.8.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byt e occurence,
short val ueOff set,
byte[] dstBuffer,
short dstOffset,
short dstLength)

_ TeelkitExceptionthrows j ava. | ang. Nul | Poi nt er Excepti on,
j ava. | ang. Arrayl ndexQut O BoundsExcepti on,
Tool ki t Excepti on

Normal execution

CRRNL: looks for the indicated occurrence of a TLV element from the beginning of a TLV list and copy its value
into a destination buffer.

CRRN2: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLength is
returned.

CRRN4: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.



6:2.8-17.36.2.8.17.2 Test Suite files

Test Script:
Test Applet:

Load-Seript— API_2_PRH_FACYBBS BSS_1.java

Load Script:
Clean-up Script:

___API_2_PRH_FACYBBS_BSS_1.scr
APl_2 PRH_FACYBBS BSS_1java

API_2_PRH_FACYBBS_BSS_1.ldr
API_2_PRH_FACYBBS_BSS_1.clr

6.2.8.17.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 15
Text String TLV = 0D 10 04 01 02 ...OF
ProactiveResponseHandler.getTheHandler()
findAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence =1 n is thrown
valueOffset = 0
dstBuffer.length = 5
dstOffset = 6
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = -1
dstlLength = 1
4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 0
dstLength = 6
5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = 3
dstlLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 0
dstLength = -1
7 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length =5
Text String TLV = 0D 06 04 01 02 ...05
ProactiveResponseHandler.getTheHandler()
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence =1 BOUNDARIES is thrown
valueCf fset = 7
dstBuffer.length = 15
dstOffset = 0
dstlLength = 0
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 1
9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset = 0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 7
10 | valueOffset + dstLength > Text String length | ToolkitException.OUT_OF_TLV_
valueOf fset = 2 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 5




11

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...OF

ProactiveResponseHandler.getTheHandler()

Select a TLV (tag 02h)

findAndCopyValue()
tag = ODh
occurrence = 2

ToolkitException.UNAVAILABLE
_ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE
ELEMENT is thrown.

12 Successful-call FoodlioindindConalalnnl o
= ’ = g
i
et
dstOfifset =0
dstlength = 17
12 Successful call Result of findAndCopyValue() is
Tag = 0ODh, occurrence =1 17

ValueOfset = 0
DstBuffer.length = 17

DstOFfset = 0
DstLength = 17
13 Compare buffer Resultis-00h
13 Compare buffer Result is 00h
Buffer = 04 00 01 ...OF
14 initialise dstBuffer
dstBuffer = 55 55 ...55
: : . .
= ; = 4=
valuetffset—=2
et e
dstOFfset—=-3
dstlength = 12
Successful call Result of findAndcopyValue() is
Tag = 0ODh, occurrence =1 15

Val ueOffset = 2
DstBuffer.length = 20
Dst O f set 3

Dst Lengt h 12

Compare buffer
Buffer =

55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Result is 00h

16

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, with 2 Text String TLV
OD 11 04 00 01 02 ...OF
0D 06 00 11 22 33 44 55 (no specific DCS
byt e)

ProactiveResponseHandler.getTheHandler()

Successful call

Tag = 0ODh, occurrence =1
Val ueOffset = 0
DstBuffer.length = 17

Dst Of f set 0

Dst Lengt h 17

Result of findAndCopyValue() is
17




Tag = 0Dh, occurrence = 2
Val ueOffset = 0
DstBuffer.length = 6
DstOffset = 0

DstLength = 6

17 Compare-buffer Resultis00h
17 Compare buffer Result is 00h
Buffer = 04 00 01 ...OF
18 Suescoopnlenll PoculietindindConalnlunl o
tag — 0ODh, occurrence = 2 I
valueOi fset =0
et
e
e linsh——8
18 Successful call Result of findAndCopyValue() is

6

19 Compare-buffer

Bt o s e L LD

Resultis 00h

19 Compare buffer
Buffer = 00 11 22 33 44 55

Result is 00h

20 Send a GET INPUT command

GET INPUT Proactive
command

Text String TLV = 0D 11 04 00 01 ...0F

Terminal Response, Text String length = 16

ProactiveResponseHandler.getTheHandler()

Successful-call (with tag 8Dh)

Successful call (with tag 8Dh)
Tag = 8Dh, occurrence = 1
ValueOfset = 0
DstBuffer.length = 17

Result of findAndcopyValue() is
17

Buffer = 04 00 01 ...0F

DstOFfset = 0

DstLength = 17
21 Compare buffer Resultis-00h
21 Compare buffer Result is 00h

6.2.8.17.4 Test Coverage
CRR number Test case number
N1 13, 15, 17,19
N2 11
N3 12,14, 16, 18
N4 20,21
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
C1 Does not apply for
Proactive Response
Handler

6.2.8.18 Method findAndCompareValue(byte tag, byte[] compareBuffer, short

compareOffset)

Test Area Reference API_2 PRH_FACRB_BS




6.2.8.18.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte[] conpareBuffer,
short conpareOfset)
throws java.lang. Nul | Poi nter Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution
Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

CRRNL: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN2: if the method is successful then the corresponding TLV becomes current.

CRRN3: if identical returns 0.

CRRN4: if the first miscomparing byte in simple TLV is less than that in compareBuffer returns -1.
CRRNS5: if the first miscomparing byte in simple TLV is greater than that in compareBuffer returns 1.

CRRNG6: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be
thrown.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.8-18-36.2.8.18.2 Test Suite files
Test Script: __API_2 PRH_FACRB_BS 1.scr

Test Applet: APL2 PRH-FACRB-BS ljava
Load-Seript- APl 2 PRH_FACRB_BS 1.java

Load Script: APl_2 PRH_FACRB_BS 1.ldr
Clean-up Script: APl 2 PRH_FACRB_BS 1l.cIr



6.2.8.18.3

Test procedure

Description

API| Expectation

APDU Expectation

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length =15
Text String TLV = 0D 10 04 01 02 ...OF

ProactiveResponseHandler.getTheHandler()

Hee s Cemenent oo Doenth oone L elerm o

FindAndCompareValue() with a null dstBuffer

NullPointerException is thrown

compareOffset > compareBuffer.length
tag = 0ODh
conpareBuffer.length = 20
conmpareCf fset = 21

ArraylndexOutOfBoundsExceptio
n is thrown

compareOffset <0
conpareBuffer.length = 20
conpare(ffset = -1

ArraylndexOutOfBoundsExceptio
n is thrown

length > compareBuffer.length
conpareBuffer.length = 15
conpareCffset = 0

ArraylndexOutOfBoundsExceptio
n is thrown

ArraylndexOutOfBoundsExceptio
e

&)}

CompareOffset + length >
conpar eBuffer. |l ength
Conpar eBuffer.length = 20
ConpareCifset =5

ArraylndexOutOfBoundsExceptio
n is thrown

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...OF

ProactiveResponseHandler.getTheHandler()

Select a TLV (tag 02h)

findAndCompareValue()
tag = 04h

ToolkitException.UNAVAILABLE
ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE
ELEMENT is thrown.

conpareBuffer =

I~

Initialise compareBuffer
Conpar eBuf fer =

04 00 01 ...OF

Compare buffers
tag — 0Dh
conparedifset—=20

Resultis 00h

Compare buffers

Tag = 0ODh

ConpareOffset = 0

Result is 00h

Verify-current TLV
get Val uelength()

Resyltis 17

[ee]

Verify current TLV
CGet Val ueLengt h()

Resultis 17

[<e]

Initialise-compareBuffer
conpareBuffer =

Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...10

Compare buffers with same parameters

Result is -1

— T
conpareBuffer =
0300 01 .. 0OF

Initialise compareBuffer
Conpar eBuffer =




03 00 01 ...OF

Compare buffers with same parameters

Resultis +1

Initialise compareBuffer
Conpar eBuf fer =

55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55

Compare buffers
conparedfset =2

Resultis 00h

Compare buffers
ConpareOfset = 2

Result is 00h

12

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, with 2 Text String TLV
0D 11 04 00 01 ...OF
0D 06 00 11 22 33 44 55

ProactiveResponseHandler.getTheHandler()

Initialise compareBuffer
conpareBuffer =
55 55 04 00 01
e
e e
0C 0D OE OF 55

Initialise compareBuffer
Conpar eBuffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C 0D OE OF 55

Compare buffers
conparedifset—=2

Resultis 00h

Compare buffers
ConpareOfset = 2

Result is 00h

Initialise compareBuffer
Conpar eBuf fer =
55 55 04 01 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55

Compare buffers
conparedfset =2

Resultis-1

Compare buffers
ConpareCffset = 2

Result is -1

Initialise compareBuffer
Conpar eBuf fer =

55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB




0C 0D 0D 10 55

Compare buffers Resultis+1
conmparedfset =2
Compare buffers Resultis +1

ConpareCfset = 2

15 Send a GET INPUT command GET INPUT Proactive
command

Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...0F

ProactiveResponseHandler.getTheHandler()

Initialise compareBuffer
Conpar eBuffer =
04 00 01 ...OF

Compare-buffers(with-tag8bh) = | Resultis00h
e
conparedfset = 0

Compare buffers (with tag 8Dh) Result is 00h

Tag = 8Dh
ConpareO fset = 0

6.2.8.18.4 Test Coverage
CRR number Test case number
N1 6
N2 8
N3 7,11,12
N4 9,13
N5 10, 14
N6 15
P1 1
P2 2,3,4,5
C1 Does not apply for
Proactive Response
Handler

6.2.8.19 Method findAndCompareValue(byte tag, byte occurence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference API_2 PRH_FACRBBS_BSS

6.2.8.19.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byt e occurence,
short val ueOff set,
byte[] conpareBuffer,
short conpareO fset,
short conpareLengt h)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCut Of BoundsExcept i on,
Tool ki t Excepti on

Normal execution

Looks for the indicated occurrence of a TLV element from the beginning of a TLV list and compare its value with a
buffer:

CRRNL: if no TLV element is found, the UNAVAILABLE_ELEMENT exception is thrown and the current TLV is
no longer defined.

CRRN2: if the method is successful then the corresponding TLV becomes current.



CRRNa3: if identical 0 is returned.
CRRN4: if the first miscomparing byte in simple TLV is less than that in compareBuffer -1 is returned.
CRRNS5: if the first miscomparing byte in simple TLV is greater than that in compareBuffer 1 is returned

CRRNG6: The search method is comprehension required flag independent.

Parameter errors
CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset or compareLength or both would cause access outside array bounds, or if compareLength
is negative ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, compareLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

CRRP4: if an input parameter is not valid (e.g. occurence = 0) an instance of ToolkitException shall be thrown. The
reason code shall be ToolkitException BAD_INPUT_PARAMETER.

Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.8-19-36.2.8.19.2 Test Suite files
Test Script: ___API_2 PRH_FACRBBS_BSS 1.scr

Test Applet: APL2 PRH FACRBBS BSS 1ljava
Load-Seript— API_2 PRH_FACRBBS_BSS 1.java

Load Script: APl 2 PRH_FACRBBS BSS 1.ldr
Clean-up Script: APl 2 PRH_FACRBBS BSS 1l.clr
6.2.8.19.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response, Text String length = 15
Text String TLV = 0D 10 04 01 02 ...0F

ProactiveResponseHandler.getTheHandler()

findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence =1 n is thrown

valueOffset = 0
conpareBuffer.length =5
conpareOfset = 6
conparelLength = 0

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareOffset = -1
conparelength = 1

4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown

conpareOfset = 0
conparelLength = 6

5 | compareOffset+comparelength- ArraylndexOQutOfBoundsExceptio
>conpareBufferlength Aothrean
conpareBuffer.length =5
conmparedfset =3




5 | CompareOffset + compareLength ArraylndexOutOfBoundsExceptio
>conpar eBuf fer. | ength nis thrown
ConpareBuffer.length =5
ConpareOfset = 3
ConpareLength = 3

6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareC fset = 0
conparelLength = -1

7 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response, Text String length =5
Text String TLV = 0D 06 04 01 02 ...05

ProactiveResponseHandler.getTheHandler()

valueOffset = Text String Length ToolkitException.OUT_OF_TLV_

tag = ODh, occurrence =1 BOUNDARIES is thrown
valueOffset = 7
conpareBuffer.length = 15
conmpareCffset = 0
conpareLength = 0

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15
conmpareCffset = 0
conparelLength = 1

9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
val ueCffset = 0 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareC fset = 0
conparelLength = 7

10 | valueOffset + compareLength > Text String | ToolkitException.OUT_OF_TLV_

length BOUNDARIES is thrown
val ueCf fset = 2
conpareBuffer.length = 15
compareCffset = 0
conparelLength =5
eecurrence—=—0 ARAMETER-is thrown

11 Invalid parameter ToolkitException.BAD _INPUT P
Gccurrence = 0 ARAMETER is thrown

12 Send a GET INPUT command GET INPUT Proactive

command
Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...OF
ProactiveResponseHandler.getTheHandler()
Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE
tag = ODh _ELEMENT is thrown
occurrence = 2
Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
conpareBuffer =

13 Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...OF

findAndCompareValue() Result is 00h
tag = 0ODh, occurrence =1
val ueCffset = 0
conpareC fset = 0
conpareLength = 17

14 Verify-current TLV Resultis 17
getValuelLength()

14 Verify current TLV Resultis 17

CGet Val ueLengt h()




15

Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...10

Compare buffers with same parameters

Resultis -1

16

Initialise compareBuffer
conpareBuffer =
03 00 01 ...OF

Compare buffers with same parameters

Resultis +1

17

Initialise compareBuffer
conpareBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers
val ueCf fset =
conpar e f set
conpar eLengt h

3
12

InmnnN

Result is 00h

18

Initialise compareBuffer
conpar eBuf fer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters

Resultis -1

19

Initialise compareBuffer
conpareBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA 0D
55 55 55 55 55

Compare buffers with same parameters

Resultis +1

20

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, with 2 Text String TLV
0D 11 04 00 01 ...OF
0D 06 00 11 22 33 44 55

ProactiveResponseHandler.getTheHandler()

Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...0F

findAndCompareValue()
tag = ODh, occurrence =1
valueCffset = 0
conpar e f set
conpar eLengt h

0
17

Result is 00h

21

Initialise compareBuffer
conpar eBuf fer =
00 11 22 33 44 55

findAndCompareValue()
tag = 0ODh, occurrence = 2
val ueCffset = 0
conpar e f set
conpar eLengt h

0
6

Result is 00h

22

Initialise compareBuffer
conpar eBuf fer =
00 11 22 33 44 66

findAndCompareValue()
tag = 0ODh, occurrence = 2
valueCffset = 0
conmpar eX f set
conpar eLengt h

0
6

Result is -1

23

Send a GET INPUT command

GET INPUT Proactive
command




Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...OF

ProactiveResponseHandler.getTheHandler()

Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...OF

Compare buffers (with tag 8Dh) Result is 00h
tag = 8Dh, occurrence =1

valueOffset = 0
conpareOfset = 0
conparelLength = 17
6.2.8.19.4 Test Coverage
CRR number Test case number
N1 12
N2 14
N3 13,17, 20,21
N4 15, 18, 22
N5 16, 19
N6 23
P1 1
P2 2,3,4,5,6
P3 7,8,9, 10
P4 1
C1 Does not apply for
Proactive Response
Handler

6.2.9 Class ToolkitRegistry

6.2.9.1 Method allocateTimer
Test Area Reference: API_2 TKR_ATIM

6.2.9.1.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public byte allocateTimer() throws Tool kit Excepti on

Normal execution
CRRNL1.: the returned timer identifier shall be between 01 and 08 inclusive.
CRRN2: the returned timer identifier shall be different from a previously allocated but not released one.

CRRN3: The SIM Toolkit Framework shall trigger the applet when receiving an ENVELOPE(TIMER
EXPIRATION) command for the allocated timer.

CRRN4: A call to isEventSet() method for EVENT_TIMER_EXPIRATION should return true if the applet has at
least one timer allocated.

Parameters error

No requirements

Context errors

CRRC1: Shall throw a ToolkitException with reason NO_TIMER_AVAILABLE if all the timers are allocated.



CRRC2: Shall throw a ToolkitException with reason NO_TIMER_AVAILABLE if the maximum number of
timers have been allocated to this applet according to installation parameter.

6.2.9.1.2 Test suite files
Test Script: APl 2 TKR_ATIM_ 1.scr
Test Applet: 1. API_2 TKR_ATIM_1.java

__2.API_2_TKR_ATIM_2.java
_3.API_2_TKR_ATIM_3.java

Installation parameters:

For this test procedure the non-volatile memory of each instance is 200 (Hexa).

The maximum timer parameter value is as follows for each applet:

- applet 1l (API_2 TKR_ATIM_1): 8 timers

- applet2 (API_2_TKR_ATIM_2): 4 timers

- applet 3 (API_2 TKR_ATIM_3): 0 timer
Load Script: APl 2 TKR_ATIM_1.ldr
The load script installs the 6 instances.

Cleanup Script: APl _2 TKR_ATIM 1.clr

6.2.9.1.3 Test procedure
Id Description API Expectation APDU Expectation
1 Allocates up to 8 timers No exception shall be thrown.
(applet 1) Timer ID returned shall be between
. ] 01 and 08 inclusive. It shall be
8 * allocateTimer(). different after each call.
2 Allocate timers more than the maximum Shall throw a ToolkitException with
(applet 1) reason NO_TIMER_AVAILABLE.
The applet 1 allocates 1 nore tiner.
3 Check applet is Triggered by
ENVELOPE(T'MER_EXP'RATION) command Shall trigger each time an
(appletl) ENVELOPE(TIMER EXPIRATION)

Send ENVELOPE( TI MER EXPI RATION) with all
timers id (not in an increase order).

Calls rel easeTiner(id) each time a tinmer
expires.

is sent to the SIM, for Timer ID =
'01' to '08'".

4 Allocate up to 4 timers
(applet 2)

4 * allocateTiner().

No exception shall be thrown. Each
time, the returned timer identifier
shall be between '01' and '08'
inclusive. It shall be different after
each call.

5 Allocate timers more than the maximum
(applet 3)

The applet 3 allocates 1 nore tiner.

Shall throw a ToolkitException with
reason NO_TIMER_AVAILABLE.




6.29.14 Test Coverage

CRR number Test case number
N1 1,4
N2 1,4
N3 3
N4 1
C1l 2
Cc2 5

6.2.9.2 Method changeMenuEntry
Test Area Reference: API_2 TKR_CMETB_BSSBZBS

6.2.9.2.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void changeMenuEntry(byte id,

byte[] menuEntry,

short offset,

short |ength,

byt e next Acti on,

bool ean hel pSupport ed,

byte iconQualifier,

short iconldentifier)
j ava. | ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexQut O BoundsExcept i on,
Tool ki t Excepti on

t hr ows

Normal execution

CRRNL1: The SIM Toolkit Framework shall automatically update the menu stored in the ME by issuing a SET UP
MENU proactive command.The later will reflect the changes done for the entry. The SIM Toolkit Framework
shall use the data of the EF sume file in order to build the SET UP MENU command.

CRRN2: The default state of the changed menu entry is 'enabled'.
CRRN3: a call to isEventSet() method on EVENT_MENU_SELECTION shall return true before and after the call.

CRRN4: if helpSupported was true then a call to isEventSet() method on
EVENT_MENU_SELECTION_HELP_REQUEST event shall return true.

CRRNS: if helpSupported was true then after the completion of the SETUP MENU command, if an
ENVELOPE(MENU_SELECTION_HELP_REQUEST) command is received by the SIM for this entry, then the
SIM Toolkit framework shall trigger the applet.

CRRNG: if help supported was true, the SIM Toolkit Framework shall issue a SETUP MENU command with
command qualifier ='80'

CRRNTY: if helpSupported was false and if no entries is supporting help then a call to isEventSet() method on
EVENT_MENU_SELECTION_HELP_REQUEST event shall return false .

CRRNS: if helpSupported was false and if no entries is supporting help then after the completion of the SETUP
MENU command, if an ENVELOPE(MENU_SELECTION_HELP_REQUEST) command is received by the
SIM, then the SIM Toolkit framework shall not trigger the applet.

CRRNQ9: The SIM Toolkit Framework shall supply in the SET UP MENU command with the icon identifier
provided in the icon identifier list within the item icon identifier list Simple TLV if all the applets registered to
the EVENT_MENU_SELECTION provide it.

CRRN10: The SIM Toolkit Framework shall set in the SET UP MENU command with the Icon list qualifier
transmitted to the ME as 'icon is not self explanatory' if one of the applet registered prefers this qualifier.



CRRN11: If Next Action Indicator was different from '00', the SIM Toolkit Framework shall issue a SETUP
MENU proactive command containing an Items Next Action Indicator simple TLV with the comprehension flag
set to 0 as defined in GSM 11.14 [4].

Parameters error
CRRP1: Shall throw java.lang.NullPointerException - if menuEntry is null

CRRP2: Shall throw java.lang.ArraylndexOutOfBoundsException - if offset would cause access outside array
bounds

CRRP3: Shall throw java.lang.ArraylndexOutOfBoundsException - if length would cause access outside array
bounds

| CRRP4;_Shall throw java.lang.ArraylndexOutOfBoundsException - if both offset and length would cause access
outside array bounds

Context errors

CRRC1: Shall throw a ToolkitException with MENU_ENTRY_NOT_FOUND reason if the Menu Identifier isn't
associated to the calling applet instance.

CRRC2: Shall throw ALLOWED_ LENGTH_EXCEEDED if the menu entry string is bigger than the allocated
space.

6.2.9.2.2 Test suite files
Additional requirements for the GSM personalisation:
- content of EF sume shall be:
- Title Alpha Identifier: "TOOLKIT TEST"
Test Script: API_2 TKR_CMETB_BBSSBZBS_1.scr
Test Applet: API_2 TKR_CMETB_BBSSBZBS_1.java
- entry '01"is "Initl"
- entry '02'is "Init2"
Installation parameter:
Same as default applet but with:
- Maximum text length for a menu entry: 15
- Maximum number of menu entries: 2
- Position / Identifier for each menu entry: '01'/'01','02'/'02'
Load Script: API_2 TKR_CMETB_BBSSBZBS_1.Idr
Cleanup Script: APl 2 TKR_CMETB_BBSSBZBS 1.clr



6.2.9.2.3 Test procedure
Id Description API Expectation APDU Expectation
1 | Applet changes the entry's title by menuEntry

buffer, with a greater length than the initial
length

1- ChangeMenuEntry()wi th paraneters:

Id = '02

MenuEntry = "UseAl | Buffer"
Ofset =0

Length = menuEntry.length
Next Action = 0
Hel pSupported = f
lconQualifier =0
I conldentifier = 0.

al se

2- i sEvent Set (EVENT_MENU_SELECTI ON) .

3_
i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST) .

1- No exception shall be thrown.
2- shall return true.

3- shall return false.

The SIM shall issue a
SETUP MENU proactive
command which contains
the new text for entry ID
'02'".

2 Changing the title with part of menuEntry
buffer
1- changeMenuEntry()w th paraneters:
1d =01 1- No exception shall be thrown
MenuEntry = "UsePart Of Buffer" ’
O fset =3
Length = 12 2- Shall return true.
Next Action = 0
Hel pSupported = fal se 3- Shall return false.
lconQualifier = 0
Iconldentifier = 0.
2- i sEvent Set (EVENT_MENU_SELECTI ON) . The SIM shall issue a
3. SETUP MENU proactive
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R command which contains
EQUEST) the new text for entry ID
‘01
3 Length =0
1- changeMenuEntry() for entry '01' and
entry '02', with paraneters:
Id ='01'/'02
MenuEntry = "Lengt hEqual sO" .
O‘f:et :yo gt =au 1- No exception shall be thrown.
Length = 0
Next Action = 0 2- Shall return true.
Hel pSupported = fal se
lconQualifier =0 3- shall return false.
Iconldentifier = 0.
2- i sEvent Set (EVENT_MENU_SELECTI ON) .
3. The SIM shall issue a
i sEvent Set (EVENT_MENU_SELECTI ON_HELP R SETUP MENU proactive
EQUEST) . command which contains
for entry '01'and entry '02',
no text part.
7 - —— =
1- No-exception shall- be thrown.
rd—="02" 2 —Sholronma s The SIM-shallissue-a
_n H 1 " _ .
%”HEF*W—NG*W 3—Shall-return-false- SEFHRMEN&QF@&}GW&
Length-—=nenuEntry.-length €6 and-w G_ €6 ta_ S&
NextActi-on—=—10" ( SEFUP CALL) Hems-Next-Actionndicator
Hel-pSupported—=false list:




B8

Setting a next action indicator =0

1- changeMenuEntry()wi th paraneters:

ld = '02

MenuEntry = "NextActionl ndic"
Ofset =0

Length = nenuEntry.length

Next Action = '10' (SETUP CALL)
Hel pSupported = fal se
lconQualifier = 0
Iconldentifier = 0

2- isEvent Set (EVENT_MENU_SELECTI ON) .

3-

~ i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R
EQUEST) .

4- changeMenuEntry()with paraneters:

ld = '02

MenuEntry = "Next Acti onl ndi c"
Ofset =0

Length = menuEntry.length

Next Action = '10' (SETUP CALL)
Hel pSupported = true
lconQualifier = 0
lconldentifier =0

1- No exception shall be thrown.
2- _Shall return true.
3-_Shall return false.

The SIM shall issue a
SETUP MENU proactive
command which contains an
Items Next Action Indicator
list and which contains a
command gualifier '80'.

pEpll sl o el Ben ]
==t

o

Checking applet is triggered by a
MENU_ SELECTION HELP REQUEST

Send ENVELOPE( MENU_SELECTI ON_HELP_REQUEST)

Applet is trigged by a
MENU_ SELECTION HELP REQU
EST and the Item Identifier is 02

with I[temldentifier = "'02

Gem‘m‘an’d‘q’ua‘“’tl’e‘r_gg_. i ! I.

[e))

help supported=true

1- changeMenuEntry()w th paraneters:

Ild ="'01

1- No exception shall be thrown.

2- Shall return true.

3- Shall return true.

The SIM shall issue a
SETUP MENU proactive
command which contains a

command gualifier '80'.




MenuEntry = "Hel pSupported"
Ofset =0

Length = nmenuEntry.length
Next Action = 0

Hel pSupported = true
lconQualifier = 0
Iconldentifier =0

2- isEvent Set (EVENT_MENU_SELECTI ON) .

3_
" i sEvent Set (EVENT_MENU SELECTI ON_HELP R
EQUEST) .

Z - — —
SERU S ELECTOR HELD DEOLIEST Appletis-trigged-by-a-
MERUEEL OOl HELR DEOL
Send-ENVELOPE( VENU-SELECTIHON-HELP-REQUEST) - |[EST
: 5 Y
7 Checking applet is triggered by a o
MENU SELECTION HELP REQUEST Applet is trigged by a
MENU_SELECTION _HELP_REQU
Send ENVELOPE(MENU_SELECTI ON_HELP_REQUEST) (EST and the Item Identifier is 01
with Itemldentifier ="'01
8 Setting icons, help supported = false
1- changeMenuEntry() for entries
'01','02', with paraneters:
Id ='01'/'02
MenuEntry = "lconQualifier"
Ofset =0 1- No exception shall be thrown.
Length = nenuEntry.length
Next Action = 0
Hel pSupported = fal se 2- Shall return true.
lconQualifier = "'01'
Iconldentifier ='02° / 'Ol 3- Shall return false.
2- i sEvent Set (EVENT_MENU_SELECTI ON) .
3. The SIM shall issue a
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R SETUP MENU proactive
EQUEST) . command which contains an
Icon Identifier List.
9 MenuEntry is disabled
1- disabl eMenuEntry(' 01').
2-  changeMenuEntry()w th paraneters:
Id ="'01
MenuEntry = "Enabl eEntry"” 1- No exception shall be thrown.
Ofset =0
Length = menuEntry.length _ :
Next Action = O 2- No exception shall be thrown.
Hel pSupported = fal se
lconQualifier = 0 3- Shall return true.
I conldentifier =0
4- Shall return false.
3- i sEvent Set (EVENT_MENU_SELECTI ON) .
4- The SIM shall issue a
i sEvent Set (EVENT_MENU_SELECTI ON_HELP R SETUP MENU proactive
EQUEST) . command which contains
the entry. Without Icon
identifier List Simple TLV
10 MenuEntry is null
changeMenuEntry() wi t h: Shall throw . .
MenuEntry = NULL java.lang.NullPointerException.
11| Offset causes access outside array bounds |gna|| throw

ld ='01
MenuEntry = "Viol ation”
O fset = nenuEntry.length +1

java.lang.ArraylndexOutOfBoundsE
xception.




Length = 0
Next Action = 0

Hel pSupported = fal se
lconQualifier =0
Iconldentifier =0

12

Big Offset causes access outside array bounds

Id = '01'
MenuEntry = "Viol ation"
O fset = 255
Length = 1
Next Action = 0
Hel pSupport ed
I conQualifier

I conldentifier

fal se
0
=0

Shall throw
java.lang.ArraylndexOutOfBoundsE
xception.

13

Offset < 0 causes access outside array bounds

Id = '01'
MenuEntry =
Ofset = -1
Length = 1
Next Action = 0
Hel pSupported = f
lconQualifier =0
Iconldentifier =0

"Viol ati on"

al se

Shall throw
java.lang.ArraylndexOutOfBoundsE
xception.

14

Length causes access outside array bounds
Id ="'01
MenuEntry = "Viol ation”
Ofset =0

Length = MenuEntry.length + 1
Next Action = 0
Hel pSupported = f
lconQualifier =0
I conldentifier = 0.

al se

Shall throw
java.lang.ArraylndexOutOfBoundsE
xception.

15

Length <0 causes access outside array
bounds
Id ='01
MenuEntry = "Viol ation”
Ofset =0
Length = -1
Next Action = 0
Hel pSupport ed al se

= f
lconQualifier = 0
Iconldentifier = 0.

Shall throw
java.lang.ArraylndexOutOfBoundsE
xception.

16

Both offset and length causes access outside
array bounds
ld ='01
MenuEntry = "Viol ation”
O fset O [1, MenuEntry. |l ength]

Length = MenuEntry.length
Next Action = 1

Hel pSupport ed fal se

I conQualifier 0
Iconldentifier =0

Shall throw
java.lang.ArraylndexOutOfBoundsE
xception.

17

Invalid ID used
ld = "'00
MenuEntry = contains text, != null
Ofset =0

Length = menuEntry.length < 16
Next Action = 0
Hel pSupport ed f
I conQualifier 0
Iconldentifier =0

al se

Shall throw a ToolkitException with
MENU_ENTRY_NOT_FOUND
reason code.

18

ID isn't allocated to a menu entry of this applet
instance

Shall throw a ToolkitException with
reason code:
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Id ="'0A MENU_ENTRY_NOT_FOUND.
MenuEntry = contains text, != null

Ofset =0

Length = menuEntry.length < 16
Next Action = 0
Hel pSupported = f
I conQualifier 0
Iconldentifier =0

al se

19 The text is bigger than the allocated space

Id ="'02'

MenuEntry = contains text, != null

Ofset =0 Shall throw a ToolkitException with
Length = menuEntry. length > 15 reason code:

NextAction = 0 ALLOWED_LENGTH_EXCEEDED.

Hel pSupported = fal se
lconQualifier =0
Iconldentifier =0

20 |With a smaller text length than the initial length

1. changeMenuEntry()wi th paraneters:

Id ="' 02
(l\;fe?gg]t rzyo— Init 1. No exception shall be thrown.
Length = menuEntry. |l ength
Next Action = 0 2. Shall return true.
Hel pSupported = fal se
lconQualifier =0 3. Shall return false. The SIM shall issue a
I conldentifier =0 SETUP MENU proactive
2. i sEvent Set (EVENT_MENU_SELECTI ON) command which contains
the new text for entry ID
3. '02'.
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R
EQUEST)
6.2.9.2.4 Test Coverage
CRR number Test case number
N1 1,2,3,4,6,8,9,20
N2 9
N3 1,2,3,4,6,8,9,20
N4 6
N5 7
N5 75
N6 6
N7 1,2,3,4,8,9,20
N8 5
N8 To be checked in framework
tests and insert cross reference
here
N9 8,9
N10 8
N11 4
P1 10
P2 11,12,13
P3 14,15
P4 16
C1l 17,18
C2 19

6.2.9.3  Method clearEvent
Test Area Reference: APl 2 TKR_CEVTB



6.2.9.3.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void clearEvent(byte event)
throws Tool ki t Excepti on

Normal execution
CRRNL1: A call to isEventSet() method for a cleared event should return false after a call to clearEvent.
CRRN2:The SIM Toolkit Framework shall not trigger the applet on the occurrence of the cleared event anymore.

CRRN3: if event was EVENT_CALL_CONTROL_BY_SIM and after the call, no applet is registered to it, The SIM
Toolkit Framework shall allow an applet to register to this event.

CRRN4: if event was EVENT_CALL_CONTROL_BY_SIM and one applet is still registered to these event, The
SIM Toolkit Framework shall not allow an applet to register to this event.

CRRNS: if event was EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and after the call, no applet is
registered to it, The SIM Toolkit Framework shall allow an applet to register to this event.

CRRNG: if event was EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and one applet is still registered to
these event, The SIM Toolkit Framework shall not allow an applet to set this event.

Parameters error

CRRP1: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_MENU_SELECTION.

CRRP2: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_MENU_SELECTION_HELP_REQUEST.

CRRP3: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_TIMER_EXPIRATION.

CRRP4: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_STATUS_COMMAND.

Context errors

No requirements

6.2.9.3.2 Test suite files
Test Script: APl _2 TKR_CEVTB_1.scr
Test Applet: APl_2 TKR_CEVTB _1.java

As default but applet registers to an event list which contains all defined events in GSM 03.19 [7] excepted
those that aren't allowed or supported by setEvent().

Load Script: APl 2 TKR_CEVTB_1.ldr
Cleanup script: APl 2 TKR_CEVTB 1.clr



6.2.9.3.3 Test procedure
Id Description API Expectation APDU Expectation
1 Clear ALLOWED unregistered events
For events ranging from1l to 127 excepted
those that aren't allowed
(EVENT_MENU_SELECTI ON, 1- No exception is thrown each
EVENT_MENU_SELECTI ON_HELP_REQUEST, time
EVENT_TI MER_EXPI RATI ON, ’
EVENT_STATUS_COMVAND) , .
the applet calls: 2- Shall return false each time.
1- clearEvent() nethod
2- isEventSet() nethod
2 Clear registered events
1- For each ALLOWED and SUPPORTED events,
the applet calls setEvent() method. 1- No exception shall be thrown.
2- For events ranging from1l to 127 .
excepted those that aren't allowed, the 2.1- No exception shall be thrown.
appl et calls:
2.2- Shall return false.
2.1- clearEvent() nethod
2.2- isEventSet() method
3 Clearing NOT ALLOWED events
For each event anong:
EVENT_MENU_SELECTI ON,
EVENT_MENU_SELECTI ON_HELP_REQUEST, 1- Each time, clearEvent shall
EVENT_TI MER_EXPI RATI ON, throw a Toolkit Exception with
EVENT_STATUS_COMVAND reason EVENT_NOT_ALLOWED.
1- The applet calls clearEvent(event)
net hod.
4 Checking applet isn't triggered by an
ENVELOPE(SMS-PP DOWNLOAD) command ) )
Applet is not trigged by an
1 - reset and initialise the card ENVELOPE(SMS-PP
2 - An ENVELOPE( SM5- PP DOMNLOAD) is sent |DOWNLOAD) command
with a TAR referencing applet.
6.2.9.34 Test Coverage
CRR number Test case number
N1 1,2
N2 4
N3 Framework
N4 Framework
N5 Framework
N6 Framework
P1 3
P2 3
P3 3
P4 3
6.2.9.4  Method disableMenuEntry

Test Area Reference: APl 2 TKR_DMETB




6.2.9.4.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void di sabl eMenuEntry(byte id)
throws Tool ki t Excepti on

Normal execution

CRRNL1: A call to isEventSet() method on EVENT_MENU_SELECTION shall return the same result before and
after the call to disableMenuEntry() method.

CRRN2: A call to isEventSet() method on EVENT_MENU_SELECTION_HELP_REQUEST shall return the same
result before and after the call to disableMenuEntry() method.

CRRN3: After invocation of this method the SIM Toolkit Framework should dynamically update the menu stored
in the ME .

CRRN4: After invocation of this method, if there is no more enabled menu entries then the SIM Toolkit framework
shall issue a SETUP MENU proactive command containing Item Data Object for Item 1 TLV with a length of
zero and no value part.

Parameters error

No requirements

Context errors

CRRC1: shall throw a ToolkitException with reason = ENTRY_NOT_FOUND if the menu entry doesn't exist for
this applet

6.2.9.4.2 Test suite files
Additional requirements for the GSM personalisation:
- content of EF sume shall be:
- Title Alpha Identifier: "TOOLKIT TEST"
Test Script: APl_2 TKR_DMETB_1.scr
Test Applet: APl 2 TKR_DMETB_1.java
Installation parameter:
Same as default applet but with:
- Maximum text length for a menu entry: 15
- Maximum number of menu entries: 2
- Position / Identifier for each menu entry: '01'/'01', '02'/'02'
Load Script: APl 2 TKR_DMETB_1.ldr
Cleanup script: APl 2 TKR_DMETB_1l.clr



6.2.9.4.3 Test procedure
Id Description API Expectation APDU Expectation
1 Check the menu state before
disabling a previously enabled entry
not registered to 1- The SIM shall issue a
EVENT_MENU_SELECTION_HELP_REQUEST SET UP MENU proactive
1- reset and initialise the card 1- Shall return true Cor(;lfgg‘nd with entry ‘01
2- i sEvent Set (EVENT_MENU_SELECTI ON) 5. Shall return false an .
3-
i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST)
2 Check the menu state after
disabling a previously enabled entry
not registered to
EVENT_MENU_SELECTION_HELP_REQUEST
1- disabl eMenuEntry(' 01') 1- No exception shall be thrown i
; - |3- The SIM shall issue a
2- isEvent Set (EVENT_MENU_SELECTI
3. ( - - N 2- Shall return true. SET UP MENU proactive
i sEvent Set ( EVENT_MENU_SELECTI oN_HELP_R|3- Shall return false. command with entry ‘02"
EQUEST) only.
3 Check the menu before
disabling a previously enabled entry
registered to
EVENT_MENU_SELECTION_HELP_REQUEST
1- change Menu Entry '02' to indicate
hel p supported .
2- i sEvent Set (EVENT NMENU SELECTI ON) 3- The SIM shall issue a
3. 2- Shall return true SET UP MENU proactive
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R|3- Shall return true command with entry '02',
EQUEST) indicating help supported.
4 Check the menu after
disabling a previously enabled entry
registered to
EVENT_MENU_SELECTION_HELP_REQUEST
1-  disabl eMenuEntry(* 02') 1- No exception shall be thrown i
; - |3- The SIM shall issue a
2- isEvent Set ( EVENT_MENU_SELECTI
3. ( - N 2- Shall return true. SET UP MENU proactive
i SEvent Set (EVENT_MENU_SELECTI ON_HELP_R(3- Shall return true. command with 1st Item TLV
EQUEST) with a length of 0.
5 Disabling invalid entries
|F8r1| ' gn:jaf‘gizf‘g IL:ma;oglo‘et t (c)a‘l rg except  |Each time a Toolkit Exception with
h ’ MENU_ENTRY_NOT_FOUND
di sabl eMenuEnt ry(1D) et hod. reason code shall be thrown
6.2.9.44 Test Coverage
CRR number Test case number
N1 1,234
N2 1,234
N3 2,4
N4 4
Cl 5




6.2.9.5 Method enableMenuEntry
Test Area Reference: APl 2 TKR_EMETB

6.2.9.5.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void enabl eMenuEntry(byte id)
t hrows Tool ki t Excepti on

Normal execution

CRRNL1: A call to isEventSet() method on EVENT_MENU_SELECTION shall return the same result before and
after the call to enableMenuEntry() method.

CRRN2: A call to isEventSet() method on EVENT_MENU_SELECTION_HELP_REQUEST shall return the same
result before and after the call to enableMenuEntry() method.

CRRN3:The SIM Toolkit Framework should autematicathydynamically issue a SETUP MENU proactive command
which does contain an ITEM SIMPLE TLYV object for this entry.

Parameters error

No requirements

Context errors

CRRC1: shall throw a ToolkitException with reason = MENU_ENTRY_NOT_FOUND if the menu entry doesn't
exist for this applet

6.2.9.5.2 Test suite files
Additional requirements for the GSM personalisation:
- content of EF sume shall be:
- Title Alpha Identifier: "TOOLKIT TEST"
Test Script: _ APl 2 TKR_EMETB_1.scr
Test Applet: ___API_ 2 TKR_EMETB_1.java
Installation parameter:
Same as default applet but with:
- Maximum text length for a menu entry: 15
- Maximum number of menu entries: 2
- Position / Identifier for each menu entry: '01'/'01', '02'/'02'
Load Script: __ APl 2 TKR_EMETB 1.ldr
Cleanup script: API_2 TKR_EMETB 1.clr



6.2.9.5.3 Test procedure
Id Description API Expectation APDU Expectation
1 Check menu state before

enabling a previously disabled entry
not registered to
EVENT_MENU_SELECTION_HELP_REQUEST

1- isEvent Set (EVENT_MENU_SELECTI ON)
2-
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R
EQUEST)
3- disabl eMenuEntry('01")

1- Shall return true
2- Shall return false
3- No exception shall be thrown.

3- The SIM shall issue a
SET UP MENU proactive
command with entry '02'
only.

Check menu state after
enabling a previously disabled entry
not registered to
EVENT_MENU_SELECTION_HELP_REQUEST

1- enabl eMenuEntry('01")
2- i sEvent Set (EVENT_MENU_SELECTI ON)
3-
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R
EQUEST)

1- No exception shall be thrown.
2- Shall return true.
3- Shall return false.

3- The SIM shall issue a
SET UP MENU proactive
command with entry '01'
and '02'.

lw

Check menu state before
enabling a previously enabled entry

registered to
EVENT MENU SELECTION HELP REQUEST

1- change Menu Entry '02'
hel p supported

2- i sEvent Set (EVENT_MENU_SELECTI ON)
3-

to indicate

i sEvent Set (EVENT_MENU_SELECTI ON HELP_R
EQUEST
4- di sabl eMenuEntry(' 02')

Shall return true
3-_Shall return true
4- No exception shall be thrown

4- The SIM shall issue a
SET UP MENU proactive
command with entry '01".
The help information

available flag.is not verified

For 1D ranging from'00'" to 'FF
'01' and '02', the applet calls
enabl eMenuEntry(1 D) met hod.

except

Each time a Toolkit Exception with
MENU_ENTRY_NOT_FOUND
reason code shall be thrown.

4 Check menu state after
enabling a previously enabled entry
registered to
EVENT_MENU_SELECTION_HELP_REQUEST
' Ao 3- The SIM shall issue a
%‘ I‘?;‘E\?Lﬁi\’esgg'(fguzm %NEJ' SELECTI O 1- No exception shall be thrown.  |SET UP MENU proactive
3. - 2- Sﬂa:: return true. command with entries ‘01"
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R|3- Shall return true. and '02' indicating help
EQUEST) supported.
5 Enabling invalid entries




6.2.9.54 Test Coverage

CRR number Test case number
N1 1,2,3,4
N2 1,2,3,4
N3 1,2,3,4
C1l 5

6.2.9.6  Method getEntry
Test Area Reference: APl 2 TKR_GETY

6.2.9.6.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public static Tool kitRegistry getEntry()

t hrows Tool ki t Excepti on

Normal execution

CRRNL: returns a reference to the applet ToolkitRegistry object of the calling applet.

CRRN2: Each successive call to getEntry() method shall return the same object.

Parameters error

No requirements

6.2.9.6.2 Test suite files
Test Script: APl _2 TKR_GETY_1.scr
Test Applet: APl 2 TKR_GETY_1.java
Load Script: APl 2 TKR_GETY_1.ldr
Cleanup script: APl 2 TKR_GETY 1l.clr
6.2.9.6.3 Test procedure
Id Description API Expectation APDU Expectation
1 Installalation Returns a not null ToolkitRegistry
instance.
In the constructor, the applet instance
calls the getEntry() method.
2 Check it returns the same entry Returns the same ToolkitRegistry
instance as for test case 1.
The applet calls the getEntry() nethod
agai n.
6.2.9.6.4 Test Coverage
CRR number Test case number
N1 1

N2 2




6.2.9.7  Method getPollinterval
Test Area Reference: API_2 TKR_GPOL

6.2.9.7.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public short getPolllnterval ()

Normal execution
CRRNL1: shall return a value between 1 and 15300 if applet is registered to EVENT_STATUS_COMMAND event.

CRRN2: shall return POLL_NO_DURATION value (0) if the toolkit applet is not registered to
EVENT_STATUS_COMMAND event.

Parameters error

No requirements.

Context errors

No requirements.

6.2.9.7.2 Test suite files
Test Script: APl_2 TKR_GPOL_1.scr
Test Applet: APl 2 TKR_GPOL_1.java
Load Script: APl 2 TKR_GPOL_1.ldr

Cleanup script: APl 2 TKR_GPOL_1lclr



6.2.9.7.3 Test procedure

Id Description API Expectation APDU Expectation
1 Applet isn't registered to
EVENT_STATUS_COMMAND
getPol I I nterval (). Shall return 0.
2 Requesting max duration
1- requestPol | I nterval (15300) 1- No exception shall be thrown.
2- Reset and initialize the card 3- Shall return a value between 1
and 15300.
3- getPolllnterval ()
3 Requesting System Duration
1-
request Pol | I nt erval (POLL_SYSTEM DURATI
oN) 1- No exception shall be thrown.
3- Shall return a value between 1
2- Reset and initialize the card and 15300.
3- getPolllnterval ().
4 Requesting no Duration
1- requestPol Il nterval (POLL_NO DURATI ON)
2- Reset and initialize the card 1- No exception shall be thrown.
3- Shall return 0.
3- getPolllnterval ().
6.2.9.74 Test Coverage
CRR number Test case number
N1 2,3
N2 14

6.2.9.8  Method initMenuEntry

Test Area Reference: API_2 TKR_IMET_BSSBZBS

6.2.9.8.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public byte initMenuEntry(byte[] menuEntry,

short of fset,
short |ength,
byt e next Acti on,
bool ean hel pSupport ed,
byte iconQualifier,
short iconldentifier)
throws java.lang. Nul | Poi nter Excepti on,

java. |l ang. Arrayl ndexQut Of BoundsExcepti on,

Tool ki t Excepti on




Normal execution

CRRNL1: The SIM Toolkit Framework shall automatically update the menu stored in the ME by issuing a SETUP
MENU proactive command.The later will reflect the changes done for the entry. The SIM Toolkit Framework
shall use the data of the EF sume file in order to build the SET UP MENU command.

CRRN2: a call to isEventSet() method on EVENT_MENU_SELECTION shall return true after the 1% successful
call (without an exception).

CRRNa3: if helpSupported was true then a following call to isEventSet() method on
EVENT_MENU_SELECTION_HELP_REQUEST event shall return true .

CRRN4: if helpSupported was true then after the completion of the SETUP MENU command, if an
ENVELOPE(MENU_SELECTION_HELP_REQUEST) command is received by the SIM for this entry, then the
SIM Toolkit framework shall trigger the applet.

CRRNS: if help supported was true, the SIM Toolkit Framework shall issue a SETUP MENU command with
command qualifier ='80'

CRRNE6: if helpSupported was false and there isn't any menu entry supporting help then a call to isEventSet()
method on EVENT_MENU_SELECTION_HELP_REQUEST event shall return false.

CRRNT7: The SIM Toolkit Framework shall supply in the SET UP MENU command with the icon identifier
provided in the icon identifier list within the item icon identifier list Simple TLV if all the applets registered to
the EVENT_MENU_SELECTION provide it.

CRRNS8: The SIM Toolkit Framework shall set in the SET UP MENU command with the Icon list qualifier
transmitted to the ME as 'icon is not self explanatory' if one of the applet registered prefers this qualifier.

CRRNQ: If Next Action Indicator was different from '00', the SIM Toolkit Framework shall issue a SETUP
MENU proactive command containing an Items Next Action Indicator simple TLV with the comprehension flag
setto 0.

CRRN10: After the completion of the SETUP MENU command, if an ENVELOPE (MENU_SELECTION)
command is received by the SIM for this identifier, then the SIM Toolkit framework shall trigger the applet.

Parameters error
CRRP1: Shall throw java.lang.NullPointerException - if menuEntry is null

CRRP2: Shall throw java.lang.ArraylndexOutOfBoundsException - if offset would cause access outside array
bounds

CRRP3: Shall throw java.lang.ArraylndexOutOfBoundsException - if length would cause access outside array
bounds

CRRP4:Shall throw java.lang.ArraylndexOutOfBoundsException - if both offset and length would cause access
outside array bounds

Context errors

CRRC1: Shall throw ALLOWED_ LENGTH_EXCEEDED if the menu entry string is bigger than the allocated
space

CRRC2: Shall throw REGISTRY_ERROR if the menu entry cannot be initialised (eg no more item data in applet
loading parameter)

6.2.9.8.2 Test suite files
Additional requirements for the GSM personalisation:
- content of EF sume shall be:
- Title Alpha Identifier: "TOOLKIT TEST"

- Test case trigger: 1- Applet instantiation



Test Script:
Test Applet:

Load Script:

Cleanup script:

2- Menu selection

3- Menu selection Help Supported

Installation parameter:
Same as default applet but with:
- Maximum text length for a menu entry:

- Maximum number of menu entries:

API_2_TKR_IMET_BSSBZBS_1.scr
API_2_TKR_IMET_BSSBZBS_1.java

15

- Position / Identifier for each menu entry: '01'/'01', '02'/'02', '03'/'03', '04'/'04", '05'/'05", and '06'/'06'

API_2_TKR_IMET_BSSBZBS_1.ldr
API_2_TKR_IMET_BSSBZBS_1.clr

6.2.9.8.3 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to menuEntry Shall throw a
MenuEntry = NULL java.lang.NullPointerException.
2 Offset > menuEntry.length
Shall throw
MenuEntry = "Tool kit Test" java.lang.ArraylndexOutOfBoundsE
Ofset = 12 xception.
Length = 0
3 Offset <0
Shall throw
MenuEntry = "Tool kit Test" java.lang.ArraylndexOutOfBoundsE
Ofset = -1 xception.
Length = 11
4 Offset = 255
i} ) . Shall throw
MenuEntry = "Tool ki t Test java.lang.ArrayindexOutOfBoundsE
O fset = 255 xception
Length = 11 P ’
5 Length = menuEntry.length+1
Shall throw
MenuEntry = "Tool kit Test" java.lang.ArraylndexOutOfBoundsE
Ofset =0 xception.
Length = 12
6 Length <0
Shall throw
MenuEntry = "Tool kit Test" java.lang.ArraylndexOutOfBoundsE
Ofset =0 xception.
Length = -1
7 Offset + length > menuEntry.length
_ ; " Shall throw
(l\;e?gg?t rzyll Tool kit Test java.lang.ArraylndexOutOfBoundsE
Length = 1 xception.
8 MenuEntry.length > size allocated at loading
for each menu entry
. ) . . " ALLOWED_LENGTH_EXCEEDED
gfefn:g]t r:yo— Tool ki tTest i mpossi bl e ToolkitException is thrown.
Length = 16
9 Successful call, )
menuEntry is the whole buffer 1- No exception shall be thrown,
Shall return ID '01'.
1- initMenuEntry()
2- Shall return true.
MenuEntry = "TOOLKI T TEST 1"




Ofset =0

Length = 14

Next Action = '00'

Hel pSupported = fal se
I conQualifier ' 00’
Iconldentifier =0

2- i sEvent Set (EVENT_MENU_SELECTI ON)

10

Successful call,
menuEntry part of a buffer

1- initMenuEntry()

MenuEntry = "1234567TOOLKI T TEST 2"
Ofset =7

Length = 14

Next Action = "'00'
Hel pSupported = fal se
I conQualifier ="'00
Iconldentifier =0

2_
i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST)

1- No exception shall be
thrown,Shall return ID '02'.
2- Shall return false.

11

Successful call,
menuEntry with help supported

1- initMenuEntry()

MenuEntry = "TOOLKI T TEST 3"
Ofset =0

Length = 14

Next Action = ' 00

Hel pSupported = true

I conQualifier ="'00
Iconldentifier =0

2_
i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST)

1- No exception shall be thrown,
Shall return ID '03'
2- Shall return true.

12

Successful call,
menuEntry with an Icon

MenuEntry = "TOOLKI T TEST 4"

Ofset =0

Length = 14

Next Action = '00'

Hel pSupported = fal se

I conQualifier '01'" [icon not self
expl anat ory]

Iconldentifier =1

1- No exception shall be thrown.
2- Shall return ID '04'

13

Successful call,
menuEntry with a next action indication

MenuEntry = "TOOLKI T TEST 5"
Ofset =0

Length = 14

Next Action = '24' [Select Iten
Hel pSupported = fal se

I conQualifier ' 00
Iconldentifier = 0

1- No exception shall be thrown.
2- Shall return ID '05'

14

Successful call,
length =0

initMenuEntry()

MenuEntry = "Tool kit Test"
Ofset =0

Length = 0

Next Action = "'00'

Hel pSupported = fal se

I conQualifier ="'00
Iconldentifier = 0

No exception shall be thrown,Shall
return ID '06'.




15 | Initialize more entry than allocated at loading
" . " REGISTRY_ERROR
gfe?:gn r:yo— Tool kit Test ToolkitException is thrown.
Length = 11
16 |Dynamic update of the menu stored by the M Card shall Send a
SetUpMenu Proactive
command:
Fetch [CommandQualifier]=help
supported
[Alphald]="TOOLKIT TEST"
[Itemld=1] = "TOOLKIT
TEST 1"
[ltemld=2] = "TOOLKIT
TEST 2"
[ltemld=3] = "TOOLKIT
TEST 3"
[Itemld=4] = "TOOLKIT
TEST 4"
[ItemId=5] = "TOOLKIT
TEST 5"
[ltemld=6] ="
[ltemsNextAction]=0600000
0002400
17 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command |Applet is trigged by an
ENVELOPE(MENU_SELECTION)
Menu Entry ID = "0 command & Menu Entry ID = '01'
18 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command |Applet is trigged by an
ENVELOPE(MENU_SELECTION)
Menu Entry ID =" 02 command & Menu Entry ID = '02"
19 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command |Applet is trigged by an
ENVELOPE(MENU_SELECTION)
Menu Entry ID = "03 command & Menu Entry ID = '03'
20 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command |Applet is trigged by an
ENVELOPE(MENU_SELECTION)
Menu Entry ID = ' 04 command & Menu Entry ID = '04'
21 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command Applet is trigged by an
ENVELOPE(MENU_SELECTION)
Menu Entry ID = ' 05' command & Menu Entry ID = '05'
22 |Check Applet is triggered by ENVELOPE

(MENU_SELECTION_HELP_REQUEST)
command

Menu Entry ID = '"03'

Applet is trigged by an
ENVELOPE(MENU_SELECTION_
HELP_REQUEST) command &
Menu Entry ID ='03'

23

Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command

Menu Entry ID = '06'

Applet is trigged by an
ENVELOPE(MENU_SELECTION)
command & Menu Entry ID = '06'




6.2.9.84 Test Coverage

CRR number Test case number

N1 16

N2 9

N3 11

N4 22

N5 11,16

N6 10

N7 12,16

N8 12,16

N9 13,16

N10 9,10,11,12,13,14,17,18,19,20,2
1,23

P1 1

P2 2,34

P3 5,6

P4 7

C1l 8

Cc2 14

6.2.9.9 Method isEventSet
Test Area Reference: API_2 TKR_IEVSB

6.2.9.9.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public bool ean i sEvent Set (byte event)

Normal execution
CRRNL1: shall return true if the event is set in the Toolkit Registry for the applet
CRRN2: shall return false if the event isn't set in the Toolkit Registry for the applet
Parameters error

No requirements.

Context errors

No requirements

6.2.9.9.2 Test suite files
Test Script: APl 2 TKR_IEVSB_1.scr
Test Applet: API_2 TKR_IEVSB _1.java

Installation parameter:
Same as default applet but with:
- Maximum text length for a menu entry: 15

Maximum number of menu entries: 1

Position / Identifier for each menu entry: '01'/'01'

Maximum number of timers: 1

Load Script: APl 2 TKR_IEVSB_1l.ldr



Cleanup script:

API_2_TKR_IEVSB_L.clr

6.2.9.9.3 Test procedure
Id Description API Expectation APDU Expectation
1 Events aren't set
Appl et calls isEventSet() for each events
ranging from1 to 127 excepted Shall return false each time.
EVENT_FORMATTED _SMS_PP_ENV and
EVENT_MENU_SELECTI ON.
2 For EVENT_FORMATTED_SMS_PP_ENV
i sEvent Set (EVENT FORMATTED SMS PP ENv)  |Shall return true.
3 For EVENT_MENU_SELECTION
i sEvent Set ( EVENT_NMENU_SELECTI ON) Shall return true
4 After clearing
EVENT_FORMATTED_SMS_PP_ENV
1- clearEvent (EVENT_FORMATTED_SM5_PP_ENV) 1. Ngo exception shall be thrown.
2-
i sEvent Set ( EVENT_FORMATTED_SMs_pp_ENv) (2~ Shall return false.
5 Setting events
f1- Fo; Eeacth SUPPCR;I’E{D anldI A!_LO/\ED events |11. No exception shall be
or setEvent(), applet calls: thrown.
1.1- set Event () met hod .
1.2-  Shall return true each time.
1.2- i sEvent Set () met hod.
6 For
EVENT_MENU_SELECTION_HELP_REQUEST
1- isEvent Set _
( EVENT_MENU_SELECTI ON_HELP_REQUEST) 1- Shall rewrn false.
2- I'l ch MenuEnt ith hel
suppg?t Edc angehenusntry w ep 3- Shall return true
3- isEvent Set
( EVENT_MENU_SELECTI ON_HELP_REQUEST)
7 For EVENT_TIMER_EXPIRATION
1- i sEvent Set (EVENT_TI MER_EXPI RATI ON) 1- Shallreturn false.
2- call allocateTiner()
3-  isEvent Set (EVENT_TI MER_EXPI RATI ON) 3- Shall return true
8 For EVENT_STATUS_COMMAND
1- isEvent Set (EVENT_STATUS_COVVAND) 1- Shall return false.
2- call
request Pol | I nterval (POLL_SYSTEM DURATI ON) (3. Shall return true
3- i sEvent Set (EVENT_STATUS_COVVAND)
6.2.9.94 Test Coverage
CRR number Test case number
N1 2,3,4,5,6,7,8
N2 1,5,6,7,8




6.2.9.10 Method releaseTimer
Test Area Reference: APl 2 TKR_RTIMB

6.2.9.10.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void rel easeTi mer(byte timerldentifier)
t hrows Tool ki t Excepti on

Normal execution

CRRNL: if it was the last allocated timer for the applet then a following call to isEventSet() method for
EVENT_TIMER_EXPIRATION should return false.

CRRNZ2: if applet has timers allocated then a call to isEventSet(EVENT_TIMER_EXPIRATION) shall return true.
CRRN3: After invocation of the method the indicated timer shall be released and available for reallocation.
CRRN4: The applet is deregistered of the EVENT_TIMER_EXPIRATION for the indicated Timer Identifier.

Parameters error

CRRP1: shall throw a ToolkitException with INVALID_TIMER_ID reason if the timer identifier isn't between 1
and 8.

Context errors

CRRC1: shall throw a ToolkitException with INVALID_TIMER _ID reason if the timer is valid but isn't allocated to

this applet.
6.2.9.10.2 Test suite files
Test Script: API_2 TKR_RTIMB_1.scr
Test Applet: APl 2 TKR_RTIMB_1.java

Installation parameter:
As Default, except max timer which is set to 8.
Load Script: APl 2 TKR_RTIMB_1.ldr
Cleanup script: APl 2 TKR_RTIMB_1.clr



6.2.9.10.3 Test procedure

Id Description

API Expectation

APDU Expectation

1 Releasing not allocated timers

For each tiner IDranging from'00" to
"FF', applet calls rel easeTinmer(lD)

Each time, method shall throw a
ToolkitException with reason code
INVALID_TIMER_ID.

2 Releasing allocated timers
1- 8 * allocateTiner()
2- 7 * releaseTiner(id).

3- i sEvent Set (EVENT_TI MER_EXPI| RATI ON)

1- No exception shall be thrown.
2- Each time, no exception shall be
thrown.

3- Shall return true

3 Releasing invalid timer ID
1- releaseTiner('FF ) method

2- i sEvent Set (EVENT_TI MER_EXPI| RATI ON)

1- Shall throw a ToolkitException
with INVALID_TIMER_ID reason
code.

2- Shall return true.

4 Releasing last timer
1- releaseTimer(last tiner allocated)

2- i sEvent Set (EVENT_TI MER_EXP| RATI ON)

1- No exception shall be thrown.

2- Shall return false.

5 |Checking we can allocate timers after they
have been rel eased

8 * allocateTinmer().

No exception shall be thrown.

6 Releasing all timers.

For 1 to 8, releaseTinmer(id).

No exception shall be thrown.

7 |Checking appletisn't triggered by
ENVELOPE( TI MER_EXPI RATI ON) conmmand

Send ENVELOPE( TI MER_EXPI| RATI ON)

Applet is not trigged by an
ENVELOPE(TIMER_EXPIRATION)
command

6.2.9.10.4 Test Coverage
CRR number Test case number
N1 4
N2 2,3
N3 5,6
N4 7
P1 1,3
C1l Framework

6.2.9.11 Method requestPollinterval
Test Area Reference: APl 2 TKR_RPOLS

6.2.9.11.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void requestPoll|nterval (short duration)

t hrows Tool ki t Excepti on




Normal execution

CRRNL: If duration is between 1 and 15300 or equal to POLL_SYSTEM_DURATION, the applet registers to

EVENT_STATUS_COMMAND.

CRRN2: If duration is POLL_NO_DURATION, the applet is deregistered from EVENT_STATUS_COMMAND.

Parameters error

CRRP1: the method should throw a ToolkitException with REGISTRY_ERROR reason if duration is > 15300 or is

< -1 (POLL_SYSTEM_DURATION).

Context errors

No Requirements.

6.2.9.11.2 Test suite files
Test Script: APl_2 TKR_RPOLS_1.scr
Test Applet: APl 2 TKR_RPOLS 1.java
Load Script: APl 2 TKR_RPOLS 1.ldr

Cleanup script:

API_2_TKR_RPOLS_L.clr

6.2.9.11.3 Test procedure
Id Description API Expectation APDU Expectation
1 Requesting a value between 1 and 15300 s

1- i sEvent Set (EVENT_STATUS_COMVVAND)

2-  For duration ranging from1l to 15300,
request Pol | I nterval (duration).

3- i sEvent Set (EVENT_STATUS_COMVAND) .

1- Shall return false.
2- No exception shall be thrown.

3- Shall return true.

1- isEvent Set ( EVENT_STATUS_COVMVAND)
2-  request Pol | I nt erval (POLL_NO_DURATI ON)

3- i sEvent Set (EVENT_STATUS_COMVAND)

2 |1- Check Applet is triggered by a STATUS —
commandreset and card initialisation 2- Applet is trigged by a STATUS
2-  Send STATUS command command
3 Requesting POLL SYSTEM DURATION
1- i sEvent Set (EVENT_STATUS_COVMVAND) . 1- Shall return true.
2- .
Request Pol | I nt er val ( POLL_SYSTEM DURATI |2~ NO exception shall be thrown.
OoN) .
3- Shall return true.
3-  |sEvent Set (EVENT_STATUS_COMVAND) .
4 Check Applet is triggered by a STATUS
command —
1- reset and card initialisation 2- Appletdls trigged by a STATUS
2-  Send STATUS command comman
5 Requesting invalid duration
Each time, a ToolkitException with
For duration ranging from 15301 to 15305, |REGISTRY_ERROR reason code,
-2 request Pol | I nterval (duration) shall be thrown.
6 Requesting POLL NO DURATION

1- Shall return true.
2- No exception shall be thrown.

3- Shall return false.




7 Check Applet isn't triggered by an STATUS
command.

1- reset and card initialisation

2- Send STATUS command

2- Applet is not trigged by a
STATUS command

6.2.9.11.4 Test Coverage
CRR number Test case number
N1 1234
N2 6,7
P1 5

6.2.9.12 Method setEvent
Test Area Reference: APl 2 TKR_SEVTB

6.2.9.12.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public void setEvent(byte id)
t hrows Tool ki t Excepti on

Normal execution
CRRNL1: a following call to isEventSet() method with the same event id shall answer true for the applet.
CRRN2: the SIM Toolkit Framework shall trigger the applet if an occurrence of the set event happens.

CRRN3: this method shall accept all the events defined in GSM 0319 excepted: EVENT_MENU_SELECTION,
EVENT_MENU_SELECTION_HELP_REQUEST, EVENT_TIMER_EXPIRATION ,
EVENT_STATUS_COMMAND

Parameters error

CRRP1: shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event is 0-er-eventrangesfrom
2010127

CRRP2: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_MENU_SELECTION.

CRRP3: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_MENU_SELECTION_HELP_REQUEST.

CRRP4; shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_TIMER_EXPIRATION.

CRRP5: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_STATUS_COMMAND.

Context errors

CRRC1: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is
EVENT_CALL_CONTROL_BY_SIM but another applet is already registered to it.

CRRC2: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.

6.2.9.12.2 Test suite files
Test Script: __API_ 2 TKR_SEVTB 1.scr



Test Applet: _ 1. API_2 TKR_SEVTB_1.java
2. API_2_TKR_SEVTB_2.java
Load Script: ___API 2 TKR_SEVTB 1.ldr

The load script installs the 2 instances.

Cleanup script: API_2 TKR_SEVTB_ 1l.clr
6.2.9.12.3 Test Procedure
Id Description API Expectation APDU Expectation

1 Applet 1is triggered by ENVELOPE(SMS_
PP_FORMATTED) command.

Applet 1 shall be triggered
Send ENVELOPE( SMS_PP_FORMATTED)

2 | Setting ALLOWED and SUPPORTED events

1- For all events defined in GSM 0319
(from1l to 19) and all owed:
EVENT_PROFI LE_DOMLOAD,
EVENT_FORMVATTED_SMS_PP_ENV,
EVENT_FORMATTED_SMS_PP_UPD,
EVENT_UNFORVATTED_SMS_PP_ENV,
EVENT_UNFORVATTED_SMS_PP_UPD,
EVENT_UNFORMVATTED_SMS_CB,
EVENT_CALL_CONTROL_BY_SI M

EVENT_MO SHORT_MESSAGE_CONTROL_BY_SIM
EVENT_EVENT_DOWNLOAD MI_CALL,

1.1- No exception shall be thrown.

EVENT_EVENT_DOWNLOAD_CALL_CONNECTED, 1.2-  Shall return false.
EVENT_EVENT_DOWNLOAD_CALL_DI SCONNECTED,
EVENT_EVENT_DOWLOAD_LOCATI ON_STATUS, 1.3- No exception shall be thrown.

EVENT_EVENT_DOANLOAD_USER_ACTI VI TY,
EVENT_EVENT_DOWNLOAD_I DLE_SCREEN_AVAI LABL 1 4. Shall return true.

E,
EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS .
1.5- No exception shall be thrown.

1.1- cl ear Event (event)
1.2- i sEvent Set (event)
1. 3- set Event (event)
1. 4- i sEvent Set (event)
1.5- cl ear Event (event)
3 Event O
Shall throw a ToolkitException with
Cal |l setEvent (0) EVENT_NOT_SUPPORTED reason
code.
4 Events from 20 to 127
I . . .
Cal-l—setEvent(event) wth event =20 to- EVENT_NOT SUPPORTED reason-
2 code:
5 Setting EVENT-MENU-SELECTION
CaH—set-Event(EVENTMENJ-SELECH-ON)- BEVENT_NOT-ALLOWEDreason-
code:
4 Setting EVENT MENU SELECTION
Shall throw a ToolkitException with
Cal | set Event (EVENT_MENU_SELECTI ON) EVENT NOT ALLOWED reason

code.

6 Setting-




&)}

Setting
EVENT MENU SELECTION HELP REQUEST

Cal |
set Event (EVENT_MENU_SELECTI ON_HELP_REQUES

Shall throw a ToolkitException with

EVENT NOT ALLOWED reason

code.

D
SolingEVERE i ER R IR A O]
B e

6 Setting EVENT _TIMER _EXPIRATION
Shall throw a ToolkitException with
Cal | set Event (EVENT_TI MER_EXPI RATI ON) EVENT NOT ALLOWED reason
code.
8 Setting EVENT-STATUS - COMMAND

Cole s meen L E e e e

7 Setting EVENT STATUS COMMAND
Shall throw a ToolkitException with
Cal | set Event (EVENT_STATUS COVIVAND) EVENT NOT ALLOWED reason
code.
9 Setting-EVENT-CALL CONTROL-BY SIM
No Exception shall-be thrown
Cal-l—setEvent ( EVENT CALL CONTROL -BY-SIM)-
8 Setting EVENT CALL CONTROL BY SIM
No Exception shall be thrown
Cal | setEvent (EVENT CALL_CONTROL_BY SI'M
10 Setting-
EVENT-MO-SHORT MESSAGE-CONTROLB
Y-_SiM .
No-Exeception-shall-be thrown
Call—

9 Setting

EVENT MO SHORT MESSAGE CONTROL B

Y SIM
No Exception shall be thrown

Cal |

set Event ( EVENT_ MO SHORT MESSAGE CONTROL B

Y SI'M

ERMELORECALL CORTROL P Sl ERRELORECALL COobRol 2

Tri-ggerthe-applet SIM)

10 Check applet is triggered by an Applet is trigged by an

ENVELOPE(CALL CONTROL BY SIM)

ENVELOPE(CALL_CONTROL_BY

Trigger the applet

SIM)

ENVELOPE(MO_SHORT_MESSAGE_CONTRO |\ uE| OPE(MO_SHORT _MESSAG
_ _BY SIV) — =

Trigger—the Applet E_CONTROL_BY-_SIM)

11 Check applet is triggered by an Aoplet is trigged by an
ENVELOPE(MO SHORT MESSAGE CONTRO ENVELOPE(MO SHORT MESSAG

L BY SIM E_CONTROL _BY_SIM)
Trigger the Applet
PP-DOWNLOAD) command. ENVELOPE(SMS

Tri-gger—the-applet—2 —

12 | Applet 2is triggered by ENVELOPE(SMS Applet 2 is trigged by an

PP_DOWNLOAD) command.

ENVELOPE(SMS




Trigger the applet 2 PP_DOWNLOAD) command

V) - : - -

CALL CONTROL BY SIM EVENT ALREADY REGISTERED-
s al | | .
set Event ( EVENT -CALL CONTRO--—BY-SI-M-

13 Applet 2 reqgisters to Shall throw a ToolkitException with
CALL CONTROL BY SIM EVENT _ALREADY_ REGISTERED
but it is already assigned reason code.

set Event (EVENT_CALL_CONTROL_BY_SI M

15 Applet 2 registers to- Shall-throw-a-ToolkitExcention-with
MO-MESSAGE-CONTROL-BY-SIM
— — — EVENT-ALREADY - REGISTERED-
©is al | - — —
setEvent ( EVENT -MD-SHORT MESSAGE CONTRO-—B
N |
14 Applet 2 reqisters to_ Shall throw a ToolkitException with
MO MESSAGE CONTROL BY SIM EVENT ALREADY REGISTERED
but it is already assigned reason code.
set Event (EVENT_MD SHORT MESSAGE CONTROL B|—="———=
Y SI'M
6.2.9.12.4 Test Coverage
CRR number Test case number

N1 2
P 34
p2 5
P3 6
P4 7
P5 8
c1 14
c2 15
N2 1,8,9,10,11,12
N3 24567
Pl 3
P2 4
P3 5
P4 6
PS5 7
C1 13
c2 14

6.2.9.13 Method setEventList
Test Area Reference: API_2 TKR_SEVL_BSS

6.2.9.13.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public void setEventlList(byte[] eventlList,
short of fset,
short | ength)
throws t hr ows java. | ang. Nul | Poi nt er Excepti on,
j ava. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

Normal execution

CRRNL: for all events set successfully by this method, a call to isEventSet() method should return true.



CRRN2: the SIM Toolkit Framework shall trigger the applet if an occurrence of one of the successfully registered

events happens.

CRRNa3: this method shall accept all the events defined in GSM 0319 excepted: EVENT_MENU_SELECTION,

EVENT_MENU_SELECTION_HELP_REQUEST, EVENT_TIMER_EXPIRATION,

EVENT_STATUS_COMMAND.
Parameters error

CRRP1: shall throw a java.lang.NullPointerException if eventList is null.

CRRP2: shall throw a java.lang.ArraylndexOutOfBoundsException if offset would cause access outside array

bounds.

CRRP3: shall throw a java.lang.ArraylndexOutOfBoundsException if length would cause access outside array

bounds.

CRRP4: shall throw a java.lang.ArraylndexOutOfBoundsException if both offset and length would cause access

outside array bounds.

CRRP5: shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event is 0-er-eventrangesfrom

20to 127.

CRRP6: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains

EVENT_MENU_SELECTION.

CRRP7: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains

EVENT_MENU_SELECTION_HELP_REQUEST.

CRRP8: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains

EVENT_TIMER_EXPIRATION.

CRRP9: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains

EVENT_STATUS_COMMAND.

Context errors

CRRC1: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if eventList contains

EVENT_CALL_CONTROL_BY_SIM but another applet is already registered to it.

CRRC2: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if eventList contains
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.

6.2.9.13.2 Test suite files
Test Script: APl 2 TKR_SEVL_BSS 1.scr
Test Applet: 1. API_2 TKR_SEVL_BSS 1.java

__ 2.API_2 TKR_SEVL_BSS _2.java
Load Script: APl 2 TKR_SEVL BSS 1.ldr
The load script installs the 2 instances.

Cleanup script: APl 2 TKR_SEVL _BSS 1.clr

6.2.9.13.3 Test Procedure
Id Description API Expectation APDU Expectation
1 Applet 1 Registering all eventList buffer 1- No exception shall be thrown.
EventList = all allowed events defined in |2. No exception shall be thrown.
GSM 0319:
EVENT_PROFI LE_DOWNLOAD, 3- Each i hall
EVENT_FORMATTED SME PP _ENV, - Each time shall return true.

EVENT _EORMATTED SMR PP _LIPD




EVENT_FORMATTED_SMS_PP_UPD,
EVENT_UNFORVATTED _SMS_PP_ENV,
EVENT_UNFORVATTED _SMS_PP_UPD,
EVENT_UNFORMATTED_SMVS_CB,
EVENT_CALL_CONTROL_BY_SI M
EVENT_MO SHORT _MESSAGE_CONTROL_BY_SI M
EVENT_EVENT_DOANLOAD MT_CALL,
EVENT_EVENT_DOANLOAD_CALL_CONNECTED,
EVENT_EVENT_DOANLOAD_CALL_DI SCONNECTED,
EVENT_EVENT_DOANLOAD L OCATI ON_STATUS,
EVENT_EVENT_DOMLOAD _USER _ACTI VI TY,
EVENT_EVENT_DOWLOAD | DLE_SCREEN_AVAI LABLE
., EVENT_EVENT_DOWLOAD CARD READER STATUS
1- For each event in EventlList
cl ear Event (event)

2- setEventlList(eventList)
Ofset =0

Length = eventlList.lentgh

3- For all events in eventlList

i sEvent Set (event)

4- For each event in EventlList

cl ear Event (event)

4- No exception shall be thrown.

Registering part of eventList buffer

EventList = all allowed events defined in
GSM 0319 (see test case 1).

1- For each event in Eventlist
cl ear Event (event)

2- setEventlList(eventlList,
| engt h)

of f set,

Ofset >0
Length = eventList.lentgh — of fset
3- events in eventlList:

For all

i sEvent Set (event)

4- For each event in EventlList:

cl ear Event (event)

1- No exception shall be thrown.
2- No exception shall be thrown.
3- Each time shall return true for
events ranging from offset to

offset+length else shall return false.

4- No exception shall be thrown.

Null buffer

Shall throw a
EventList = nul | java.lang.NullPointerException
Exception
Out of bounds offset
Shall throw a
O fset = eventList.length java.lang.ArraylndexOutOfBounds

Length =1 Exception
Out of bounds and big offset
Shall throw a
O fset = 255 java.lang.ArraylndexOutOfBounds
Length =1 Exception
Offset <0
Shall throw a
Offset = -1 java.lang.ArraylndexOutOfBounds
Length = 1 Exception
Out of bounds length
Shall throw a
Ofset =0 java.lang.ArraylndexOutOfBounds
Length = eventList.length + 1 Exception

Out of bounds and big length

Shall throw a
java.lang.ArraylndexOutOfBounds




Ofset =0 Exception
Length = 255
9 Length <0
Shall throw a
Ofset =0 java.lang.ArraylndexOutOfBounds
Length = -1 Exception
10 Out of bounds offset + Length

O fset + length > eventList.length + 1

Shall throw a
java.lang.ArraylndexOutOfBounds
Exception

11

Event O

Cal |l setEventlList(eventList) with
eventList indicating event 0

Shall throw a ToolkitException with
EVENT_NOT_SUPPORTED
reason code.

12 Events from 20t0 127
CaH—setEventList{eventList)—wit EVENTNOT_SURPORTED-
ez";e e 52; di-eating—all—the-events—tro reason-code-

13 EVENT-MENU-SELECTION
eventtist—i-ndi-cati-ng—EVENF_MENJ_SELECH-ON |cy/en T NOT_ALLOWED.

EVENT MENU SELECTION

Call setEventlList(eventList) with
event Li st indicating EVENT MENU SELECTI ON

Shall throw a ToolkitException with
reason code
EVENT NOT ALLOWED.

reason-code-

EVENT_NOT_ALLOWED.

EVENT MENU SELECTION HELP REQUEST

Call setEventlList(eventList) with
eventLi st indicating
EVENT_MENU_SELECTI ON_HELP_REQUEST

Shall throw a ToolkitException with
reason code
EVENT NOT ALLOWED.

15 EVENT-TIMER-EXPIRATION
CaH—setEventList{eventlist—w-th reason-code-
e e - - !
14 EVENT TIMER EXPIRATION
Shall throw a ToolkitException with
Call setEventlList(eventList) with reason code

event Li st indicating
EVENT_TI MER_EXPI RATI ON

EVENT_NOT_ ALLOWED.

EER e o D

JoEvET TS ¥ g

EVENT STATUS COMMAND

Call setEventlList(eventList) with
event Li st indicating EVENT _STATUS COVVAND

Shall throw a ToolkitException with
reason code
EVENT NOT ALLOWED.

Shall-notthrow-an-exception-




EVENT—MO-SHORT-MESSAGE-CONTROL—BY—SI-M

Setting EVENT CALL CONTROL BY SIM

set Event Li st (Li st
cont ai ni ng

EVENT CALL CONTROL BY SIM &

EVENT MO SHORT MESSAGE CONTROL BY SIM

0, 2) with List

Shall not throw an exception

Check-appletis triggered by an-

L
ENVELOPE(CALL CONTROL BY SIM) ENVELOPE(CALL _CONTROL_BY
e et —SH)
17 Check applet is triggered by an

ENVELOPE(CALL CONTROL BY SIM)
Reset and initialise the card
Trigger the applet

Applet is trigged by an
ENVELOPE(CALL CONTROL BY

SIM)

L
ENVELOPE(MO-SHORT -MESSAGE-CONTROL EN#EI:QPEGMQ%H@R—T—M%SAQQ}
_ _BY_SIM) = =
Trigger—the applet GE-CONTROL-_BY_SIM)
18 Check applet is triggered by an

ENVELOPE(MO SHORT MESSAGE CONTROL

BY SIM)
Tri gger the appl et

Applet is trigged by an
ENVELOPE(MO SHORT MESSA
GE_CONTROL BY_SIM)

AoplorZrogiotope 0 CALL CORITROL 20 Sl
_Butitis & eacy asys g’ ree-

setEvent Li-st {(MbroBventList5-0-1)—wit

EVENT_CALL_CONTROL_BY_SI-M

19 |Applet 2 registers to CALL CONTROL BY SIM

but it is already assigned
set Event Li st (MonoEventList,0,1) with
MonoEvent Li st contai ni ng
EVENT _CALL CONTROL_BY SI M

Shall throw a ToolkitException with

EVENT_ALREADY REGISTERED

reason code.

Applet 2 registers to
MO SHORT MESSAGE CONTROL BY SIM

but it is already assigned
setEventList(MonoEventList,0,1) with

Shall throw a ToolkitException with

EVENT_ALREADY REGISTERED

MonoEventList containing
EVENT MO SHORT MESSAGE CONTROL BY
SIM

reason code.




6.2.9.13.4 Test Coverage

CRR number Test case number
N1 1,2
N2 171819
N2 16,17,18
N3 1,2,11,12,13,14,15
P1 3
P2 45,6
P3 7,8,9
P4 10
Ps 1512
P& 13
p7 14
P8 15
P9 16
c1 20
G2 21
PS5 11
P6 12
P7 13
P8 14
P9 15
C1 19
c2 20

6.2.10 Class ViewHandler

It is not possible to test the methods provided by this class as it is declared 'abstract’; it will be done in the class
inheriting it: EditHandler, EnvelopeHandler, ProactiveResponseHandler, ProactiveHandler.

6.2.11 Class ToolkitException

6.2.11.1 Exception Constants
Test Area Reference: API_2 TKE_CONS

6.2.11.1.1 Conformance requirement:

There is no API, only constants.

Normal execution

CRRNL1: The Constants of the class ToolkitException shall all have the same name and value defined in the
GSMO03.19.

Parameters error

No requirements

Context errors

No requirements

6.2.11.1.2 Test suite files



- Conversion-parameter—APL-2 TKE-CONS.cnvNone

6.2.11.1.3 Test procedure

RIG|G)E (6|88 (%8|G IR|B|R

N1 114
The constants in Java are resolved at compilation time, therefore a runtime test is not useful. No test of constants will be

performed.

6.2.11.2 Constructor ToolkitException

Test Area Reference: API_2 TKE_COORS

6.2.11.2.1 Conformance requirement:

The constructor with following headershall compliant to its definition in the API.

public Tool kit Excepti on(short reason)

Normal execution

CRRNL1: Construct a ToolkitException instance with the specified reason.

Parameters error

No requirements

Context errors

No requirements

6.2.11.2.2 Test suite files
No additional requirements for the GSM personalisation:

Test Script: __ APl 2 TKE _COORS_1.scr



Test Applet: __API_2 TKE _COORS_1.java
Load Script: ___API_ 2 TKE _COORS_1.ldr
CleaningCleanup script:  API_2 TKE _COORS_1l.clr

6.2.11.2.3 Test procedure
Id Description API Expectation APDU Expectation
1 reason = (short) 19 ToolkitException.getReason() =
(short)19
6.2.11.2.4 Test Coverage
CRR number Test case number
N1 1

6.2.11.3 Method throwlt

Test Area Reference: APl1_2 TKE_THITS

6.2.11.3.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static void throwt(short reason)
throws Tool ki t Exception

Normal execution
CRRNL1: Throws the JCRE instance of the ToolkitException class with the specified reason.

CRRN2: extends javacard.framework.CardRuntimeException

Parameters error

No requirements

Context errors

No requirements

6.2.11.3.2 Test suite files
No additional requirements for the GSM personalisation:

Test Script: ARL2 TKE THITS.ser

Conversion-parameter—APRIL-2 TKE _THITS.cnv APl 2 TKE_THITS 1.scr
Test Applet: APl 2 TKE_THITS 1.java

Load Script: APl 2 TKE_THITS 1.ldr

Cleanup Script: APl 2 TKE THITS 1.clr




6.2.11.3.3

Test procedure

Id Description API Expectation APDU Expectation
1 = - - — -
Hows-+ EJ.QHE staRce-o FootkitExeeption Reason-{(specified) cantbe-e ee;e,d beeau_se
With-the-spectiedreaso the Statis-we ds-valels
2 - : — ot speciied
. .Igg ¢ tE;;ee. ption-exte ds . Reasen-(specified)
1 |Throws the JCRE instance of ToolkitException |[Reason = 0
with the specified reason
2 |Throws the JCRE instance of ToolkitException |[Reason =1
with the specified reason
3 |Throws the JCRE instance of ToolkitException [Reason = 15
with the specified reason
4 ToolkitException extends Reason =0
javacard.framework.CardRuntimeException
5 ToolkitException extends Reason=1
javacard.framework.CardRuntimeException
6 ToolkitException extends Reason = 15
javacard.framework.CardRuntimeException
6.2.11.34 Test Coverage
CRR number Test case number
N1 1,2,3
N2 4,5,62
6.3 SIM Toolkit Framework

Test Cases for the API and Framework have no interactions and are designed to be independant. The API Test Cases in
the present specification shall be considered as completed although no framework tests have been agreed at the present

time.

System Handlers management

minimum handler availability / status / content (+ response handling)

Applet Triggering:

for each event test separately:

- Registration / de registration, and dynamic registration

- triggering

- multiple applet triggering

- limitations

- busy state

Exception hiding to the mobile.
Events combination.

Proactive commands sending
Envelope response sending
Toolkit applets installation
Access control

File system state




Annex A (normative):

Class and Methods AID numbering and acronyms

A.l Sim.access

Class Name Acronyms Numbering on 5 bits
Sl Wi ew SVW 00001
Sl Meyst em SSY 00010
S| Wi ewExcepti on SVE 00011
A.1l.1 SIMView methods

Method Name Acronyms Numbering on 6 bits
static final Constants 000001
short increase(byte[] incr, short incrOfset, byte[] INCR BS BS 000010
resp, short respOffset) -
voi d invalidate() INVL 000011
void readBi nary(short fileOffset, byte[] resp, short REDBS BSS 000100
respOfset, short resplLength) B
short readRecord(short recNunber, byte node, short REDRSBS BSS 000101
recOffset, byte[] resp, short respOfset, short -
resplLengt h)
void rehabilitate() REHA 000110
short seek(byte node, byte[] patt, short pattOffset, SEEKB BSS 000111
short pattLlength) B
voi d sel ect(short fid) SLCTS 001000
short select(short fid, byte[] fci, short fciOffset, SLCTS BSS 001001
short fciLength) -
short status(byte[] fci, short fciOffset, short STAT BSS 001010
fci Lengt h) B
short updateBi nary(short fileOfset, byte[] data, UPDBS BSS 001011
short dataOfset, short datalength) B
voi d updat eRecord(short recNunber, byte node, short UPDRSBS BSS 001100

recOffset, byte[] data, short dataCffset, short
dat aLengt h)

A.1l.2 SIMSystem methods

Method Name Acronyms Numbering on 6 bits
static Sl Wiew get TheSI Wi ew() GETS 000001
A.1.3  SIMViewException methods
Method Name Acronyms Numbering on 6 bits
static void throwt(short reason) THITS 000001
SI MVi ewExcepti on(short reason) COORS 000010
Const ant s CONS 000011




A.2 Sim.toolkit

Class Name Acronyms Numbering on 5 bits
Tool ki t Const ant's TKC 00001
Tool kitInterface TKI 00010
Edi t Handl er EDH 00011
Envel opeHandl er ENH 00100
Envel opeResponseHandl er ERH 00101
MEProfile MEP 00110
Proacti veHandl er PAH 00111
Proact i veResponseHandl er PRH 01000
Tool ki t Regi stry TKR 01001
Vi ewHandl er VWH 01010
Tool ki t Excepti on TKE 01011
A.2.1 ToolkitConstants

Method Name Acronyms Numbering on 6 bits
Const ant s CONS 000001
A.2.2  Toolkitinterface methods

Method Name Acronyms Numbering on 6 bits
voi d processTool kit (byte event) PRTKB 000001

A.2.3 EditHandler methods

The numbering of the EditHandler methods it will be done in the classes inherit it: EnvelopeResponseHandler,

ProactiveHandler, because the methods provided by this class as it is declared ‘abstract'.

A.2.4  EnvelopeHandler methods

Method Name Acronyms Numbering on 6 bits
byt e get Envel opeTag() GENT 000001
byte getltem dentifier() GIID 000010
short get Secur edDat aLengt h() GSDL 000011
short get SecuredDat aCxf f set () GSDO 000100
Envel opeHandl er get TheHandl er () GTHD 000101
short get TPUDLOf f set () GTPO 000110
Inherited Method Name: ViewHandler

Byt e CPRVS_BSS 000111
conpar eVal ue(short val ueOfset, byte[] conpareBuffer,
short conpareOfset, short conparelength)
Short COPY_BSS 001000
copy(byte[] dstBuffer,short dstCOffset,short dstlLengt
h)
Short CPYVS_BSS 001001
copyVal ue(short val ueOffset,
byte[] dstBuffer,short dstOffset,short dstLength)

Byt e FACRB_BS 001010
fi ndAndConpar eVal ue(byte tag, byte[] conpareBuffer,sh
ort compareOfset)

Byt e fi ndAndConpar eVal ue(byte tag, byte occurence, FACRBBS BSS 001011
short val ueO fset, byte[] conpareBuffer,short conpare -
O fset, short conparelengt h)

Short FACYBBS_BSS 001100

Fi ndAndCopyVal ue(byt e tag, byte occurence, short val ue




O fset, byte[] dstBuffer, short dstOffset,
short dstLength)

Short FACYB_BS 001101
fi ndAndCopyVal ue(byte tag, byte[] dstBuffer,short dst
O fset)
Byte FINDBB 001110
Fi ndTLV( byt e tag, byte occurrence)
Short GLEN 001111
Get Lengt h()
—Byte AN e £L0000
Cet Val ueByte(short valueO fset)

Byt e GVBYS 010000
Get Val ueByt e(short val ueO fset)
~Short GVLEN £L0000
Cet Val uelength()

Shor t GVLE 010001

Get Val ueLengt h()

A.2.5 EnvelopeResponseHandler methods

Method Name Acronym Numbering on 6 bits
Envel opeResponseHandl er get TheHandl er () GTHD 000001
Voi d post (byte statusType) POSTB 000010
Voi d post ASBERTLV(byte statusType, byte tag) POSTBB 000011
Inherited Method Name: EditHandler
Voi d appendArray(byte[] buffer, short offset, short APDA 000100
I ength, short dstlLength)

i v AR Co0ie
Voi d appendTLV(byte tag, byte val ue) APTLBB 000101
B T o e
Voi d appendTLV(byte tag, byte[] value, short APTLB BSS 000110
val uef f set, short val ueLength)

Voi d appendTLV(byte tag, byte valuel, byte val ue2) APTLBBB 000111
short value20 fset, short value2Length)
Voi d appendTLV(byte tag, byte valuel, byte[] val ue2, APTLBB BSS 001000
short val ue2O fset, short val ue2Lengt h)
Voi-d——clear() CLR 001001
Void clear() CLER 001001




Inherited Method Name: ViewHandler

Byte CPRVS_BSS 001010
conpar eVal ue(short val ueOfset, byte[] conpareBuffer,
short conpareOfset, short conparelength)
Shor t COPY_BSS 001011
Copy(byte[] dstBuffer,short dstOffset,short dstLengt
h)
Short CPYVS_BSS 001100
CopyVal ue(short val ueOfset,
byte[] dstBuffer,short dstOfset,short dstlLength)

Byte FACRB_BS 001101
Fi ndAndConpar eVal ue(byte tag, byte[] conpareBuffer, sh
ort conpareOfset)

Byt e fi ndAndConpareVal ue(byte tag, byte occurence, FACRBBS BSS 001110
short val ueOfset, byte[] conpareBuffer, short conpare -
O fset, short conparelength)

Short FACYBBS_BSS 001111
Fi ndAndCopyVal ue(byte tag, byte occurence, short val ue
O fset, byte[] dstBuffer, short dstCOffset,
short dstLength)

Shor t FACYB_BS 010000
fi ndAndCopyVal ue(byte tag, byte[] dstBuffer,short dst
O fset)
Byte FINDBB 010001
Fi ndTLV(byte tag, byte occurrence)
Short GLEN 010010
Get Lengt h()
—Byte AN e Lo
Cet Val ueByte{short valueO fset)

Byte GVBYS 010011
Cet Val ueByt e(short val ueO fset)
—~Shoert GVLEN £oelnn
Cet Val uelength{)

Short GVLE 010100
Cet Val ueLengt h()

A.2.6  MEProfile methods

Method Name Acronym Numbering on 6 bits

Static bool ean check(byte index) CHECB 000001
Static bool ean check(byte[] nask, short offset, short CHECBSS 000010
| engt h)

A.2.7  ProactiveHandler methods

Method Name Acronyms Numbering on 6 bits

Get TheHandl er () GTHD 000001
Init(byte type, byte qualifier, byte dstDevice) INITBBB 000010
I ni t Di spl ayText (byte qualifier, byte dcs, byte[] INDTBB BSS 000011
buf fer, short offset, short |ength) -
InitCetlnkey(byte qualifier, byte dcs, byte[] buffer, INGKBB BSS 000100
short offset, short |ength) B
I nitGetlnput(byte qualifier, byte dcs, byte[] buffer, INGPBB BSSSS 000101
short offset, short |length, short m nRespLength, -
short maxRespLengt h)
Byte send() SEND 000110




Inherited Method Name: EditHandler

Voi d appendArray(byte[] buffer, short offset, short APDA 000111
| ength, short dstLength)
Voi-d—appendT\fbytetag,—bytevalue) APTLVBB 001000
Voi d appendTLV(byte tag, byte val ue) APTLBB 001000
valued fset. short valuelLength)
Voi d appendTLV(byte tag, byte[] value, short APTLB BSS 001001
val ue(f fset, short val ueLength)
Voi d appendTLV(byte tag, byte valuel, byte val ue2) APTLBBB 001010
Shee el e e e e b
Voi d appendTLV(byte tag, byte valuel, byte[] val ue2, APTLBB BSS 001011
short val ue2O fset, short val ue2Lengt h)
Void—elear{} CLR 001100
Voi d cl ear() CLER 001100
Inherited Method Name: ViewHandler
Byte CPRVS_BSS 001101
Conpar eVal ue(short val ueOfset, byte[] conpareBuffer,s
hort conpareOfset, short conparelength)
Short COPY_BSS 001110
Copy(byte[] dstBuffer,short dstOffset,short dstlLength
)
Short CPYVS_BSS 001111
CopyVal ue(short val ueOfset,
byte[] dstBuffer,short dstOffset,short dstLength)
Byte FACRB_BS 010000
Fi ndAndConpar eVal ue(byte tag, byte[] conpareBuffer, sho
rt conpareCfset)
Byt e findAndConpareVal ue(byte tag, byte occurence, FACRBBS BSS 010001
short val ueOfset, byte[] conpareBuffer,short compareO -
ffset, short conparelength)
Shor t FACYBBS_BSS 010010
Fi ndAndCopyVal ue(byt e tag, byte occurence, short val ueO
ffset, byte[] dstBuffer, short dstOffset,
short dstLength)
Shor t FACYB_BS 010011
fi ndAndCopyVal ue(byte tag, byte[] dstBuffer,short dstO
ffset)
Byte FINDBB 010100
Fi ndTLV( byt e tag, byte occurrence)
Short GLEN 010101
Get Lengt h()
AN e So00n

B o T

Byt e GVBYS 010110
CGet Val ueByt e(short val ueO f set)
—Shert e CL00 L
Cet Val uelength()

Shor t GVLE 010111
Get Val ueLengt h()

A.2.8  ProactiveResponseHandler methods

Method Name Acronyms Numbering on 6 bits

Short CopyAdditional I nformation(byte[] dstBuffer, CPAI BSS 000001
short dstOffset, short dstlLength) B
e e e e e e i CPT-BS 000010
Short copyTextString(byte[] dstBuffer, short CPTS BS 000010
dst O fset)
Short get Additional | nformati onLengt h() GTIL 000011
Byt e get General Resul t () GTGR 000100
Byte getltem dentifier() GTII 000101
Byt e get Text Stri ngCodi ngSchemne() GTCS 000110
Short get Text StringlLengt h() GTTL 000111
Get TheHandl er () GTHD 001000




Inherited Method Name: ViewHandler

Byte CPRVS_BSS 001001
Conpar eVal ue(short val ueCffset, byte[] conpareBuffer,s

hort conpareOfset, short conparelength)

Short COPY_BSS 001010
Copy(byte[] dstBuffer,short dstOffset,short dstlLength

)

Shor t CPYVS_BSS 001011
CopyVal ue(short val ueOf f set

byte[] dstBuffer,short dstOfset,short dstlLength)

Byte FACRB_BS 001100
Fi ndAndConpar eVal ue(byte tag, byte[] conpareBuffer, sho

rt conmpareOfset)

Byt e fi ndAndConpar eVal ue(byte tag, byte occurence, FACRBBS BSS 001101
short valueOfset, byte[] conpareBuffer, short conpareO -

ffset,short conparelength)

Short FACYBBS_BSS 001110
Fi ndAndCopyVal ue( byt e tag, byte occurence, short val ueO

ffset, byte[] dstBuffer, short dstOffset,

short dstLength)

Shor t FACYB_BS 001111
fi ndAndCopyVal ue(byte tag, byte[] dstBuffer,short dstO

ffset)

Byte FINDBB 010000
Fi ndTLV(byt e tag, byte occurrence)

Short GLEN 010001
Cet Lengt h()
—Byte I CLooin
Cet Val ueByte(short valueO fset)

Byte GVBYS 010010
Get Val ueByt e(short val ueO fset)
—Short- CALER! e
e i

Shor t GVLE 010011
Cet Val ueLengt h()

A.2.9  ToolkitRegistry methods

Method Name Acronyms Numbering on 6 bits

Al l ocat eTi ner () ATIM 000001
changeMenuEntry(byte id, byte[] menuEntry, short CMETB BSSBZBS 000010
of fset, short length, byte nextAction, bool ean -

hel pSupported, byte iconQualifier, short

iconldentifier)

cl ear Event (byte event) CEVTB 000011
di sabl eMenuEntry(byte id) DMETB 000100
enabl eMenuEnt ry(byte id) EMETB 000101
getEntry() GETY 000110
get Pol I I nterval () GPOL 000111
initMenuEntry(byte[] menuEntry, short offset, short IMET BSSBZBS 001000
I ength, byte nextAction, bool ean hel pSupported, byte -

iconQualifier, short iconldentifier)

i sEvent Set (byte event) IEVSB 001001
rel easeTi mer (byte timerldentifier) RTIM 001010
request Pol | I nterval (short duration) RPOL 001011
set Event (byte event) SEVTB 001100
set Event Li st (byte[] eventList, short offset, short SEVL_BSS 001101

| engt h)

A.2.10 ViewHandler methods

The numbering of the ViewHandler methods it will be done in the classes inherit it: EditHandler, EnvelopeHandler,
ProactiveResponseHandler, ProactiveHandler, because the methods provided by this class as it is declared ‘abstract'.




A.2.11 ToolkitException methods

Method Name Acronyms Numbering on 6 bits
Static void throwt(short reason) THITS 000001
Tool ki t Excepti on(short reason) COORS 000010
Const ant s CONS 000011




Annex B (normative):
Script file syntax and format description

CVD : Command to follow

RST : Resets and powers on the card

OFF : Powers off the card

INl : Perforns the terminal profile with the following data. Afterwards, it shall performall the
fetch and term nal response commands until there is no proactive session in progress.

REM : Used for comments

‘\n': Enpty lines are accepted

"', "\t'" : Can be used as separator

"\'" : Continues on next |ine

XXX : each line beginning with 3 characters indicates other tool command.

[.] data to be checked, need to be present for an outgoing comrand. Bytes witten as XX shall not be
checked by the APDU tool .

(.) status to be checked; when several status are valid they shall be separated by conmas. Bytes
witten as XX shall not be checked by the APDU tool.

REM this is an exanpl e

RST

INl FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
REM Case 1 exanpl e

CVD A0 C2 00 00 00 (91 33, 69 XX)

REM Case 2 exanpl e
CVD A0 C2 00 00 BO \

[ XX XX XX 55 55 XX 55] (91 33 , 69 XX)
CVD A0 C2 00 00 BO [] (91 33, 69 XX)

CVMD A0 CO 00 00 1F \
[10 A0 00 00 00 09 00 02 FF FF FF FF 89 28 A4 05 \
g2 0bcccccceccecceececceececececceccec]
(90 00)

REM Case 3 exanpl e

CVMD A0 C2 00 00 33\
D1 31 82 02 83 81 06 05 80 11 22 33 44 8B 24 40 \
08 00 24 23 85 18 41 04 51 10 10 00 00 00 00 13\
02 70 00 00 OE OD 00 00 00 00 28 A4 05 00 00 00 \
00 00 00 \
(90 00)

OFF
In order to show a common appearance all the scripts shall follow those format rules:
— start always with a 'RST' followed by an 'INI' command.
— The command, data to be checked and status to be checked shall be presented in the following order:
CMD COMMAND [EXPECTED DATA] (EXPECTED STATUS)

— APDU shall be presented with command (CLA INS P1 P2 P3) in one line and data (if present) in next line
grouped 16 bytes per line (see example above).

— The expected data (if present) shall be presented in 16 bytes groups per line (see example above).



Annex C (normative):
Default Prepersonalisation

C.1  General Default Prepersonalisation

This table shows the default prepersonalisation, the file system and the files' content, that the test SIM cards shall
contain unless otherwise stated.

Name Identifier Default Value Special Features

EFiccip 2FE2 OF FF FF FF FF FF FF FF FF FF This value is not compliant with GSM 11.11
EFusi 6F07 FF FF FF FF FF FF FF FF FF This value is not compliant with GSM 11.11
EF.p 6F05 01 FF FF FF
EFxc 6F20 |FF FF FF FF FF FF FF FF 07
EFpLynsel 6F30 |FF FF FF FF FF FF FF FF FF FF FF FF

FF_FF FF FF FF FF FF FF FF FF FF FF
EFupLMn 6F31 05
EFacMmax 6F37 00 00 00 Access condition UPDATE: CHV1
EFsst 6F38 FF 3F C3 03 0C 00 FF OF 00 33
EFacm 6F39 00 00 00 Access condition UPDATE: CHV1
EFpuct 6F41 FF FF FF 00 00 Access condition UPDATE: CHV1
EFsccH 6F74 |FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF
EFacc 6F78 00 00
[~ 6F7B |FF FF FF FF FF FF FF FF FF FF FF FF
EF.oci 6F7E | FF FF FF FF 00 FO 00 00 00 FF 01
EFap 6FAD 00 FF FF
EFphase 6FAE 03
EFrpn 6F3B Default value in all the records: Records: 5

FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
FF_FF FF FF

EFswsp 6F42 | FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF_FF FF FF FF

EFino 6E44 |FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFsuss 6F43 FF FF

EFsus 6F3C 1% record: 00 FF ...FF(length 176) Records: 3

2" record: 00 FF ...FF(l ength 176)
3" record: 00 FF ...FF(length 176)

EFaon 6F3A |FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFccp 6F3D |FF FF FF FF FF FF FF FF FF FF FF FF
FF FF

EFvsison 6F40 |FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFson 6F41 |FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFsume 6F54 |85 OC 54 4F 4F 4C 4B 49 54 20 54 45
53 54 FF FF FF FF

EFcaui 6F45 |FF FF

EFm 4F20 |FF FF FF FF FF FF FF FF FF FF FF

The default value for the CHV1 shall be "0x31 0x31 0x31 0x31 0xFF OxFF OxFF OxFF" and its state shall be 'disabled'
during test applets execution.



C.2

C21

Sim.Access.SimView test default prepersonalisation

DFsivtesT (SIM Test)

Identifier: '0319'

C.2.2 EFm\r (Transparent Never Read)
Identifier: '6F01' | Structure: transparent Mandatory
File size: 3 bytes | Update activity: low
Access Conditions:
READ NEVER
UPDATE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Bytes Description Default Value M/O Length
1-3 Test Data AA AA AA M 3 bytes
C.2.3 EFmw (Transparent Never Update)
Identifier: '6F02' | Structure: transparent Mandatory
File size: 3 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE NEVER
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Bytes Description Default Value M/O Length
1-3 Test Data 55 55 55 M 3 bytes
C.2.4 EFtaru (Transparent Always Read and Update)
|dentifier: '6F03' | Structure: transparent |  Mandatory
File size: 260 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Bytes Description Default Value M/O Length
1-260 Test Data FF ...FF M 260
bytes




C.2.5 EFcnr (Cyclic Never Read)

Identifier: '6F04' |

Structure: cyclic

|  Mandatory

Record length: 3 bytes

| Update activity: high

Access Conditions:

READ NEVER
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
C.2.6 EFcnu (Cyclic Never Update)
Identifier: '6F05' | Structure: cyclic Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE NEVER
INCREASE NEVER
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
3 Test Data 00 00 00 M 3 bytes
C.2.7 EFcnic (Cyclic Never Increase)
Identifier: '6F06 | Structure: cyclic Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INCREASE NEVER
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes




C.2.8 EFcnv (Cyclic Never Invalidate)

Identifier: '6F07 | Structure: cyclic |  Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE NEVER
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes

C.2.9 EFcnru (Cyclic Never Rehabilitate)

Identifier: '6F08' | Structure: cyclic Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE ALWAYS
REHABILITATE NEVER
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes

C.2.10 EFcaru (Cyclic Always Read and Update)

|dentifier: '6F09' | Structure: cyclic |  Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 55 55 55 M 3 bytes
2 Test Data AA AA AA M 3 bytes




C.2.11 EFnr (Linear Fixed Never Read)
|dentifier: '6FOA’ | Structure: linear fixed | Mandatory
Record length: 4 bytes | Update activity: low
Access Conditions:
READ NEVER
UPDATE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data - Record 1 FF FF FF FF M 4 bytes
2 Test Data - Record 2 FF FF FF FF M 4 bytes
C.2.12 EF.nu (Linear Fixed Never Update)
|dentifier: '6FOB' | Structure: linear fixed | Mandatory
Record length: 4 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE NEVER
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data - Record 1 FF FF FF FF M 4 bytes
2 Test Data - Record 2 FF FF FF FF M 4 bytes
C.2.13 EF_aru (Linear Fixed Always Read and Update)
Identifier: '6FOC' | Structure: linear fixed | Mandatory
Record length: 4 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data - Record 1 55 55 55 55 M 4 bytes
2 Test Data - Record 2 AA AA AA AA M 4 bytes




C.2.14EF_. (Cyclic Increase Not Allowed)

Identifier: '6FOD’ | Structure: cyclic Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS (see note 1)
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Record Description Default Value M/O | Length
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
Note 1:  This file will be personalised in a way such that increase is not allowed, as indicated by the
FCI byte 8, bit 7 (GSM 11.11: FCI structure of an EF returned by the SELECT command)




Annex D (normative):

sim.test.util package and loading , testing and cleaning
script examples.

See attached files:

- Annex_D_SimTestUtil.zip

- Annex_D_Examples.zip



Annex E (normative):
Test Area files.
See attached file:

- Annex_E_TestAreaFiles _740.zip



Annex F (informative):
Change history

The table below indicates all changes that have been made to the present document since drafting work began.

Change history
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