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Foreword
This Technical Specification (TS) has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

This Technical Specification has been produced by the 3GPP TSG SA to alow for the standardisation in the area of
lawful interception of telecommunications. This document describes in general the architecture and functions for lawful
interception. Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and
operating conditions define a heed to intercept telecommuni cations traffic and related information in modern
telecommunications systems. It has to be noted that lawful interception shall aways be done in accordance with the
applicable national or regional laws and technical regulations.

3GPP
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1 Scope

The present document describes the architecture and functional requirements within a Third Generation Mobile
Communication System (3GPP MS).

The specification shows the service requirements from a Law Enforcement point of view only. The aim of this
document is to define a 3GPP M S interception system that supports a number of regional interception regulations, but
these regulations are not repeated here as they vary. Regional interception requirements shall be met in using specific
(regional) mediation functions alowing only required information to be transported.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] ETR 331: "Definition of User Requirements for Lawful Interception of Telecommunications
Requirements of the Law Enforcement Agencies'.

[2] ES 201 158: "Lawful Interception; Requirements for network functions'.

[3] ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic”.

[4] GSM 01.33: "Lawful Interception requirements for GSM".

[5] GSM 02.33: "Lawful Interception - stage 1".

[6] GSM 03.33: "Lawful Interception - stage 2".

[7] 3G TS 33.106: "3GPP Lawful Interception Requirements’.

[8] J-STD-25: "Interim Standard, Lawfully Authorised Electronic Surveillance”.

3GPP



Release 5 8 3GPP TS 33.107 V5.2.0 (2002-03)

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.
Network Based Interception: Interception that isinvoked at a network access point regardless of Target Identity.
Subject Based I nterception: Interception that isinvoked using a specific Target Identity

Target Identity: A technical identity that uniquely identifies atarget of interception. One target may have one or
several identities.

Inter ception Area: isasubset of the network service area comprised of a set of cells which defines a geographical
zone.

L ocation Dependent Interception: isinterception of atarget mobile within a network service areathat is restricted to
one or several Interception Areas (1A).

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPPMS 3rd Generation Mobile Communication System

3G GGSN 3rd Generation Gateway GPRS Support Node

3G GSN 3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC 3rd Generation Mobile Switching Center

3G SGSN 3rd Generation Serving GPRS Support Node

3G UMSC 3rd Generation Unified Mobile Switching Centre

ADMF Administration Function

cC Content of Communication

DF Delivery Function

ECT Explicit Call Transfer

GPRS General Packet Radio Service

HI Handover Interface

1A Interception Area

ICEs Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN,
GGSN)

INEs Intercepting Network Elements (,3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN,
GGSN, MGW)

IP Internet Protocol

IRI Intercept Related Information

LDI Location Dependent Interception

LEA Law Enforcement Agency

LEMF Law Enforcement Monitoring Facility

RA Routing Area

RAI Routing Area | dentitiy

SAI Service Area ldentity

4 Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration
is shown in figure 1a. The packet-switched configuration is shown in figure 1b. The various entities and interfaces are
described in more detail in the succeeding subclauses.

3GPP
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HI1
Mediation ADMF X1
Function
X1 2 X1 3
HI2
Mediation Delivery X2
Function Function 2
LEMF MSC Server/
GMSC Server
HI3 X3
Mediation Delivery
Function Function 3
Signaling
______________________________ Mc
Mediation Delivery
Function Function 3 MGW
|| Bearer
Figure 1a: Circuit switched intercept configuration
HI1 X1 1
1o Mediation ADMF :
Function :
}
X1 2 X1 3
HI2 X2
- Mediation Delivery !
Function Function2 |« L
LEMF :
HI3
X3 R GSN
o Mediation Ddlivery \ >
Function Function3  |e—t
[}
[}

Figure 1b: Packet Switched Intercept configuration

The reference configuration is only alogical representation of the entitiesinvolved in lawful interception and does not
mandate separate physical entities. This allows for higher levels of integration.

Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used
to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional
specifications. For example, if ES 201 671 or J}STD-25 is used, then the adaptation to HI 1, HI2 and HI3 will be as
defined in those specifications.

DF3isresponsible two primary functions:
- Cadl Control (Signaling) for the intercepted product; and

- Bearer Transport for the intercepted product.

3GPP
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HI3 isthe interface towards the LEMF. It must be able to handle the signalling and the bearer transport for the
intercepted product. LEMF can be located within the 3G network or can be in any other network.

Thereis one Administration Function (ADMF) in the network. Together with the delivery functionsit is used to hide
from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAS) on the same
target. The administration function may be partitioned to ensure separation of the provisioning data from different
agencies.

The HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery
functions are used:

- todistribute the Intercept Related Information (IRI) to the relevant LEA(s) viaHI2 (based on 1As, if defined);
- todistribute the Content of Communication (CC) to the relevant LEA(S) viaHI3 (based on |As, if defined).
See the remaining sections of this document for definitions of the X1 1, X1 2, X1 3, X2 and X3 interfaces.

Interception at the Gatewaysis a national option.

5 Activation, deactivation and interrogation

Figure 2 is an extraction from the reference intercept configuration shown in figure 1which is relevant for activation,
deactivation and interrogation of the lawful interception.

HI1 X1 1
X1 2 X1 3

Delivery
Function 2

3GMS

Delivery
Function 3

Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

In addition to the typical 3G ICEs functional entities, a new functional entity isintroduced - the ADMF - the Lawful
Interception administration function. The ADMF:

- interfaces with all the LEAsthat may require interception in the intercepting network;
- keepstheintercept activities of individual LEAS separate;
- interfaces to the intercepting network.

Every physical 3G ICE islinked by itsown X1_1-interface to the ADMF. Conseguently, every single 3G ICE performs
interception (activation, deactivation, interrogation as well as invocation) independently from other 3G ICEs. The HI1-
interface represents the interface between the requester of the lawful interception and the Lawful administration
function; it isincluded for completeness, but is beyond the scope of standardisation in this document.

The target identities for 3GPP MS CS and GPRS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC
Server can be at least one of the following: IMSI, MSISDN or IMEI.

The target identity for multi-mediais the SIP URL at the CSCF. Other identities are for further study.

3GPP
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In case of location dependent interception the following network/national options exist:

- target location versus Interception Areas (IAs) check in the 3G ICEs and Délivery Functions (DFs);

- target location versus 1 As check in the DFs (physical collocation of the DFsto the 3G ICEs may be required by
national law).

NOTE 1

NOTE 2:

ThelA is previoudly defined by a set of cells. From the location of the target this set of cells permitsto
find therelevant | A.

It is not required that the 3G GM SC or the 3G GGSN are used for interception when Location Dependent
Interception isinvoked and the location of the target is not available.

L ocation dependent intercept at the CSCF is for further study.

L ocation dependent intercept for the 3G MSC Server and SSGN isfor further study.

The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are
administered within the network for intercept, redundant multi-media IRl may be presented to the agency as aresult.

5.1

Activation

Figures 3,4 and 5 show the information flow for the activation of Lawful Interception.

5.1.1

X1 1l-interface

The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the:

- target identities (MSISDN, IMSI, IMEI or SIP URL) (see note 4);

- information whether the Content of Communication (CC) shall be provided (see note 1);

- address of Delivery Function 2 (DF2) for the intercept related information (see note 2);

- address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);

- lAin case of location dependent interception.

NOTE 1:

NOTE 2:

NOTE 3:

NOTE 4:
NOTE 5:

As an option, the filtering whether intercept product and/or intercept related information has to be
provided can be part of the delivery functions. (Note that intercept product options do not apply at the
CSCF). If the option is used, the corresponding information can be omitted on the X1 _1-interface, while
"information not present" means "intercept product and related information has to be provided" for

thel CE. Furthermore the delivery function which is not requested has to be " pseudo-activated”, in order to
prevent error cases at invocation.

Asan option, only asingle DF2 is used by and known to every 3G ICE. In this case the address of DF2
can be omitted.

Asan option, only asingle DF3 is used by and known to every 3G ICE (except at the CSCFs). In this
case the address of DF3 can be omitted.

Since the IMEI is hot available, interception of IMEI is not applicable at the 3G Gateway.

Interception at the CSCFsis based only upon SIP URL. However, SIP URL as atarget identity is not
supported the other ICEs.

If after activation subsequently Content of Communications (CC) or Intercept Related Information (IRI) hasto be
activated (or deactivated) an "activation change request” with the same identity of the target is to be sent.

3GPP
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3G MSC,
ADMF 3G GSN
request for lawful
interception activation
™ |... activation of delivery

functions ...

lawful interception
activation

A 4

lawful interception
activation ack

A

response for lawful
interception activation

|
|

Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of atarget can be activated on request from different LEAs and each LEA may request interception viaa
different identity. In this case, each target identity on which to intercept will need to be sent via separate activation
messages from ADMF to the 3G ICEs on the X1_1-interface. Each activation can be for IRI only, or both CC and IRI.

When several LEAS request activation on the same identity then the ADMF determines that there are existing
activations on the identity. In this case, the ADMF may (as an implementation option) send an additional activation
message to the 3G ICEs. When the activation needs to change from IRI only to CC and IRI an activation change
message will be sent to the 3G ICEs.

In case of a secondary interception activation only the relevant LEAs will get the relevant IRIs.

5.1.2 X1 2-interface (IRI)

For the activation of IRI the message sent from the ADMF to the DF contains:
- thetarget identity;
- theaddressfor delivery of IRl (= LEMF address);
- which subset of information shall be delivered;

- aDF2 activation identity, which uniquely identifies the activation for DF2 and is used for further interrogation or
deactivation, respectively;

- thelA in case of location dependent interception;
- thewarrant reference number if required by national option.

If atarget isintercepted for several LEAs and/or several identities simultaneously, asingle activation of delivery is
necessary for each combination of LEA and identity.

3GPP
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ADMF DF 2

request for lawful
interception activation

»

lawful interception
activation

\4

lawful interception
activation ack

A

response for lawful ... activation on X1_3 ...
interception activation

P
<

... activation on X1_1

Figure 4. Information flow on X1_2-interface for Lawful Interception activation

5.1.3 X1 _3-interface (CC)

For the activation of intercepted Content of Communications the message sent from the ADMF to the Delivery
Function contains:

- thetarget identity;
- theaddress of delivery for CC (= LEMF address);

- aDF3 activation identity, which uniquely identifies the activation for DF3 and is used for further interrogation or
deactivation, respectively;

- thelA in case of location dependent interception;
- thewarrant reference number if required by national option.

If atarget isintercepted by several LEAs and/or several identities simultaneously, asingle activation of delivery is
necessary for each combination of LEA and identity.

ADMF DF 3

request for lawful ... activation on X1_2 ...
interception activation

»

lawful interception
activation

lawful interception
activation ack

A

response for lawful —
interception activation ... activation on Xl_l

>
<4

Figure 5: Information flow on X1_3-interface for Lawful Interception activation

5.2 Deactivation

Figures 6,7 and 8 show the information flow for the deactivation of the Lawful interception.

3GPP
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5.2.1 X1 1l-interface

The messages sent from the ADMF to the 3G ICEs for deactivation contain:
- the target identity;
- thepossiblerelevant |Asin case of location dependent interception.

3G MSC
ADMF 3G GSN

request for lawful
interception deactivation

»
»

lawful interception
deactivation

\4

lawful interception
deactivation ack

response for lawful
interception deactivation __deactivation of

delivery functions ...

P
<

Figure 6: Information flow on X1_1-interface for Lawful Interception deactivation

If interception of atarget has been activated via different identities then a separate deactivation message will need to be
sent from the ADMF to the 3G ICEs for each identity.

When several LEAS requested activation on the same identity and subsequently request deactivation then the ADMF
determines that there are remaining activations on the identity. In this case, the ADMF will not send a deactivation
message to the 3G | CEs except when the activation needs to change from CC and IRI to IRI only. In that case an
activation change message will be sent to the 3G I CEs.

5.2.2 X1 2-interface (IRI)

The messages sent from the ADMF to Delivery Function 2 for the deactivation of the Intercept Related Information
contain:

- aDF2 activation id, which uniquely identifies the activation to be deactivated for DF2.

If atarget isintercepted by several LEAs and/or several identities simultaneously, a single deactivation is necessary for
each combination of LEA and identity.
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ADMF DF 2
... deactivation on X1_1

request for lawful
interception deactivation lawful interception
deactivation

v

lawful interception
deactivation ack

A

response for lawful ... deactivation on X1_3
interception deactivatiory

>
<4

Figure 7: Information flow on X1_2-interface for Lawful Interception deactivation

5.2.3 X1 _3-interface (CC)
For the deactivating the delivery of the CC the messages from the ADMF to DF3 contain:

- aDF3 activation id, which uniquely identifies the activation to be deactivated for DF3.

ADMF DF 3

request for lawful ... deactivation on X1_1
interception deactivation ||and X1_2 ...

»

lawful interception
deactivation

A 4

lawful interception

response for lawful deactivation ack

interception deactivation |-

)
<4

Figure 8: Information flow on X1_3-interface for Lawful Interception deactivation

5.3 Interrogation

Interrogation provides the current status of the interception activation in the system. Interrogation of all activations for a
given LEA isan ADMF function.

5.3.1 Interrogation of the 3G ICEs

Figure 9 shows the information flow for the interrogation of the Lawful Interception. It shall be possible to interrogate

- aspecific activation at each relevant 3G ICEs,

- al activations at each relevant 3G ICEs.

Asresult of the interrogation the activation status and data are returned.
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3G GSN
request for lawful . .
interception interrogation| 'awful interception
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lawful interception
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for lawful ... interrogation for
response for jawiul activation status on
interception interrogation X1 1
Figure 9: Interrogation of the Lawful Interception (3G ICESs)
5.3.2 Interrogation of Delivery Functions

Figure 10 shows the information flow for the interrogation of the Lawful Interception. It shall be possible to interrogate:

- agpecific activation at a DF;

- dl activations at a DF for a given target identity;

- dl activations at aDF.

Asresult of the interrogation the activation status and data are returned.

ADMF

request for lawful
interception interrogation

response for lawful
interception interrogation

DF2/DF3

lawful interception
interrogation

lawful interception
interrogation ack

A

... interrogation for
activation status on

X1 2 and X1 3 ...

)
<4

Figure 10: Interrogation of the Lawful Interception (Delivery Functions)
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6 Invocation of Lawful Interception for Circuit Switched
Services

Figure 11 shows an extraction from the reference configuration in figure 1which is relevant for the invocation of the
lawful interception.

HI2 X2
H: Delivery | 3G MSC
LEMF Function 2 | Server
HI3 X3
Delivery 3G MSC
Function 3 Server
Signaling
____________ Mc
Delivery 3G MGW
Function 3
i Bearer

Figure 11: Functional model for Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEMF and two delivery functions. Both interfaces are
subject to national requirements. They are included for completeness, but are beyond the scope of standardization in this
document. The delivery functions are used:

- to convert the information on the X 2-interface to the corresponding information on the HI2-interface;

to convert the information on the X 3-interface to the corresponding information on the HI3-interface;

to distribute the intercept related information to the relevant LEA(S) (based on 1As, if defined);
- todistribute the intercept product to the relevant LEA(S) (based on IAs, if defined).

In case acall is selected based on several identities (MSISDN, IMSI, IMEI) of the same target, the 3G MSC will deliver
CC and IRI only once to the DF2 and DF3. DF2 and DF3 will then distribute the information to the relevant LEA that
requested interception on a particular target identity.

For the delivery of the CC and IRI, the 3G MSC Server provides a correlation number and target identity to the DF2
and DF3 which is used there in order to select the different LEAs to which the product shall be delivered.

NOTE: If interception has been activated for both parties of the call both CC and IRI will be delivered for each
party as separate intercept activity.

The Mc interface between the 3G MSC Server and MGW is used to establish intercept and deliver the bearer to DF3.

For Location Dependent Interception, the location dependency check occurs at the establishment of each call.
Subsequent dependency checks for simultaneous calls are not required, but can be a national option.

If atarget is marked using an A in the 3G MSC Server, the 3G MSC Server shall perform alocation dependency check
at call set-up. Only if the target’s location matches the | A then the call is intercepted.

If atarget is marked using an A in the DF2, the DF2 shall perform alocation dependency check at reception of the first
IRI for the call. Only if the target’s location matchesthe | A for certain LEAsisIRI the relayed to these LEAS. All
subsequent IRIs for the call are sent to the same LEAS.

If atarget is marked using an 1A in the DF3, the DF3 signalling function shall perform alocation dependency check at
reception of the CC. Only if the target’ s location matches the I A for certain LEAsisthe CC relayed to these LEAS.
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6.1 Provision of Intercept CC - Circuit Switched

Figure 12 shows the access method for the delivering of CC. The access method shall be a bridged/ T-connection.

MGW
intercepted | other
subscriber | party
A 4 A
Delivery
Function 3
A A
<> < >— Two stublines
A

A
LEMF

Figure 12: Delivery configuration to the LEMF for the interception of a circuit switched call

The signals of both parties of the configuration to be intercepted are delivered separately to the LEMF. The delivery
function has no impact on the connection between the subscribers.

The two stublines towards the LEMF are established in parallel to the call set up. For both stublines the address is used
which has been provided during activation.

Bearer, and only bearer, is sent from the MGW to the bearer function of DF3.

NOTE: For datacalsit is necessary to provide means for fast call establishment towards the LEMF to help
ensure that the beginning of the datatransmission is delivered.

The following information needs to be transferred from the 3G MSC Server (to be confirmed by SA WG3 LI group) to
the DF3 in order to allow the DF3 to perform its functionality:

- target identity (MSISDN, IMSI or IMEI); note 1

- thetarget location (if available) or the IAsin case of location dependent interception. note 1

correlation number (IRl <-> CC);
- direction indication - (Signal from target or signal to target).
NOTE 1: For DF3 internal use only.

Additional information may be provided if required by national laws.

6.2 Provision of CC - Short Message Service

Figure 14 shows an SMS transfer from the 3G MSC Server to the LEMF. Quasi-parallel to the delivery from/ to the
mobile subscriber a message, which contains the contents of the SMS with the header, is generated and sent viathe
Delivery Function 2 to the LEMF in the same way as the Intercept Related Information.

The IRI will be delivered to the LEMF:

- foraSMS-MO. Dependent on national requirements, delivery shall occur either when the 3G M SC receives the
SMS from the target MS, or when the 3G M SC receives notification that the SM S-Centre successfully received
the SMS;

3GPP



Release 5 19 3GPP TS 33.107 V5.2.0 (2002-03)

- foraSMS-MT. Dependent on national requirements, delivery shall occur either when the 3G M SC receives the
SMS from the SMSC, or when the 3G M SC receives notification that the target M S sucessfully received the

SMS.
intercepted 3G MSC SMS
subscriber <+“—> service
center
A
Delivery
Function 2
A 4
LEMF
Figure 14: Provision of Content of Communication - Short Message Service
6.3 Provision of Intercept Related Information

Intercept Related Information (Events) are necessary at the Begin and End of the call, for all supplementary services
during a call and for information which is not call associated. There are call related events and non call related events.

Figure 15 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber
occurs, the 3G MSC Server sends the relevant data to the DF2.

3G MSC Other
<+——» party

intercepted
subscriber

Delivery
Function 2

A 4

LEMF

Figure 15: Provision of Intercept Related Information

6.3.1 X2-interface

The following information needs to be transferred from the 3G MSC Server to the DF2 in order to allow aDF2 to
perform its functionality:

- target identity (MSISDN, IMSI or IMEI);
- incase of location dependent interception, the | As and/or target cell ID shall be provided.
- events and associated parameters as defined in subclauses 6.3.3 and 6.3.4 may be provided.

The IRI should be sent to DF2 with areliable transport mechanism.
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6.3.2 Structure of the events

Theinformation sent to DF2 istriggered by up to eight different call related and non-call related events. Details are
described in following subclause. The events for interception are configurable (if they are sent to DF2) in the 3G MSC
Server and can be suppressed in the DF2. The events are listed as follows:

Call Related Events:
- Call Establishment

- Answer

- Supplementary Service
- Handover

- Release

Non Call Related Events:
- SMS

- Location Update
- Subscriber Controlled Input

Table 1 below shows the set of information that is used to generate the events. The events transmit the information from
the 3G MSC Server to DF2. This set of information can be extended in the 3G MSC Server, if thisis necessary in a
specific country. DF2 can extend thisinformation if thisis necessary in a specific country e.g. a unique number for each
surveillance warrant.
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Table 1: Information Elements for Circuit Event records

Observed MSISDN
Target Identifier with the MSISDN of the target subscriber (monitored subscriber).

Observed IMSI
Target Identifier with the IMSI of the target subscriber (monitored subscriber).

Observed IMEI
Target Identifier with the IMEI of the target subscriber (monitored subscriber),
It shall be checked for each call over the radio interface

event type
Description which type of event is delivered: Establishment, Answer, Supplementary service,
Handover, Release, SMS, Location update, Subscriber controlled input

event date
Date of the event generation in the 3G MSC Server

event time
Time of the event generation in the 3G MSC Server

dialled number
Dialled phone number before digit modification, IN-modification etc.

Connected number
Number of the answering party

other party address
Directory number of the other party for MOC
Calling party for MTC

call direction
Information if the monitored subscriber is calling or called e.g. MOC/MTC or originating/ terminating
In or/out

Correlation number
Unique number for each call sent to the DF, to help the LEA, to have a correlation between each
Call and the IRI

Network Element Identifier
Unique identifier for the element reporting the ICE.

Location Information
Location information is the service area identity and/or location area identity that is present at the 3G MSC
Server at the time of event record production

basic service
Information about Tele service or bearer service.

Supplementary service
Supplementary services used by the target e.g. CF, CW, ECT

Forwarded to number
Forwarded to number at CF

call release reason
Call release reason of the target call

SMS Message
The SMS content with header which is sent with the SMS-service

Redirecting number
The number which invokes the call forwarding towards the target. This is provided if available.

SCI

Non call related Subscriber Controlled Input (SCI) which the 3G MSC Server receives from the ME
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6.3.3 Call Related events

6.3.3.1 Call establishment

For call establishment a call establishment-event is generated. This event is generated at the begining of a call when the
3G MSC Server attempts to reach the subscriber. This information will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI
Observed IMEI

event type

event date

event time

dialled number

other party address
call direction
Correlation number
Redirecting number
Network Element Identifier
Location Information
basic service
Supplementary service

6.3.3.2 Answer

If the called party answers, an answer- event is generated. Thisinformation will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI
Observed IMEI

event type

event date

event time

dialled number

other party address
Connected party

call direction
Correlation number
Redirecting number
Network Element Identifier
Location Information
basic service
Supplementary service

3GPP



Release 5 23 3GPP TS 33.107 V5.2.0 (2002-03)

6.3.3.3 Supplementary Services

For supplementary services events are generated with the information which supplementary service is used e.g. Call
Forwarding (CF), Call Waiting (CW), Explicit Call Transfer (ECT), Multi Party (MPTY), Call Hold and information
correlated to the service like the forwarded to number. This information will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI
Observed IMEI

event type

event date

event time

dialled number

other party address
call direction
Correlation number
Network Element Identifier
Location Information
basic service
Supplementary service
Forwarded to number

6.3.34 Handover

For each handover that isrealised at the 3G MSC Server due to a change in target location information, a handover-
event with the new location information is generated. This information will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI

Observed IMEI

event type

event date

event time

Correlation number
Network Element Identifier
Location Information

6.3.3.5 Release

For the release or failed attempt of atarget call, arelease event with the following information is generated. This
information will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI
Observed IMEI
event type

event date

event time

dialled number
other party address
call direction
Correlation number
Network Element Identifier
Location Information
basic service

call release reason
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6.3.4 Non Call Related events

6.34.1 SMS

For MO-SM S the event is generated in the 3G MSC Server. Dependent on national requirements, event generation shall
occur either when the 3G MSC Server receives the SMS from the target MS or when the 3G MSC Server receives
notification that the SM SC successfully receivesthe SMS; for MT-SM S the event is generated in the 3G MSC Server.
Dependent on national requirements, event generation shall occur either when the 3G MSC Server receives the SMS
from the SMSC or when the 3G MSC Server receives notification that the target M S successfully received the message.
Thisinformation will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI

event type

event date

event time

Network Element Identifier
Location Information

SMS Message

6.3.4.2 Location update

For location updates a L ocation update-event is generated, with the new location information. This information will be
delivered to the DF2 if available:

Observed MSISDN
observed IMSI

event type

event date

event time

Network Element Identifier
Location Information

6.3.4.3 Subscriber Controlled Input (SCI)

SCI includes subscriber initiated changes in service activation and deactivation. SCI does not include any information
available in the CC. For subscriber controlled inputs - a SCl-event is generated with information about the SCI. This
information will be delivered to the DF2 if available:

observed MSISDN
observed IMSI

event type

event date

event time

Network Element Identifier
Location Information

SCI
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6.4 Intercept cases for circuit switched supplementary services

6.4.1 Interception of Multiparty call

— B
3G MGW
4 ) ;
A N > C
* D
DF3
bearer

Figure 16: Interception of Multiparty for CC

Figure 16 shows the delivery of CC from intercepted multiparty call where party A isthe target of interception.

One pair of call content channels are delivered to the delivery function. Party A is delivered to the DF3 on one channel
and the sum of the balance of the parties, B,C and D is delivered on the second channel.

It should be noted that if parties B,C or D isatarget of interception, that intercept is treated as a simple call intercept.
The events contain information about B, C and D if subscriber A is monitored. If one of B, C or D is monitored, events

contain the information about A but not the other parties of the conference.

6.4.2 Interception for Call Forwarding / Call Deflection / ECT

H Slgnalllng H

A B

Bearer Traffic H

C

Figure 17: Interception for Call Forwarding / Deflection / ECT

Theinterception of party B once the supplementary service isinvoked is a nationa option.
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For Intercept Related Information it depends who is monitored:

- If subscriber A is monitored the number of A and B are mandatory in the event information and the number of C
if available.

- If subscriber B is monitored the number of B and C are mandatory in the event information and the number of A
if available.

- If subscriber C is monitored the number of C is mandatory in the event information and the number of A and B if
available.

Intercept requirements for CS multi-mediais for further study.

7 Invocation of Lawful Interception for GSN Packet
Data services

Figure shows the extract from the reference configuration which is relevant for the invocation of the Lawful
Interception of the packet data GSN network.

HI2 x2p
'J: Delivery
LEAs Function 9P
unction -
GSN

] Delivery
i "I Function 3P

HI3 X3

Figure 18: Functional model for Packet Data GSN Network Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are
subject to national requirements. They are included for completeness, but are beyond the scope of this specification.
The delivery functions are used:

- to convert the information on the X 2-interface to the corresponding information on the HI2 interface;
- todistribute the intercept related information to the relevant LEA(S);
- todistribute the intercept product to the relevant LEA(S).

In case a Packet Data communication is selected based on several identities (MSISDN, IMSI, IMEI, ) of the same
target, the 3G SGSN and/or, per national option 3G GGSN will deliver CC and IRI only once to the DF2 and DF3.
DF2 and DF3 will then distribute the information to the relevant LEAS.

For the delivery of the CC and IRI the 3G SGSN and/or, per national option 3G GGSN provides correlation number
and target identity to the DF2 and DF3 which is used there in order to select the different LEASs where the product shall
be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI’s of one
PDP context.

The correlation number shall be generated by using existing parameters related to the PDP context.

NOTE: If interception has been activated for both parties of the Packet Data communication both CC and IRI will
be delivered for each party as separate intercept activity.

In case of location dependent interception:

- for each target, the location dependency check occurs at each Packet Data session establishment or release and at
each Routing Area (RA) update to determine permanently the relevant | As (and deduce, the possible LEAS
within these |AS),
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- concerning the IRI:

- whenan |A isleft, aMobile Station Detach event is sent when changing servicing 3 G GSNs or a RA update
event is sent when changing IAsinside the same servicing 3G SGSN to DF2;

- whenanew IA isentered a RA update event is sent to DF2 and, optionally, a Start of Interception with
Active PDP Context event for each PDP context;

- concerning the CC, when crossing | As, the CC is not sent anymore to the DF3 of the old 1A but sent to the DF3
of the new IA.

Both in case of location dependent and location independent interception:

"Start of interception with active PDP context" event is sent by the new SGSN if an Inter-SGSN RA update procedure
,which involves different PLMNs, takes place for atarget, which has at least one active PDP context.

NOTE: An SGSN can differentiate "Inter PLMN" type of Inter-SGSN RA update procedure from "Intra PLMN"
type of Inter-SGSN RA update procedure by inspecting the old RAI parameter, which is being received
by the SGSN as part of the procedure (see 3GPP TS 23.060, section 6.9.1.2.2 and 3GPP TS 23.003,
section 4.2).

7.1 Provision of Intercept Product - Short Message Service

Figure 19 shows an SM S transfer from the 3G SGSN node to the LEA. Quasi-paralel to the delivery from/ to the
mobile subscriber a message, which contains the content and header of the SMS, is generated and sent viathe Delivery
Function 2 to the LEA in the same way as the Intercept Related Information.

The IRI will be delivered to the LEA:

- foraSMS-MO. Dependent on national requirements, delivery shall occur either when the 3G SGSN receives the
SMS from the target MS or when the 3G SGSN receives notification that the SM S-Centre successfully received
the SMS;

- foraSMS-MT. Dependent on national requirements, delivery shall occur either when the 3G SGSN receivesthe
SM S from the SMS-Centre or when the 3G SGSN receives notification that the target MS successfully received

the SMS.

intercepted 3G GSN SMS

subscriber | <—> = service
center

delivery
function 2P
A 4
LEA
Figure 19: Provision of Intercept Product - Short Message Service
7.2 Provision of Intercepted Content of Communications —

Packet data GSN services

The access method for the delivering of Packet Data GSN Intercept Product is based on duplication of packets without
modification at 3G GSN. The duplicated packets with additional information in the header, as described in the
following sections, are sent to DF3 for further delivery viaatunnel.
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Figure 20: Configuration for interception of Packet Data GSN product data

7.2.1 X3-interface

In addition to the intercepted content of communications, the following information needs to be transferred from the 3G
GSN to the DF3in order to allow the DF3 to perform its functionality:

- target identity;
- correlation number;
- thetarget location (if available) or the IAsin case of location dependent interception.

Additional information may be provided as a national option.

7.3 Provision of Intercept Related Information

Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context
Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, and SMS events.

Figure 21 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber
occurs, the 3G GSN sends the relevant data to the DF2.

See section 7A for multi-media Intercept Related Information produced at the CSCF.
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Figure 21: Provision of Intercept Related Information

7.3.1 X2-interface

The following information needs to be transferred from the 3G GSN to the DF2 in order to allow a DF2 to perform its
functionality:

- target identity (MSISDN, IMSI, IMEI);

- events and associated parameters as defined in section 7.3.2 and 7.4 may be provided,;
- thetarget location (if available) or the IAsin case of location dependent interception;
- Correlation number;

- Quality of Service (QoS) identifier.

The IRI should be sent to DF2 using a reliable transport mechanism.

7.3.2 Structure of the events

There are seven different eventsin which the information is sent to the DF2 if thisisrequired. Details are described in
the following section. The events for interception are configurable (if they are sent to DF2) in the 3G GSN and can be
suppressed in the DF2.

Thefollowing events are applicableto 3G SGSN:
- Mobile Station Attach;
- Mobile Station Detach;
- PDP context activation;
- Start of intercept with PDP context active;
- PDP context modification;
- PDP context deactivation;
- RA update;
- SMS.

NOTE: 3G GGSN interception isanational option. Location information may not be available in this case.
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The following events are applicable to the 3G GGSN:
- PDP context activation;
- PDP context modification;
- PDP context deactivation;
- Start of interception with PDP context active.

A set of fields as shown below is used to generate the events. The events transmit the information from 3G GSN to
DF2. This set of fields as shown below can be extended in the 3G GSN, if thisis necessary as a national option. DF2
can extend thisinformation if thisis necessary as a national option e.g. a unique number for each surveillance warrant.

Table 2: Information Events for Packet Data Event Records

Observed MSISDN
MSISDN of the target subscriber (monitored subscriber)

Observed IMSI
IMSI of the target subscriber (monitored subscriber)

Observed IMEI
IMEI of the target subscriber (monitored subscriber),it shall be checked for each activation over the radio interface.

Event type
Description which type of event is delivered: MS attach, MS detach, PDP context activation, Start of intercept with
PDP context active, PDP context deactivation, SMS, Cell and/or RA update,

Event date
Date of the event generation in the 3G GSN

Event time
Time of the event generation in the 3G GSN

PDP address
The PDP address of the target subscriber. Note that this address might be dynamic.

Access Point Name
The APN of the access point. (Typically the GGSN of the other party)

Location Information
Location Information is the Service Area Identity (SAI), RAl and/or location area identity that is present at the GSN at
the time of event record production.

PDP Type
The used PDP type.

Correlation Number
The correlation number is used to correlate CC and IRI.

SMS
The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre
address.

Network Element IdentifierUnigue identifier for the element reporting the ICE.

Failed attach reason
Reason for failed attach of the target subscriber.

Failed context activation reason
Reason for failed context activation of the target subscriber.

1As
The observed Interception Areas

Session Initiator
The initiator of the PDP context activation, deactivation or modification request either the network or the 3G MS

Initiator
SMS indicator whether the SMS is MO or MT

Deactivation / termination cause
The termination cause of the PDP context

QoS
This field indicates the Quality of Service associated with the PDP Context procedure

7.4 Packet Data related events

7.4.1 Mobile Station Attach

For attach an attach-event is generated. When an attach activation is generated from the mobile to servicing 3G G SN
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this event is generated. These fields will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Location Information
Failed attach reason

I1As (if applicable)

7.4.2 Mobile Station Detach

For detach a detach-event is generated, thisis for the common (end) detach. These fields will be delivered to the DF2 if
available:

Observed MSISDN
Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Location Information

IAs (if applicable)

7.4.3 Packet Data PDP context activation

For PDP context activation a PDP context activation-event is generated. When a PDP context activation is generated
from the mobile to 3G GSN this event is generated. These fields will be delivered to the DF2 if available:

Observed MSISDN

Observed IMSI

Observed IMEI

PDP address of observed party
Event Type

Event Time

Event Date

Correlation number

IAccess Point Name

PDP Type

Network Element Identifier
Location Information

Failed context activation reason
IAs (if applicable)

Session Initiator (optional)

3GPP
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This event will be generated if interception for atarget is started and if the target has at least one PDP context active. If
more then one PDP context are open for each of them an event record is generated. These fields will be delivered to the

DF2 if available:

7.4.5 Packet Data PDP context deactivation

Observed MSISDN

Observed IMSI

Observed IMEI

PDP address of observed party

Event Type

Event Time

Event Date

Correlation number

IAccess Point Name

PDP Type

Network Element Identifier

Location Information

I1As (if applicable)

At PDP context deactivation a PDP context deactivation-event is generated. These fields will be delivered to the DF2 if

available:

7.4.6 RA update

Observed MSISDN

Observed IMSI

Observed IMEI

PDP address of observed party

Event Type

Event Time

Event Date

Correlation number

IAccess point name

Network Element Identifier

Location Information

IAs (if applicable)

Deacti