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1
Decision/action requested

Approve the proposed update for NEF in AKMA procedure.
2
References

[1]
3GPP TS 33.535, Authentication and key management for applications based on 3GPP credentials in the 5G System (5GS), v 0.3.0
3
Rationale

It has been clarified that the NEF shall be used to exchange the messages between the AF and the AAnF, for the AF located outside the operator’s network.

This pCR proposes the procedure when NEF is used in AKMA procedure.
4
Detailed proposal

*** 1st CHANGE***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]
3GPP TS 23.501: "System Architecture for the 5G System".
[4]                        3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[x]                        3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".
*** 2nd CHANGE***
6.x
AKMA Application key request via NEF

Figure 6.x.1 shows the procedure used by the AF to request application function specific AKMA keys from 5GC via NEF, when the AF is located outside the operator’s network. 
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 Figure 6.x.1: AKMA Application key request via NEF
1.
When the AF is about to request application function specific AKMA keys for the UE from the 5GC, e.g. when UE initiates application session establishment request as in clause 6.2, the AF discovers the HPLMN of the UE based on the KAKMA key identifier and sends the request towards the 5GC via NEF service API.
Editor’s Note: Format of KAKMA key identifier and its association with a UE identifier is FFS.
NOTE 1:
In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [x].
2.
If the AF is authorised by the NEF to request AKMA application key, the NEF discovers and selects an AAnF instancebased on local configuration or via NRF in the same way as the AF selects the AAnF in clause 6.2. 
3.
The NEF forwards the AKMA Application key request to the selected AAnF.

4.
The AAnF generates the AKMA application key as in clause 6.2 and sends the response to the NEF with the KAF, the KAF expiration time (KAF_exptime) and potentially other parameters.
5.
The NEF forwards the response to the AF.
Editor’s Note: Whether other parameters are to be returned to the AF via NEF is FFS.
*** 3rd CHANGE***
X. Security related services

X.1
Services Provided by NEF

X.1.1
General

The NEF exposes AF key derivation service to the requester NF by Nnef_AKMA_AFKey.

X.1.2
Nnef_AKMA_AFKeyCreate Service
Service operation name: Nnef_AKMA_AFKey.

Description:  The NF consumer requests the AAnf to provide AF related key material.

Input, Required: KAKMA ID, AF ID 

Input, Optional: None. 

Output, Required: AF key, lifetime.
Output, Optional: None.

Editor’s Note: Further inputs and outputs as well SBI names are FFS.
*** END OF CHANGES***
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