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1 Decision/action requested

SA3 is kindly requested to endorse the proposals as in section 4.
2 References

[1]
S3-200430 

“Mandatory User Plane Integrity for 5G”
[2]
3GPP TS 33.501
“Security architecture and procedures for 5G system”, Release16
[3]
3GPP TS 23.501
“System architecture for the 5G System (5GS)”, Release16
[4]
3GPP TS 38.300
“NR and NG-RAN Overall Description”, Release16

[5]
3GPP TS 38.413
“NG Application Protocol (NGAP)”, Release16

[6]
3GPP TS 24.501
“Non-Access-Stratum (NAS) protocol for 5G System (5GS)”, Release16

3 Rationale

Since LS from GSMA [1] already has action for 3GPP, 
“GSMA politely requests SA/RAN/CT to ask the affected working groups to agree the necessary CRs in the appropriate release to have mandatory support of full-rate user plane integrity protection for all UEs supporting NR connected to the 5GC.”
In order to make a progress according to GSMA LS in R16, it is proposed to list potential impact on TS 33.501 [2] and other groups so that we can address the impact as soon as possible. It is proposed that SA3 to endorse the proposal in the following clause of the present document.
4 Detailed proposal
4.1 Update Security Requirement in TS 33.501 [2] in R16 as below:

********** 1st CHANGE **********
5.2.3
User data and signalling data integrity 

The UE shall support integrity protection and replay protection of user data between the UE and the gNB for all supported data rates.

The UE shall activate integrity protection of user data based on the indication sent by the gNB.
The UE shall support integrity protection and replay protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

NIA0, 128-NIA1, 128-NIA2 as defined in Annex D of the present document.

The UE may implement the following integrity protection algorithm:

128-NIA3 as defined in Annex D of the present document.

The UE shall implement the integrity algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 
Integrity protection of the user data between the UE and the gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.

Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected. 

All RRC signalling messages except those explicitly listed in TS 38.331 [22] as exceptions shall be integrity-protected with an integrity protection algorithm different from NIA0, except for unauthenticated emergency calls.
The UE shall implement NIA0 for integrity protection of NAS and RRC signalling. NIA0 is only allowed for unauthenticated emergency session as specified in clause 10.2.2.
Mandate all UEs to support user plane protection without data rate limitations.

********** 2nd CHANGE **********
5.3.3
User data and signalling data integrity 

The gNB shall support integrity protection and replay protection of user data between the UE and the gNB for all supported data rates.

The gNB shall activate integrity protection of user data based on the security policy sent by the SMF.
The gNB shall support integrity protection and replay protection of RRC-signalling.

The gNB shall support the following integrity protection algorithms:

-
NIA0, 128-NIA1, 128-NIA2 as defined in Annex D of the present document.

The gNB may support the following integrity protection algorithm:

-
128-NIA3 as defined in Annex D of the present document.

Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.

NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.

All RRC signalling messages except those explicitly listed in TS 38.331 [22] as exceptions shall be integrity-protected with an integrity protection algorithm different from NIA0, except for unauthenticated emergency calls.

NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
********** END OF CHANGE **********
4.2 Guidance for other groups of potential impact on their standards:

1. As depicted in clause 5.10.3 in TS 23.501 [3],
“The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on:

-
subscribed User Plane Security Policy which is part of SM subscription information received from UDM; and

-
User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide User Plane Security Policy information.

-
The maximum supported data rate per UE for integrity protection for the DRBs, provided by the UE in the Integrity protection maximum data rate IE during PDU Session Establishment.

The SMF may, based on local configuration, reject the PDU Session Establishment request depending on the value of the maximum supported data rate per UE for integrity protection.

NOTE 1:
Reasons to reject a PDU Session Establishment request can e.g. be that the UP Integrity Protection is determined to be "Required" while the maximum supported data rate per UE for integrity protection is less than the expected required data rate for the DN.
NOTE 2:
The operator can take care to reduce the risk of such rejections when configuring the subscribed User Plane Security Policy for a DNN. For example, the operator may apply integrity protection "Required" only in scenarios where it can be assumed that the UE maximum supported data rate per UE for integrity protection is likely to be adequate for the DN.
The User Plane Security Policy provide the same level of information than User Plane Security Enforcement information.

User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy.

The User Plane Security Enforcement information, including the maximum supported data rate for integrity protection provided by the UE, is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. If the UP Integrity Protection is determined to be "Required" or "Preferred", the SMF also provides the maximum supported data rate per UE for integrity protection as received in the Integrity protection maximum data rate IE. This takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfil User Plane Security Enforcement information with a value of Required. The NG-RAN may also take the maximum supported data rate per UE for integrity protection into account in its decision on whether to accept or reject the establishment of UP resources. In this case the SMF releases the PDU Session. The NG-RAN notifies the SMF when it cannot fulfil a User Plane Security Enforcement with a value of Preferred.
NOTE 3:
For example, the NG-RAN cannot fulfill requirements in User Plane Security Enforcement information with UP integrity protection set to "Required" when it cannot negotiate UP integrity protection with the UE.

It is responsibility of the NG-RAN to enforce that the maximum UP integrity protection data rate delivered to the UE in downlink is not exceeding the maximum supported data rate for integrity protection.

It is expected that generally the UP integrity protection data rate applied by the UE in uplink will not exceed the indicated maximum supported data rate, but the UE is not required to perform strict rate enforcement.

User Plane Security Enforcement information and the maximum supported data rate per UE for integrity protection is communicated from source to target NG-RAN node at handover. If the target RAN node cannot support requirements in User Plane Security Enforcement information, the target RAN node rejects the request to setup resources for the PDU Session. In this case the PDU Session is not handed over to the target RAN node and the PDU Session is released.”
2. As depicted in clause 13.1 in TS 38.300 [4], 
“The maximum supported data rate for integrity protected DRBs is a UE capability indicated at NAS layer, with a minimum value of 64 kbps and a maximum value of the highest data rate supported by the UE. In case of failed integrity check (i.e. faulty or missing MAC-I), the concerned PDU shall be discarded by the receiving PDCP entity.”
3. As depicted in clause 8.2.1.2 in TS 38.413 [5],
“For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", then the NG-RAN node shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU session. If the NG-RAN node cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU session resources with an appropriate cause value.

If the NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required".
For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the NG-RAN node should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup Response Transfer IE of the PDU SESSION RESOURCE SETUP RESPONSE message.

For each PDU session for which the Maximum Integrity Protected Data Rate Downlink IE or the Maximum Integrity Protected Data Rate Uplink IE are included in the Security Indication IE in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node shall store the respective information and, if integrity protection is to be performed for the PDU session, it shall enforce the traffic limits corresponding to the received values, for the concerned PDU session and concerned UE, as specified in TS 23.501 [9].
For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message: 

-
if the Integrity Protection Indication IE is set to "not needed", then the NG-RAN node shall not perform user plane integrity protection for the concerned PDU session; 
-
if the Confidentiality Protection Indication IE is set to "not needed", then the NG-RAN node shall not perform user plane ciphering for the concerned PDU session.”
4. 
As depicted in clause 9.3.1.27 in TS 38.413 [5],
“This IE contains the user plane integrity protection indication and confidentiality protection indication which indicates the requirements on UP integrity protection and ciphering for corresponding PDU sessions, respectively. Additionally, this IE contains the maximum integrity protected data rate per UE for integrity protection for DRBs.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Integrity Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned PDU session.
	-
	

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply or shall not apply for the concerned PDU session.
	-
	

	Maximum Integrity Protected Data Rate Uplink
	C-ifIntegrityProtectionRequiredorPreferred
	
	Maximum Integrity Protected Data Rate 

9.3.1.103
	Indicates the maximum aggregate rate for integrity protected DRBs supported by the UE in UL. If the Maximum Integrity Protected Data Rate Downlink IE is absent, this IE applies to both UL and DL.
	-
	

	Maximum Integrity Protected Data Rate Downlink
	O
	
	Maximum Integrity Protected Data Rate 

9.3.1.103
	Indicates the maximum aggregate rate for integrity protected DRBs supported by the UE in the DL.
	YES
	ignore


”
5. As depicted in clause 9.11.4.7 in TS 24.501 [6],
“The purpose of the integrity protection maximum data rate information element is for the UE to indicate to the network the maximum data rate per UE for user-plane integrity protection for uplink and the maximum data rate per UE for user-plane integrity protection for downlink that are supported by the UE.

The integrity protection maximum data rate is coded as shown in figure 9.11.4.7.1 and table 9.11.4.7.2.

The integrity protection maximum data rate is a type 3 information element with a length of 3 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Integrity protection maximum data rate IEI
	octet 1

	Maximum data rate per UE for user-plane integrity protection for uplink
	octet 2

	Maximum data rate per UE for user-plane integrity protection for downlink
	octet 3


Figure 9.11.4.7.1: Integrity protection maximum data rate information element

Table 9.11.4.7.2: Integrity protection maximum data rate information element

	Maximum data rate per UE for user-plane integrity protection for uplink (octet 2)

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	64 kbps

	1
	1
	1
	1
	1
	1
	1
	1
	
	Full data rate

	All other values are spare. If received they shall be interpreted as "64 kbps".

	

	Maximum data rate per UE for user-plane integrity protection for downlink (octet 3)

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	64 kbps

	1
	1
	1
	1
	1
	1
	1
	1
	
	Full data rate

	All other values are spare. If received they shall be interpreted as "64 kbps".


”
According to yellow text above, the limitation is on UE side because of Integrity protection maximum data rate information IE which is reported by the UE to network during PDU session establishment. This IE indicates the maximum aggregate data rate per UE for user-plane integrity protection for uplink and downlink. For example, if the UE reports 64 kbps to the network, it means that if the gNB determines that the needed data rate for DRBs is larger than 64 kbps, then the UP IP will not be active. If the gNB determines that the needed data rate for DRBs is less than 64 kbps, then the gNB shall to check whether UP IP has been turned on for any other services. If the answer is no, then the gNB will let the UE turns on its user plane integrity, If yes, then the gNB shall check the aggregate data rate of the running DRBs, like X, then the gNB will check whether the DRBs to be established can accept a data rate under or equal to 64-X, if yes, then the gNB will active the UP IP, otherwise, the gNB will not active the UP IP.
Obviously, this limitation on 64kpbs may only be used for CIoT UEs, because it is too strict for eMBB UEs, which cause non-support for integrity protection, which objects SA3’s requirement.
Thus, SA3 shall give guidance to other group that:
In R16, other maximum data rate value(s) which don't restrict the usage of UP IP need to be defined.
Conclusion



Proposal 1: In R16, other maximum data rate value(s) which don't restrict the usage of UP IP need to be defined. SA3 is kindly requested to send LS to SA2, RAN2, RAN3 and CT1 to inform the guidance.
Annex whole picture for UP IP for option 2.
TS 33.501: clause 5.2.3, 5.3.3, 6.6.1, 6.6.2.

TS 23.501: clause 5.10.3

TS 23.502: clause 4.2.3.2, 4.3.2.2.1, 4.3.3.2

TS 38.300: clause 13.1
TS 38.413: clause 8.2.1.2, 9.3.1.27, 9.3.1.59, 9.3.1.60, 9.3.1.103
