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1
Decision/action requested

This pCR proposes to update clause 5.3.3.2.2
2
References

[1]
3GPP TS 33.536 v1.0.0: "Security aspect of 3GPP support for advanced Vehicle-to-Everything (V2X) services".

3
Rationale

In step2a/3a/4a, the key used to protect the connection needs to be clarify.
4
Detailed proposal

This contribution proposes to update the clause 5.3.3.1.2.3.
**** START OF CHANGE 1 ****

5.3.3.1.2.3 
High level flows for the security establishment

Figure 5.3.3.1.2.3-1 provides a high-level flow of a UE establishing a connection with other UE(s). 
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Figure 5.3.3.1.2.3-1: High-level flow of connection establishment

The flow proceeds as follow:

1. UE_1 sends a Direct Communication Request. This message may be received by multiple UEs.

2a/3a/4a. UE_2a choose to respond to the message and initiates the Direct Auth and Key Establishment procedure (if needed based on the credentials used to establish security – see clause 5.3.3.1.3) to generate the key KNRP. UE_2a then runs the Direct Security Mode Command procedure with UE_1 to establish the security based on that key KNRP. If this is successful, UE_2a sends the Direct Communication Accept message.

2b. UE_2b chooses not to respond the UE_1

2c/3c/4c. UE_2c responds to UE_1 using the same sequence of messages as UE_2a. 

**** END OF CHANGES ****
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