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*** BEGIN SET OF CHANGES ***

| 6.1.5.5 Subsequent Tunnel establishment with different PDG

The WLAN UE shall initiate subsequent tunnel with the different PDG for different W-APN.

1. IKE_SA_INIT
[Headers, Sec. associatigns, D-H values, Nonces]
— o

2. IKE_AUTH Request
[Header, User id, AUTH,»Configuration Payload, Sed. Associations, Traffic selectors]

3. Diameter Authorizati@ Request

4. Check in user’s subscription if
tunnel is allowed . User profile and
AVs retrieval if needed

;5. Diameter Authorization|Response

6. IKE_AUTH Response
JHeader, PDG id, Certificate, AUTH, Configuration Payload, Sec. associations, Traffic selector

— —/ — —

Sequence of events:

1. The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG

and WLAN UE negotiation cryptographic algorithms, exchange nonces and perform a Diffie_Hellman
exchange.

2. The WLAN UE sends the user identity in this first message of the IKE_AUTH phase, and begins negotiation of
child security associations. The WLAN UE generates the AUTH parameter with the latest MSK obtained as a
result of the previous tunnel establishment procedure. The user identity shall be compliant with Network Access
Identifier (NAI) format specified in ref [14], containing the IMSI or the pseudonym. The identity in NAI format
generated from the IMSI is described in ref. [4] and [5], depending on the type of EAP method to be used (EAP
SIM or EAP AKA). The WLAN UE shall send the configuration payload (CFG_REQUEST) with the
IKE_AUTH to request for a Remote |P Address from the PDG.

Editorsnote: (1) The control of simultaneous sessionsin the EAP authentication has to be possible asin WLAN
access authentication. Nevertheless, it is needed to study in detail how the parameters to perform this control
have to be transferred in EAP/IKEv2. For example, the VPLMN id could be included in the NAI (see ref. [33]
section 5.3.4) (2) W-APN should be sent in this step, because in [33], there is following sentence; “The WLAN
UE shall include the W-APN and the user identity in the initial tunnel establishment request.” One possibility is
to include the W-APN in the IDr parameter in the IKE_AUTH phase, but this hasto be studied in detail.

3. The PDG sends the Diameter authorization message to the AAA server, containing the user identity and the W-
APN.
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4. The AAA server shal fetch the user profile and authorization vectors from HSS/HLR (if these parameters are not
availablein the AAA server). The AAA server checksin user’s subscription if he/sheis authorized to establish
thetunnel. The AAA Server verifies that the user requesting the tunnel establishment has been already
successfully authenticated for any previous tunnel establishment procedure.

5. The AAA server sends Diameter Response message to intimate whether UE is authorized to establish the tunnel
and also includes the key material. This key material shall consist of the MSK generated during the previous
authentication process. When the Wm interface (PDG-AAA server) isimplemented using Diameter, the MSK
shall be encapsulated in the EAP-Master-Session-K ey parameter, as defined in [23].

6. The PDG verifiesthe AUTH parameter with the received MSK from the AAA server and responds with its
identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the WLAN UE
(inthe IKE_SA_INIT exchange). PDG shall send the assigned Remote | P address in the configuration payload
(CFG_REPLY), if the WLAN UE reguested for a Remote | P address through the CFG_REQUEST. Then the
AUTH parameter is sent to the WLAN UE together with the configuration payload, security associations and rest
of IKEv2 parameters and the IKEv2 negotiation terminates. It completes the negotiation of the child security
associations as well.

***END SET OF CHANGES ***
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