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*** BEGIN SET OF CHANGES *** 

6.1.4 Fast re-authentication mechanisms in WLAN Access  

When authentication processes have to be performed frequently, it can lead to a high network load especially when the 
number of connected users is high. Then it is more efficient to perform fast re-authentications. Thus the re-
authentication process allows the WLAN-AN to authenticate a certain user in a lighter process than a full 
authentication, thanks to the re-use of the keys derived on the previous full authentication. 
 
The re-use of keys from previous authentication process shall be performed as follows: the "old" Master Key is fed into 
a pseudo-random function (as in full authentication) to generate a new Master Session Key (MSK) and a new Extended 
MSK. In this process, new Transient EAP Keys (TEKs) are generated but shall be discarded. The TEKs, needed to 
protect the EAP packets, shall be the "old" ones. So the EAP packets shall be protected with the same keys as in the 
previous full authentication process but the link layer key in the WLAN access network are renewed as the MSK (from 
which the link layer key is extracted) is generated again. 
 
This process implies that the AAA server, after a full authentication process when a re-authentication identity has been 
issued, shall store the keys needed in case the next authentication is fast re-authentication: MK, TEKs and Counter (in 
case there has been previous fast-authentications). When the WLAN-UE has completed a full authentication where it 
has received the re-authentication identity, it shall store the same data in order to be prepared for fast re-authentication. 
 
6.1.4.1 EAP/AKA procedure 
The implementation of EAP/AKA must include the fast re-authentication mechanism described in this chapter, although 
its use is optional and depends on operator's policies, which shall be enforced by the AAA server by means of sending 
the re-authentication identity in any authentication process. The complete procedure is defined in ref [4]. In this section 
it is described how the process works for WLAN-3GPP interworking. 
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Figure 6: EAP-AKA fast re-authentication 

1. WLAN-AN sends an EAP Request/Identity to the WLAN-UE. 

2. WLAN-UE replies with an EAP Response/Identity containing a re-authentication identity (this identity was 
previously delivered by AAA server in a full authentication procedure). 

3. The WLAN-AN forwards the EAP Response/Identity to the AAA server. 

4. The AAA server initiates the Counter (which was initialized to one in the full authentication process) and sends 
it in the EAP Request message, together with the NONCE, the MAC (calculated over the NONCE) and a re-
authentication id for a next fast re-authentication. If the AAA server is not able to deliver a re-authentication 
identity, next time the WLAN-UE shall force a full-authentication (to avoid the use of the re-authentication 
identity more than once). 

 The 3GPP AAA Server may send as well a result indication to the WLAN-UE, in order to indicate that it wishes 
to protect the success result message at the end of the process (if the outcome is successful). The protection of 
result messages depends on home operator's policies. 

5. The WLAN-AN forwards the EAP Request message to the WLAN-UE. 

6. The WLAN-UE verifies that the Counter value is fresh and the MAC is correct, and it sends the EAP Response 
message with the same Counter value (it is up to the AAA server to step it up) and a calculated MAC. 
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 The WLAN-UE shall include in this message the result indication if it received the same indication from the 
3GPP AAA. Otherwise, the WLAN-UE shall omit this indication. 

7. The WLAN-AN forwards the response to the AAA server. 

8. The AAA server verifies that the Counter value is the same as it sent, and the MAC is correct, and sends the 
message EAP Request/AKA-Notification, previous to the EAP Success message, if the 3GPP AAA Server 
requested previously to use protected success result indications. The message EAP Request/AKA-Notification is 
MAC protected, and includes an encrypted copy the Counter used in the present re-authentication process. 

9. The WLAN AN forwards the EAP Request/AKA-Notification message to the WLAN-UE. 

10. The WLAN-UE sends the EAP Response/AKA-Notification. 

11. The WLAN AN forwards the EAP Response/AKA-Notification message to the 3GPP AAA server. The 3GPP 
AAA Server shall ignore the contents of this message. 

12. The AAA server sends an EAP Success message. If some extra keying material was generated for WLAN 
technology specific confidentiality and/or integrity protection, then the 3GPP AAA Server includes this derived 
keying material in the underlying AAA protocol message. (i.e. not at EAP level). The WLAN-AN stores the 
keying material to be used in communication with the authenticated WLAN-UE. 

13. The EAP Success message is forwarded to the WLAN-UE. 

The re-authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no 
response from the WLAN-UE after a network request. In that case, the EAP-AKA process will be terminated as 
specified in ref. [4] and an indication shall be sent to HSS/HLR. 
 
6.1.4.2 EAP/SIM procedure 
The implementation of EAP/SIM must include the fast re-authentication mechanism described in this chapter, although 
its use is optional and depends on operator's policies, which shall be enforced by the AAA server by means of sending 
the re-authentication identity in any authentication process. The complete procedure is defined in ref [4]. In this section 
it is described how the process works for WLAN-3GPP interworking. 
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Figure 7: EAP SIM Fast re-authentication 

1. WLAN-AN sends an EAP Request/Identity to the WLAN-UE. 

2. WLAN-UE replies with an EAP Response/Identity containing a re-authentication identity (this identity was 
previously delivered by AAA server in a full authentication procedure).  

3. The WLAN-AN forwards the EAP Response/Identity to the AAA server. 

4. The AAA server initiates the Counter (which was initialised to one in the full authentication process) and sends 
it in the EAP Request message, together with the NONCE, the MAC (calculated over the NONCE) and a re-
authentication id for a next fast re-authentication. If the AAA server is not able to deliver a re-authentication 
identity, next time the WLAN-UE shall force a full-authentication (to avoid the use of the re-authentication 
identity more than once). 

 The 3GPP AAA Server may send as well a result indication to the WLAN-UE, in order to indicate that it wishes 
to protect the success result message at the end of the process (if the outcome is successful). The protection of 
result messages depends on home operator's policies. 

5. The WLAN-AN forwards the EAP Request message to the WLAN-UE. 
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6. The WLAN-UE verifies that the Counter value is fresh and the MAC is correct, and it sends the EAP Response 
message with the same Counter value (it is up to the AAA server to step it up) and a calculated MAC. 

 The WLAN-UE shall include in this message the result indication if it received the same indication from the 
3GPP AAA server. Otherwise, the WLAN-UE shall omit this indication. 

7. The WLAN-AN forwards the response to the AAA server. 

8. The AAA server verifies that the Counter value is the same as it sent, and the MAC is correct, and sends the 
message EAP Request/SIM/Notification, previous to the EAP Success message, if the 3GPP AAA Server 
requested previously to use protected success result indications. The message EAP Request/SIM/Notification is 
MAC protected, and includes an encrypted copy the Counter used in the present re-authentication process. 

9. The WLAN AN forwards the EAP Request/AKA-Notification message to the WLAN-UE. 

10. The WLAN-UE sends the EAP Response/SIM/Notification. 

11. The WLAN AN forwards the EAP Response/SIM/Notification message to the 3GPP AAA server. The 3GPP 
AAA Server shall ignore the contents of this message. 

12. The AAA server sends an EAP Success message. If some extra keying material was generated for WLAN 
technology specific confidentiality and/or integrity protection, then the 3GPP AAA Server includes this derived 
keying material in the underlying AAA protocol message. (i.e. not at EAP level). The WLAN-AN stores the 
keying material to be used in communication with the authenticated WLAN-UE. 

13. The EAP Success message is forwarded to the WLAN-UE. 

The re-authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no 
response from the WLAN-UE after a network request. In that case, the EAP SIM process will be terminated as specified 
in ref. [5] and an indication shall be sent to HSS/HLR. 
 
 

*** END SET OF CHANGES *** 
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