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5.6 WLAN UE functionality split

The WLAN UE may consist of several devices. When there is more than one, it will be typically aWLAN Terminal
Equipment (e.g. alaptop) and a Mobile Terminal (e.g. a mobile phone) equipped with aUICC or SIM card.

The WLAN TE wit-provides WLAN access, whilethe MT or UICC or SIM card wit-implements the authentication as
the EAP termination, which includes key derivation and identity handling. The termination point of EAP shall always
be the MFUICC. When any authentication processis finished (in the UICCMT), the resulting keys wiH-can be retreived
by be-senttothe WLAN TE in order to be used for link layer security in the WLAN access.

NOTE: It shall be possible to have the termination of EAP in the HEC-M T{er-SH\i-card). Details are FFS.
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6.1.3 EAP support in Smart Cards

Editorsnote: LS (S3-030187/ S1-030546) from SA1 has stated, "There are requests from operators for a secure
SIM based WLAN authentication solution”. SA3 has asked SA1inan LS (S3-030306) if thisrequest is
confirmed. The input paper to SA3 on this can be found at:
http://www.3gpp.org/ftp/tsg sa/WG3_Security/TSGS3_28 Berlin/Docs/ZI1P/S3-030198.zip

6.1.3.1 EAP-AKA procedure

It shall be possible to have the termination of EAP in the UICC. For this purpose, all steps of the EAP-AKA
authenti cation mechanism described in 6.1.1.1 apply with the exception of step 15 that shall be replaced with the

following:

The WLAN-UE runs EAP authentication method on the USIM. The USIM verifiesthat AUTN is correct and hereby
authenticates the network. If AUTN isincorrect, the USIM rejects the authentication (not shown in this example). |f
the sequence number is out of synch, USIM initiates a synchronization procedure, c.f. [4]. [f AUTN is correct, the
USIM computes the Master Session Key and Extended Master Session Key and checks the received MAC with the
new derived keying material.

6.1.3.2 EAP-SIM procedure

It shall be possible to have the termination of EAP in the UICC. To handle EAP-SIM the USIM uses GSM AKA by
applying conversion functions c2 and c3 (as defined in 33.102 [21]). For this purpose, all steps of the EAP-SIM
authentication mechanism described in 6.1.2.1 apply with the exception of step 14 that shall be replaced with the

following:

The WLAN-UE runs EAP authentication method (see TS 102.310 [yy]) on the USIM. The WLAN-UE continues the
authentication exchange only if the MAC is correct.

If aprotected pseudonym was received, then the UICC stores the pseudonym for future authentications.

CR page 6



3GPP TS 33.234 v6.2.0(2004-09) CR page 7

6.7 WLAN-UE split interworking

EAP-AKA/SIM procedures terminate in the UICCMTF, so the TE shall contact the M T via protected local interface (e.g.
Bluetooth) at any authentication or re-authentication process, using +CRLA and +CGLA AT commands as defined in
TS 27.007 [xx]. The Bluetooth-local interface (e.g. Bluetooth, IrDa, RS232, USB, ...) acts as atransparent carrier of the
EAP methods; the TE just forwards messages from the MUICC to the network (or in the opposite direction) and does
not take active part in the authentication process. The TE is not able to handle any key except the MSK and/or the
EMSK when it receives them at the end of the authentication process. The MT shall forbid the transfer of RUN GSM
ALGO command, and the AUTHENTICATE command in GSM security context. The EAP peer at the network sideis
any node inthe WLAN AN, the VPLMN or the home network. Since the interworking to be described hereis at the
WLAN-UE side, it is not relevant which node is sending/receiving any message in the network side.

NOTE_1: It shall be possible to have the termination of EAP in the M T HCC{erSHM-card)- Details are FFS.

NOTE 2: The SIM Acces Profile may be used to access the UICC EAP capabilities. In this case, the usage of AT
commands may be substituted by the usage of the Transfer APDU command (see CAR 020 SPEC/0.95cB
[22]) all over this section. However, specific SAP requirements defined in the present document shall be
fulfilled.

6.7.1 Full authentication with EAP-AKA

The processis shown in figure 11.
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Network TE MT uUsIiM

1. EAP Request/Identity

2. Transfer EAP [EAP Request/Idenftity]

»

3. READ ("IMSI"or”Pseudonym’

4. (IMSI or Pseudonym)

5. Transfer EAP [EAP Response/ldentity [IMSI or Pseudonym]

6. EAP Response/ldentity [IMSI or Pseydpnym]

7. EAP Request/AKA-Challenge [RAND, AUTN, MAC, Encrypted temp. identifier]

8 Transfer EAP [l:AD anllncf/Al{A Chall nge [DAI\IF\’ AUTN, MAC. l:nr\r\] pfnd tnmp_
identifiler]

9.AUTHENTICATE (RAND,AU['N)

10.AUTHENTICATE(RES, CK,|IK)

11. Transfer EAP [EAP Response/AKA-Challenge [RES, MAC]]

12. EAP Response/AKA-Challenge [RES, MAC]

13. EAP Success

14. Transfer EAP [EAP Success]

15. Transfer keys for WLAN accesjs [MSK, EMSK]
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Network TE MT uicC

1. EAP Request/Identity

2. AT+CGLA [AUTHENTICATE [EAP|Request/Identity]]

3. AUTHENTICATE [EAP Requést/Identity]

. [EAP Response/ldentity [IMSI{or Pseudonym]]

4
-
l

[EAP Response/ldentity [IMSI or Pgeudonym]]

A

E. EAP Response/ldentity [IMSI or Pseydonym]

7. EAP Request/AKA-Challenge [RAND, AUTN, MAC, Encrypted temp. identifier]

L

8. AT+CGLA [AUTHENTICATE [EAP|Request/AKA-Challenge [RAND,|AUTN, MAC, Encrypted
temp. identifier]]]

»
P

9. AUTHENTICATE [EAP Request/AKA-Challenge
[RAND, AUTN, MAC, Encrypted temp. identifier]

»

10. [EAP Response/AKA-Challenge [RES, MAC]]

d
Bl

‘11. [EAP Response/AKA-Challenge [RES, MAC]]

12. EAP Response/AKA-Challenge [RES, MAC]
dl
l

13. EAP Success

\ 4

14. AT+CGLA [AUTHENTICATE [EAP Success]]
»
"] 15. AUTHENTICATE EAP [EAP[Success]
»
L

16. AT+CRLA to retrieve keys for WLAN access [MSK, EMSK]
_>

Figure 11: Full authentication with EAP-AKA

1. The network sends an EAP request identity (either alMSI or a pseudonym) message to the TE (the device
providing WLAN access) in order to initiate the procedure.

2. TheTE builds an EAP Authenticate command using the EAP packet received in message 1 then sends this
command to the USIM using +CGLA AT command. The EAP request identity message is forwarded viathe MT
to the USIM. Bluetooth-interface to-the M- Prior to step 2, the TE shall open a communication session with the
USIM, asindicated in TS 27.007 [xx], and then shall select the appropriate DF, asindicated in TS 102.310 [yy].

3. HtThe MT performsthereceived +CGLA AT command i.e. the MT sends the Authenticate command, as
received in the AT command, to the USIM (see TS 27.007 [xx]).deeshet-have the identity-availableH-requests
theidentity fromthe USHV:

4. The USIM returns the EAP Response/ldentity packet to the M T, in the Authenticate command response
datatdentity-to-the- MT-

5. The MT returns the EAP. Response’ | dent|ty packet to the TE in the +CGLA AT command response data.-Hserts

6. The TE sendsthe EAP Rresponse/-H dentity packetmessage to the network.
7. The network initiates the EAP AKA authentication process.

8. The TE builds an EAP Authenticate command using the EAP packet received in message 7 then sends this
command to the USIM viathe ME using +CGLA AT command.Fhe FEferwardsthe EAP request-to-the M
with-all-the parameters.
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9. The MT performsthe received +CGLA AT command i.e. the MT sends the Authenticate command, as received
in the AT command, to the USIM (see TS 27.007 [xx]).TFhe MTrequestsauthentication-vectors fromthe USHV-

ter—theheﬂ—m&ssage The USI M returns the EAP Response/AKA Challenqe packet to the MT in the
Authenticate command response data.

11. The MT returnsthe EAP R&eponse/AKA Challenge packet to the TE, in the +CGLA AT command response

12. The TE ferwardstheresponse-message-sends the EAP Response/ AK A-Challenge packet to the network, which
wit-checks the validity of the RES and compute the MAC of the-ef-the entire message received, comparing it
with the received MAC.

13. If both checks are correct, the network witH-sends an EAP Ssuccess messagepacket to the TE.

14. The TE builds an EAP Authenticate command using the EAP packet received in message 13 then sends this
command to the USIM using +CGLA AT command.FEferwardsthe EAP successtothe MT-as-a-sucecess
ndication.

15. The MT performsthe received +CGLA AT command i.e. the MT sends the Authenticate command, as received
inthe AT command, to the USIM (see TS 27.007 [xx]).-

16. After a successful EAP authentication, the TE shall retrieve the key material (i.e. MSK and EM SK) from
EFEAPKEyq (for this purpose the TE usesthe +CRLA AT command) A#epreeemagmesaee%mdmeh—the

EMsKa—and-send—themJ;eJehe—'FBThe TE uses themMSK and EMSK for secunty purposes, for example for
WLAN link layer security

6.7.2 Full authentication with EAP--SIM

The processis shown in figure 12, and it’s very similar to EAP AKA (from MT-TE interface point of view).
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Network

1. EAP Request/Identity

)

2. Transfer EAP [EAP Request/Idenitity]

SIM

3. READ ("IMSI” or "Pseudonym()

<&

4. (IMSI or Pseudonym)

5. Transfer EAP [EAP Response/lg

&

6. EAP Response/ldentity [IMSI or Pseudo

hym]

<

7. EAP Request/SIM-Start []

10. EAP Response/SIM-Start [NON(

8. Transfer EAP [EAP Request/SIN

»

CE MT]

9. Transfer EAP [EAP Response/SIM-Start [NONCE MT] ]

entity [IMSI or Pseudonym]

-Start [] ]

CR page 11

<&

11. EAP Request/SIM-Challenge [R

ANDx, MAC, Encrypted temp. identifier]

»

16. EAP Response/SIM-Challenge [l

12. Transfer EAP [EAP Request/SIN
identifier]

-Challenge [RANDx, MAC, Encfypted temp.

13. AUTHENTICATE (RANDy)

»

14.AUTHENTICATE (SRESYy, K

Repeat signals

VMAC]

17. EAP Success

18. Transfer EAP [EAP Success]

19. Transfer keys for WLAN access|
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Network MT uicc

1. EAP Request/Identity

2. AT+CGLA [AUTHENTICATE [EAP|Request/Identity]]

Ll

3. AUTHENTICATE [EAP Requast/Identity]

4. [EAP Response/ldentity [IMSI or Pseudonym]]

5. [EAP Response/ldentity [IMSI or Rseudonym]]

d
)l

6. EAP Response/ldentity [IMSI or Pseudonym]

d
l

7. EAP Request/SIM-Start []

8. AT+CGLA [AUTHENTICATE [EAP Request/SIM-Start]]

g
9. AUTHENTICATE [EAP Request/SIM-Start]

|

10. [EAP Response/ SIM-Start [NONCE MT]]

11. [EAP Response/SIM-Start NONCGE MT]]

d
)l

12. EAP Response/SIM-Start [NONCE MT]
d

13. EAP Request/SIM-Challenge [RANDx, MAC, Encrypted temp. identifier]

14. AT+CGLA [AUTHENTICATE [EAP Request/SIM-Challenge [RANDK, MAC, Encrypted
temp. identifier]]

15. [AUTHENTICATE [EAP Request/SIM-Challenge [

»
P

16. [EAP Response/SIM-Challerjge [MAC]]
)l

17. [EAP Response/SIM-Challenge [MAC]]

P
K

18. EAP Response/SIM-Challenge [MAC]
>
)l

19. EAP Success

20. AT+CGLA [AUTHENTICATE [EAP Success]]
»
21. AUTHENTICATE EAP [EAP Success]

b
P

22. AT+CRLA to retrieve keys for WLAN access [MSK, EMSK]

Figure 12: Full authentication with EAP--SIM

1. Thenetwork sends an EAP request identity (either alMSI or a pseudonym) message to the TE (the device
providing WLAN access) in order to inititiate the procedure.

2. The TE builds an EAP Authenticate command using the EAP packet received in message 1 then sends this
command to the USIM using +CGLA AT command. The EAP request identity message is forwarded viathe M T
to the USIM. Prior to step 2, the TE shall open a communication session with the USIM, asindicated in TS
27. 007 [xx] and shall select the approprlate DF, as |nd|cated in TS 102.310 [yy].Fhe EAPrequest-identity
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3. The MT performs the received +CGLA AT command i.e. the MT sends the Authentlcate command as received
inthe AT command, to the USIM (see TS 27.007 [xx]) . VEY

the-tdentity-from-the USHV-

4. The USIM returns the EAP Response/ldentity packet to the M T, in the Authenticate command response data. Fhe
5 et _
5. The MT returns the EAP Response/I dent|tv packet tothe TE, in the +CGLA AT command reeponse dataThe

6. The TE sendsthe EAP Rresponse/i dentity message-packet to the network.
7. The network initiates the EAP SIM authentication process.

8. TheTE builds an EAP Authenticate command using the EAP packet received in message 7 then sends this

command to the USIM viathe ME using +CGLA AT command.TFhe FEforwardsthe EAP- S\ startrequest-to
the-MT-

9. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received
inthe AT command, to the USIM (see TS 27.007 [xx]).

10. The USIM returns the EAP Response/SIM -Start packet to the M T, in the Authenticate command response data.

11. The MT returns the EAP Response/SIM-Start packet to the TE, in the +CGLA AT command response data.

12. The TE sends the EAP Response/SIM-Start packet to the network, which uses the NONCE to calculate the

1311, The network sends an EAP SIM challenge request with the calculated MAC (over the whole EAP message
and the NONCE) and the rest of parameters.

1412, The TE builds an EAP Authenticate command using the EAP packet received in message 13 then sends this
command to the USIM viathe ME using +CGLA AT command.Fhe FEforwardsthe-message-to-the- M+

15. The MT performsthe received +CGLA AT command i.e. the MT sends the Authenticate command, as received
inthe AT command, to the USIM (see TS 27.007 [xx]).

16. The USIM returns the EAP Response/SIM -Challenge packet to the M T, in the Authenticate command response
data.

17. The MT returns the EAP Response/SIM-Challenge packet to the TE, in the +CGLA AT command response
data.

18. The TE sends the EAP Response/SIM-Challenge packet to the network, which computes the MAC and compares
it with the received MAC.

19. If checks are correct, the network sends an EAP Success packet to the TE.

20. The TE builds an EAP Authenticate command using the EAP packet received in message 19 then sends this
command to the USIM using +CGLA AT command.

21. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received
inthe AT command, to the USIM (see TS 27.007 [xx]).

22. After a successful EAP authentication, the TE shall retrieve the key material (i.e. MSK and EM SK) from
EFeapkeys (for this purpose, the TE usesthe +CRLA AT command). The TE uses MSK and EM SK for security
purposes, for example for WLAN link layer security
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6.7.3 Fast re-authentication with EAP-AKA

The keys needed to protect the EAP packets are re-used from the previous full authentication process. The MSK and
EMSK are calculated again using the original MK, as specified in ref. [4]. For this reason, the new MSK and EMSK are
| transferred from the MT-USIM to the TE when the fast re-authentication process is finished. The processis shown in

figure 13.
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1. EAP Request/Identity

L= |

4. EAP Response/ldentity [Re-authe

[ wr |

2. Transfer EAP [EAP Request/Identity]

3. Transfer EAP [EAP Responsel/l

>

dentity [Re-authentication id]

htication id]
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USIM

8. EAP Response/AKA-Reauthentic

9. EAP Success

tion [Counter, MAC]

10. Transfer EAP [EAP Success]

11. Transfer keys for WLAN access

»
P

[MSK, EMSK]
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5. EAP Request/AKA-Reauthentication [Counter, NONCE, MAC, Re-authentication id]
6. Transfer EAP [EAP Request/AKA-Reauthentication [Counter, NONCE, MAC, Re-
authentication id]
7. Transfer EAP [EAP Response/AHA-Reauthentication [Counter, MAC]
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Network TE MT USIM

1. EAP Request/Identity

2. AT+CGLA [AUTHENTICATE [EAP|Request/Identity]]
Ll

3. AUTHENTICATE [EAP Requgst/identity]
Lad

| 4. [EAP Response/ldentity [Re-guthentication id]]

| 5. [EAP Response/ldentity [Re-authentication id]]

6. EAP Response/ldentity [Re-authentication id]
l

7. EAP Request/AKA-Reauthenticatjon [Counter, NONCE, MAC, Re-autheptication id]
Ll

8. AT+CGLA [AUTHENTICATE [EAP|Request/AKA-Reauthentication [Counter, NONCE, MAC,
Re-authentication id]]]

»
P

9. AUTHENTICATE [EAP Requgst/AKA-Reauthentication
[Counter, NONCE, MAC, Re-authentication id]]
Ll

 10. [EAP Response/AKA-Reauthentication [Counter, MAC]]
<

| 11. [EAP Response/AKA-Reauthentigation [Counter, MAC]]
)l

| 12. EAP Response/AKA-Reauthentifation [Counter, MAC]
l

13. EAP Success

\ 4

14. AT+CGLA [AUTHENTICATE [EAP Success]]
"| 15. AUTHENTICATE EAP [EAP|Success]
L

16. AT+CRLA to retrieve keys for W#AN access [MSK, EMSK]

Figure 13: Fast re-authentication with EAP AKA

1. The network sends an EAP request identity message.

2. TheTE builds an EAP Authenticate command using the EAP packet received in message 1 then sends th|s
command to the USIM using +CGLA AT command. A SS3 ATy
interface:

3. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received

in the AT command to the USI M (see TS 27 007 [xx]) H—theMillFeeewedrarhastereauthentteattemdenet%mthe

4. If the USIM received afast re-authentication identity in the last authentication process (either full or fast), it shall
reply with this fast re-authentication identity in the EAP response identity message. Consequently, the USIM
returns the EAP Response/ldentity packet to the M T, in the Authenticate command response data.

The MT returns the EAP Response/Identity packet to the TE, in the +CGLA AT command response data.

The TE sends the EAP Response/ldentity packet to the network.

The network initiates the EAP AKA reauthentication process.

© N | |

The TE builds an EAP Reauthenticate command using the EAP packet received in message 7 then sends this
command to the USIM viathe ME using +CGLA AT command.
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9. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received
inthe AT command, to the USIM (see TS 27.007 [xx]).

10. The USIM returns the EAP Response/ AK A -Reauthentication packet to the M T, in the Authenticate command
response data.

11. The MT returns the EAP Response/ AKA-Reauthentication packet to the TE, inthe +CGLA AT command
response data.

12. The TE sends the EAP Response/ A K A-Reauthentication packet to the network, which computes the MAC of the
entire received message, and comapres it with the received MAC.

13. If checks are correct, the network sends an EAP Success packet to the TE.

14. The TE builds an EAP Authenticate command using the EAP packet received in message 13 then sends this
command to the USIM using +CGLA AT command.

15. The MT performsthe received +CGLA AT command i.e. the MT sends the A uthenticate command, as received
in the AT command, to the USIM (see TS 27.007 [xx]).

16. After a successful EAP reauthentication, the TE shall retrieve the key material (i.e. MSK and EM SK) from
EFeapkeys (for this purpose, the TE usesthe +CRLA AT command). The TE uses MSK and EMSK for security
purposes, for example for WLAN link layer security

6.7.4 Fast re-authentication with EAP--SIM

The keys needed to protect the EAP packets are re-used from the previous full authentication process, asin EAP AKA
fast re-authentication. The MSK and EMSK are calculated again using the original MK, as specified in ref. [5]. The new

| MSK and EMSK are transferred from the MF-USIM to the TE when the fast re-authentication process is finished. The
processis shown in figure 14.
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Network

1. EAP Request/Identity

L= | [ wr |

4. EAP Response/ldentity [Re-authe

2. Transfer EAP [EAP Request/Identity]

>

3. Transfer EAP [EAP Response/ldgntity [Re-authentication id]

htication id]

5. EAP Request/SIM/Reauthenticati

n [Counter, NONCE, MAC, Re-auther

8. EAP Response/SIM/Reauthentica

tication id]

6. Transfer EAP [EAP Request/SIM

7. Transfer EAP [EAP Response/SIM/Reauthentication [Counter, M

tion [Counter, MAC]

9. EAP Success

10. Transfer EAP [EAP Success]

»
P

11. Transfer keys for WLAN access [MSK, EMSK]
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Network TE MT USIM

1. EAP Request/Identity

2. AT+CGLA [AUTHENTICATE [EAP|Request/Identity]]
Ll

3. AUTHENTICATE [EAP Requgst/identity]
Lad

| 4. [EAP Response/ldentity [Re-guthentication id]]

| 5. [EAP Response/ldentity [Re-authentication id]]

6. EAP Response/ldentity [Re-authentication id]
l

7. EAP Request/SIM-Reauthenticatipn [Counter, NONCE, MAC, Re-authentication id]
Ll

8. AT+CGLA [AUTHENTICATE [EAP|Request/SIM-Reauthentication [Counter, NONCE, MAC,
Re-authentication id]]]

»
P

9. AUTHENTICATE [EAP Requést/SIM-Reauthentication
[Counter, NONCE, MAC, Re-authentication id]]
Ll

10 [EAP Response/SIM-Reauthentication [Counter, MAC]]
<

| 11. [EAP Response/SIM-Reauthentication [Counter, MAC]]
)l

| 12. EAP Response/SIM-Reauthentigation [Counter, MAC]
l

13. EAP Success

»

L

14. AT+CGLA [AUTHENTICATE [EAP Success]]

"| 15. AUTHENTICATE EAP [EAP|Success]
L

16. AT+CRLA to retrieve keys for W#AN access [MSK, EMSK]
Figure 14: Fast re-authentication with EAP SIM

1. The network sends an EAP request identity message.

2. The TE builds an EAP Authenticate command using the EAP packet received in message 1 then sendsthis
command to the USIM using +CGLA AT command.

3. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received
inthe AT command, to the USIM (see TS 27.007 [xx]).

4. If the USIM received afast re-authentication identity in the last authentication process (either full or fast), it shall
reply with this fast re-authentication identity in the EAP response identity message. Consequently, the USIM
returns the EAP Response/ldentity packet to the M T, in the Authenticate command response data.

The MT returns the EAP Response/Identity packet to the TE, in the +CGLA AT command response data.

The TE sends the EAP Response/ldentity packet to the network.

The network initiates the EAP SIM reauthenti cation process.

© N | |

The TE builds an EAP Authenticate command using the EAP packet received in message 7 then sends this
command to the USIM viathe ME using +CGLA AT command.

9. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received
inthe AT command, to the USIM (see TS 27.007 [xx]).

10. The USIM returns the EAP Response/SIM -Reauthentication packet to the M T, in the Authenticate command
response data.
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11. The MT returns the EAP Response/SIM -Reauthentication packet to the TE, in the +CGLA AT command
response data.

12. The TE sends the EAP Response/SI M -Reauthentication packet to the network, which computes the MAC of the
entire received message, and compares it with the received MAC.

13. If checks are correct, the network sends an EAP Success packet to the TE.

14. The TE builds an EAP Authenticate command using the EAP packet received in message 13 then sends this
command to the USIM using +CGLA AT command.

15. The MT performsthe received +CGLA AT command i.e. the MT sends the Authenticate command asit isto the
USIM (see TS 27.007 [xX]).

16. After a successful EAP reauthentication, the TE shall retrieve the key material (i.e. MSK and EM SK) from
EFeapkeys (for this purpose, the TE uses the +CRLA AT command). The TE uses MSK and EM SK for security
purposes, for example for WLAN link layer security
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