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********************************* *** NEXT CHANGE ******************************** 

6.4.4 General extension payload 

The MSK and MTK shall be delivered in messages that conform to the structure defined in RFC 3830 [9] (MIKEY). To 
be able to keep track of the keys, a new general Extension Payload (EXT) with variable length is defined that conforms 
to the structure defined in section 6.15 of RFC 3830 [9] (MIKEY). The IDs of the involved keys are kept in the EXT, to 
enable the UE to look up the identity of the key which was used to protect the message, and which key is delivered in 
the message. This EXT is incorporated in the MIKEY messages (see Figure 6.4). When an MSKs is are delivered to a 
UE, the MIKEY message contains an EXT that holds the MUK ID of the MUK used to protect the delivery, and the 
MSK IDs of the MSKs delivered in the message. For messages that contain an MTKs, the EXT contains the MSK ID of 
the MSK used to protect the delivery, and the MTK IDs of the MTKs contained in the message. The MSK ID and MTK 
ID are increased by 1 every time the corresponding key is updated. It is possible that the same MTK is delivered several 
times in multicast, and the ME can then discard messages related to a key it already has instead of passing them to the 
MGV-F.  

The MGV-F (see clause 6.5) protects itself from a possibly malicious ME by checking the integrity and freshness of the 
MIKEY message.  

The format of the key IDs shall be represented by unsigned integer counters, different from zero. The reason for 
disallowing zero is that it is reserved for future use. Note that this means that there can only be 2^{n} - 1 different keys 
in use during the same session, where n is the number of bits in the ID field. 

Outer Key ID Inner Key IDOuter Key ID Inner Key ID  

 Outer Key ID Inner Key ID1 N Inner Key ID2 Inner Key ID3  
 

Figure 6.4: Extension payload used with MIKEY 

Integer N indicates how many actual MSKs or MTKs that are delivered are kept in the KEMAC payload of the MIKEY 
message, and also the number of Inner key IDs. The Inner Key ID is the ID of the key that is transported in the message 
(i.e. an MSK or MTK). The Outer Key ID is the ID of the key used as pre-shared secret for the key delivery (i.e. an 
MUK or MSK). 
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