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5.4 Shared key-based mutual authentication between UE and
NAF

The authentication mechanism described in this section is optional to implement in UE and NAF.

Editor's note: If the "Pre-Shared Key Ciphersuitesfor TLS" Internet Draft [15] does not reach the RFC status by the
time when Release 6 is frozen, this subclause shall be removed and the support for the Pre-Shared Key
TLSis postponed to Release 7.

The HTTP client and server may authenticate each other based on the shared key generated during the bootstrapping
procedure. The shared key shall be used as a master key to generate TLS session keys, and also be used as the proof of
secret key possession as part of the authentication function. The exact procedure is specified in Pre-Shared Key
Ciphersuites for Transport Layer Security (TLS) [15].

Editor's note: The exact procedure of "Pre-Shared Key Ciphersuites for TLS" isunder inspection in IETF. When the
procedure isready in IETF, the description how it is used in GAA should be added to TS 24.109, and this
subclause should refer to it. The following gives general guidelines for how the TLS handshake may be
accomplished using a GBA-based shared secret. The exact definitions of the message fields are | eft to the
stage 3 specifications.

This section explains how a GBA-based shared secret that is established between the UE and the BSF as specified in
TS 33.220 [3] is used with Pre-Shared Key (PSK) Ciphersuites for TLS as specified in IETF Internet-Draft [15].

1. When an UE contacts aNAF, it may indicate to the NAF that it supports PSK-based TL S by adding one or more
PSK-based ciphersuites to the ClientHello message. The UE shall include ciphersuites other than PSK -based
ciphersuitesin the ClientHello message. The UE shall send the hostname of the NAF using the server_name
extension to the ClientHello message as specified in IETF RFC 3546 [8].

NOTE 1: The ability to send the hostname of the NAF is particularly necessary if a NAF can be addressed using
different hostnames, and the NAF cannot otherwise discover what is the hostname that the UE used to
contact the NAF. The hostname is needed by the BSF during key derivation.

NOTE 2: When the UE adds one or more PSK-based ciphersuites to the ClientHello message, this can be seen as an
indication that the UE supports PSK -based TL S-GBA-based-authentication. If the UE supports PSKKS-
based ciphersuites but not GBA-based authentication, the TLS handshake will fail if the NAF selected the
PSK-based ciphersuite and suggested to use GBA (as described in step 2). In this case, the UE should
attempt to establish the TLS tunnel with the NAF without including PSK -based ciphersuites to the
CientHello message, according to the procedure specified in clause 5.3. This note does not limit the use of
PSK TLSto HTTP-based services.

2. If the NAF iswilling to establish a TLS tunnel using a PSK-based ciphersuite, it shall select one of the PSK-
based ciphersuites offered by the UE, and send the selected ciphersuite to the UE in the ServerHello message.
The NAF shall send the ServerK eyExchange message with alist of PSK-identity_hints.-that-shall-containa-A
constant string "3GPP-bootstrapping” te-shall indicate the GBA as the required authentication method. Also
other PSK-identity hints may be supported, however, they are out of the scope of this specification. The NAF
finishes the reply to the UE by sending a ServerHelloDone message.

NOTE 3: If the NAF does not wish to establish a TLS tunnel using a PSK-based ciphersuite, it shall select a non-
PSK -based ciphersuite and continue TLS tunnel establishment based on the procedure described either in
clause 5.3 or clause 5.5.

3. The UE shall use a GBA-based shared secret for PSK TLS, if the NAF has sent a ServerHello message
containing a PSK -based ciphersuite, and a ServerK eyExchange message containing a constant string " 3GPP-
bootstrapping” as the PSK identity hint. If the UE does not have a valid GBA-based shared secret it shall obtain
one by running the bootstrapping procedure with the BSF over the Ub reference point as specified in
TS33.220[3].
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The UE derivesthe TLS premaster secret from the NAF specific key (Ks_NAF) as specified in IETF Internet
Draft [15].

The UE shall send a ClientK eyExchange message-with-the B-THD-as the PSK-identity. The PSK identity in the
ClientK eyExchange message shall include a prefix indicating the PSK -identity name space that was selected,

and the B-TID. The prefix must match one of the PSK -identity hints that NAF offered in ServerK eyExchange
message. The precise format of the PSK identity is specified in the appropriate stage 3 specification [18]. The
UE concludes the TL S handshake by sending the ChangeCipherSuite and Finished messages to the NAF.

4. When the NAF receives the "3GPP-bootstrapping” prefix and the B-TID in the ClientK eyExchange messages it
fetches the NAF specific shared secret (Ks_NAF) from the BSF using the B-TID.

The NAF derivesthe TLS premaster secret from the NAF specific key (Ks_NAF) as specified in IETF Internet
Draft [15].

The NAF concludes the TL S handshake by sending the ChangeCipherSuite and Finished messages to the UE.

The UE and the NAF have established a TL S tunnel using GBA-based shared secret, and then may start to use the
application level communication through this tunnel.
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