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Foreword

This Technical Report has been produced by the 3™ Generation Partnership Project (3GPP).

The contents of the present document ar e subject to continuing work within the TSG and may change following
formal

Annex A:
Comparison with an alternative approach — HTTP Digest

An aternative approach is to use password-based authentication for early IMS implementations. For example, HTTP
Digest (IETF RFC 2617) could be used for authenticating the IM S subscriber. This method would require a subscriber-
specific password to be provisioned on the IMS terminal. Compared with the approach specified in section 7, password-
based authentication has the following _advantages and disadvantages:

Advantages.

e HTTPDigestisfully standardised and supported by IETF RFC 3261 (support for HTTP Digest is mandated
in SIP protocoal).

e HTTPDigest enables access via multiple technologies (e.q., WLAN). The solution specified in section 7 is
specific to GPRS access technology.

e HTTPDigest can support partial message integrity protection for those parts of the message used in the
calculation of the WWW-Authenticate and authorization header field response directive values (when

gop=auth-int).

e HTTP Digest implementations can employ methods to protect against replay attacks (e.q., using server
created nonce values based on user |ID, time-stamp, private server key, or using one-time nonce values)

Disadvantages:

f —

« ~—HHTTP Digest may imposes restrictions on the type of charging schemes that can be adopted by an
operator. In particular, if asubscriber could find out his or her own password from an insecure
implementation on the terminal, then he or she could share the IM S subscription with friends. This could
impact revenue for the operator if bundled or partly subscription based tariffs are used rather than purely
usage based tariffs. For example, a subscriber could take out a subscription for 100 instant messages and
then share this with his or her friends. Although contractual obligations could be imposed on customersto
prohibit this behaviour, in practice this would be difficult to enforce without employing special protection
mechanisms, e.g., disallow multiple binding to asingle |P address. If charging were purely usage based,
then there would be no incentive for the subscriber to do this, therefore using HTTP Digest may (and-nenot
impact on operator’s revenue}. The solution specified in section 7 is flexible in allowing arange of different
charging models including bundled or partly subscription based tariffs.

e ~—HTTPDigest K provides a weaker form of subscriber authentication when compared with the levels of
authentication used for other services offered over 3GPP networks, where authentication is typically based
directly or indirectly on the (U)SIM. Subscription authentication depends, among other things, on the
strength of the password used as well as on the password provisioning methods, such as bootstrapping
passwords into the IMS capable terminal. A weak subscriber authentication, vulnerable to dictionary
attacks, Fhis-has implications on the reliability of charging, and on the level of assurance that can be given
to the customer that their communications cannot be masqueraded. In the solution specified in section 7,
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authentication of the IMS subscriber isindirectly based on (U)SIM authentication at the GPRS level. The
level of security is similar to that currently used for certain WAP services, where the user’s MSISDN is
provided by the GGSN to the WAP gateway. Security does not rely on the terminal securely storing any
long-term secret information (e.g. passwords).

HTTP Digest —Provisiening-provisioning is more complex since subscriber-specific information (i.e.

passwords) must be installed or bootstrapped into -H-each IM S terminal -mebite.

3GPP
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