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6.1.5 Mechanisms for the set up of UE-initiated tunnels (Scenario 3)

- The WLAN-UE and the PDG use IKEV2, as specified in [ikev2], in order to establish IPSec security
associations.

- Public key signature based authentication with certificates, as specified in [ikev2], is used to authenticate the
PDG. The PDG shall authenticate itself with identity "pdg.mncNNN.mccMMM.3gppnetwork.org"; this identity
shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in
the PDG's certificate. A profile for certificate contents and processing is defined in section 6.x.

- EAP-AKA within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN-UES, which
contain aUSIM.

- EAP-SIM within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN-UES, which contain
aSIM and no USIM.

- A profile for IKEv2 isdefined in section 6.5.

Editor's note: The discussion on the security mechanisms for the set up of UE-initiated tunnelsis still ongoing in
SA3. Thetext in this section reflects the current working assumption of SA3. Alternatives still under
discussion in SA3 are contained in Annex E. They may replace the current working assumption in this
section if problems with the working assumption arise. Otherwise, Annex E will be removed before the
TSissubmitted for approval. The above points on the use of IKEv2 are dependent on the analysis of the
open issues on legacy VPN clients and key management; in particular, the use of EAP-AKA and
EAP-SIM will be studied.
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Insert new section below after 6.6 (Profile for |Psec ESP) but before 6.7 (WLAN UE split interworking)

6.X Profile for PDG certificates

Certificates used for authentication of the PDG shall meet the following profile of RFC 3280 [39].

a) The certificate shall be encoded in DER format.

b) Theversion shall be 2 ("v3").

c) The certificate serial number shall meet the requirementsin RFC3280 [39], section 4.1.2.2.

d) The signature algorithm shall be "shalWithRSAEncryption" [38], and the RSA public key used for signing shall
not be longer than 2048 hits.

€) Theissuer name shall not be empty.

f) Thevalidity period shall meet the requirementsin RFC3280 [39], section 4.1.2.5.

f) The subject name may be empty in PDG certificates and shall not be empty in CA certificates.

a) The subject public key shall use algorithm "rsaEncryption” (RFC3279 [38]), and the RSA public key shall not be
longer than 2048 hits.

h) TheissuerUniquel D or subjectUniquel D fields shall not be present.

i) The SubjectAltName extension shall be present if thisis a PDG certificate, and shall contain at |east one
dNSName component.
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The BasicConstraints extension shall be present if thisis a CA certificates with "CA" flag asserted. The

pathL enConstraint may be present.

CA certificates should contain the NameConstraints extension with appropriate dNSName componentsin the

permittedSubtrees field.

The KeyUsage extension shall be present in all certificates. The keyCertSign bit shall be set in CA certificates,

and digital Signature bit shall be set in PDG certificates.

m) The CRL DistributionPoint extension may be present, and shall not be marked critical. At |east one of the

n)

distribution points should use HTTP for retrieving the CRL.

The Authorityl nformationAccess extension may be present with id-ad-ocsp access method, and shall not be

0)

marked critical.

Other extensions should not be used; if they are, they shall not be marked as critical.

p)

The total length of a certificate shall not exceed 2000 bytes.

NOTE: Thiscertificate profile is based on the WAP Certificate and CRL Profile [40] and |ETF I Psec certificate

profile [41]; however, these certificate profiles are intended for awider range of uses. The profilein this
section places stricter requirements on the certificates to ensure interoperability.

Certificate processing requirements:

a)

UE shall send one or more CERTREQ payloads with encoding value 4 (X.509 certificate - Signature).

b)

IKEv2 Certificate encoding value shall be 4 (X.509 certificate - Signature).

C)

UE shall not assume that any except the first IKEv2 CERT payload is ordered in any way.

d)

UE shall support paths of at least four certificates (self-signed CA certificate, intermediate CA 1, intermediate

€)

CA 2, PDG certificate).

PDG shall not send paths containing more than four certificates.

f)

UE shall be prepared to receive irrelevant certificates, or certificates they do not understand.

)]

UE shall be able to process certificates (for e.q. chain building) even if naming attributes are unknown.

h)

UE shall support both UTCTime and GeneralizedTime encoding for validity time.

UE shall check the validity time, and reject certificates that are either not yet valid or are expired.

UE shall support processing of the BasicConstraints, NameConstraints, and KeyUsage extensions.

UE may check the validity of the certificates using CRLs or OCSP. Support for CRLs and OCSP is optional.
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