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4.1 Introduction

Digital signatures can be used, for instance, to secure mobile commerce, service authorization and accounting. But
digital signature by itself is not enough; there isneed of a global support for authorization and charging. Thus 3GPP
shall use global and secure authorization and charging infrastructure of mobile networks to support local architecture
for digital signatures.

Subscriber certificates provide a migration path towards globa Public Key Infrastructure (PK1). Local architecture for

digital signatures can be deployed incrementally; an operator can choose to deploy independently of the others. On the
other hand, the existence of subscribers and service providers that use digital signatures makesit easier to build global

PKI.

3GPP systems shal | issue subscriber certificatesin order to authorize and account for service usage both in home and in
visited network. This requires specification of:

1. Procedures toissue temporary or long-term certificates to subscribers.
2. Standard format of certificates and digital signatures, e.g. re-using wireless PKI.

The mechanism shall alow acost efficient implementation of the security support of the UE. It will also enable auser’s
anonymity towards the service provider, whilst the user who invoking the service, can beidentified by the network.

Open Mohile Alliance offers an adternative solution for certificate enrolment (c.f. subclause 4.5)

Subscriber certificates support services whose provision mobile operator assists, as well as services that mobil e operator
provides. Thereis no need to standardize those services. Also, the communication between service provider and the
operator (in the role of certificate issuer) need not be standardized.
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4.5 Functionality in presence of pre-certified key pair or pre-shared
keys

Editor’ s notes: Based on contribution S3-030037, it was agreed to add this part into the present document for ffs.

4.5.1 Presence of pre-certified key pair

An alternative to securing certificate enrol ment based on AKA and bootstrapping function is to secure certificate
enrolment based on signatures made with pre-certified key in the UE. This alternative has been specified by Open
Mobile Alliance (see section 7.3.4 of [9]) and isthus out of scope of this specification. The functionality in presence of
pre-certified key pair inthe UE isexplained below only briefly.

In this alternative sol ution, the UE equipped with aUICC, is previoudly issued with a pre-loaded, long lasting,
public/private key pair from the home network. This phase would occur out of band, and would result in the UE
possessing along lasting key pair stored in the UICC for the purposes of certificate request authentication. Open Mobile
Alliance (OMA) group offers standardized solutions by means of WPKI specification [9] and WIM specification [8] for
the storage and the use of long-lasting key pair. USIM and WIM are examples of applications on the UICC that can dedl
with thelong-lasting keys.

The UE can issue arequest for a certificate to the CA, including a proof of origin (e.q. private key is stored in WIM) by
signthgtherequestwithusing -the-an administrative long lasting private key. The certificate request itself could contain
anewly generated publlc key that |st0 be certified by the CA. ThIS aswmesthat the new key palr isgenerated in the

UICC. : g #y B2 —Access control
security for the preloaded Iong Iastl ng pr|vate key should be at Ieast as good as for access control for USIM.

The certificate for the administrative long | asting private key, that provides the proof of generated key origin, is aways
long lasting certificate. On the other hand the generated user keysin the WIM may have short or long-lived certificate
depending on CA policies (see[8], [9], [14]).




4.5.2 Presence of symmetric pre-shared key

Same as above but the administrate key tha provides the proof of generated key origin is ashared symmetric key, in
which caseit does not have a certificate (see [8], [9]. [14]).

Note: The pre-shared symmetric key discussed in this chapter is not the same as the shared key associated with GBA.

***END OF CHANGES*****x
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