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4.2.4  WLAN-UE Functional Split

4241 General
In the case when the WLAN-UE, equipped with a UICC (or SIM card), for accessing the WLAN interworking service,
isfunctionally split over several physical devices, that communicate over local interfaces e.g. Bluetooth, IR or seridl
cableinterface, then isshall be:

e Possibleto re-use existing UICC and GSM SIM cards; and

¢ The3GPP UE shdl only have one active USIM application.

[Editor’s note: The termination point of EAP isfor further study e.g. if EAP-AKA and EAP-SIM shall terminatein the
TE e.g. laptop computer }.

4.2.4.2 Security requirements on local interface

The security functiondity required on the termina side for WLAN-3G interworking may be split over severa physical
devices that communicate over local interfaces. If thisis the case, then the following requirements shall be satisfied:

- Any locd interface shdl be protected against eavesdropping, undetected modification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.

- Theendpoints of alocal interface should be authenticated and authorised. The authorisation may be implicit in
the security set-up.

- Theinvolved devices shall be protected against eavesdropping, undetected modification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.

[Editor’s note: New work item approved at SA3#28" U(SIM) Security Reuse by Periphera Device on local
Interfaces" (S3-030307). The Local interface" undetected modification” requirement - cryptographic
requirement for short range e.g. Bluetooth is FFS pending the compl etion of this WI]
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