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6.2 Confidentiality mechanisms

If thelocal policy in P-CSCF requires the use of IM'S specific confidentiality protection mechanism between UE and
P-CSCF, IPsec ESP as specified in [13] shall provide confidentidity protection of SIP signalling between the UE and
the P-CSCF, protecting al SIP signalling messages at the IP level. IPSec ESP genera concepts on Security Policy
management, Security Associations and IP traffic processing as described in reference [14] shall aso be considered.
ESP confidentiality shall be applied in transport mode between UE and P-CSCF.

The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7. Asa
result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P-CSCF all
shared by TCP and UDP, shall be established in the P-CSCF and later in the UE. One SA pair isfor traffic between a
client port at the UE and a server port at the P-CSCF and the other SA is for traffic between a client port at the P-CSCF
and a server port at the UE. For a detailed description of the establishment of these security associ ations see section 7.

The encryption key CKesp is the same for the two pairs of simultaneously established SAs. The encryption key CKespis
obtained from the key CK | established as a result of the AKA procedure, specified in clause 6.1, using a suitable key
expansion function.

[Editors Note: This key expansion function depends on the ESP encryption a gorithm and should be specified in
Annex | but is FFS)]

The encryption key expansion on the user side isdone in the UE. The encryption key expansion on the network sideis
donein the P-CSCF.

The-anti-replay-service shall-be-enabled-in-the UE-and-the P-CSCF-on-all-established SAs:
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