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5.4

MAPsec security association attribute definition

The MAPsec security association shall contain the following data elements:

Destination PLM N-Id:

PLMN-Id isthe ID number of the receiving Public Land Mobile Network (PLMN). The value for the PLMN-Id

is a concatenation of the Mobile Country Code (MCC) and Mobile Network Code (MNC) of the receiving
network.

Security ParametersIndex (SPI):

SPI isa32-hit value that is used in combination with Destination PLMN-Id to uniguely identify aMAP-SA.

Sending PLM N-Id:

PLMN-Id isthe ID number of the sending Public Land Mobile Network (PLMN). The value for the PLMN-Id is

a concatenation of the Mobile Country Code (MCC) and Mobile Network Code (MNC) of the sending network.

MAP Encryption Algorithm identifier (M EA):

I dentifies the encryption algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm
identifier. Mapping of algorithm identifiersis defined in clause 5.6.

MAP Encryption Key (MEK):

Contains the encryption key. Length is defined according to the algorithm identifier.

MAP Integrity Algorithm identifier (MIA):

| dentifies the integrity algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm
identifier. Mapping of agorithm identifiersis defined in section 5.6.

MAP Integrity Key (MIK):

Contains the integrity key. Length is defined according to the algorithm identifier.

Protection Profile ldentifier (PPI):

I dentifies the protection profile. Length is 16 bits. Mapping of profile identifiersis defined in section 6.

SA Lifetime:

Defines the actual expiry time of the SA. The expiry of the lifetime shall be givenin UTC time.

Editor'sNotee  The exact format and length to be defined.

A MAPsec SA isuniquely identified by a destination PLMN-Id and a Security Parameters Index, SPI. Asa
consequence, during SA creation, the SPI is always chosen by the receiving side.

If the SA isto indicate that MAPsec is not to be applied then al the algorithm attributes shall contain aNULL value.



