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Drafts.
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The list of Internet-Draft Shadow Directories can be accessed at:
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Ext ensi ons Wrking Group of the Internet Engi neering Task Force
(IETF). Comments should be subnitted to the ietf-ppp@rerit.edu
mailing |ist.

Distribution of this neno is unlimted.
Abstract
Thi s docunent specifies an Extensible Authentication Protocol (EAP)

mechani sm for authentication and session key distribution using the
GSM Subscri ber ldentity Mddule (SIM.
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1. Introduction

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
[1] mechanism for authentication and session key distribution using
the GSM Subscriber Identity Mddule (SIM.

GSM aut hentication is based on a chall enge-response nechani sm The
authentication algorithmthat runs on the SIMcan be given a 128-bit
random nunber (RAND) as a challenge. The SIMruns an operator-
specific confidential algorithmwhich takes the RAND and a secret
key Ki stored on the SIMas input, and produces a 32-bit response
(SRES) and a 64-bit long key Kc as output. The Kc key is originally
intended to be used as an encryption key over the air interface.

Pl ease find nore information about GSM aut hentication in [2].

In EAP/SIM several RAND chal |l enges are used for generating severa
64-bit Kc keys, which are conbined to constitute a | onger session
key. EAP/ SIM al so enhances the basic GSM aut henti cati on mechani sm by
acconpanyi ng the RAND chal | enges with a nmessage authentication code
in order to provide nutual authentication

EAP/ SI M speci fi es optional support for protecting the privacy of
subscri ber identity.
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2. Terns
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [3].
Thi s docunent frequently uses the followi ng terns and abbreviations:
AAA prot ocol
Aut henti cation, Authorization and Accounting protocol
AAA server
In this docunment, AAA server refers to the network el ement that
resides on the border of Internet AAA network and GSM net wor k.
Cf. EAP server
AuC

Aut hentication Centre. The GSM network el enent that can authorize
t he subscri ber.

EAP
Ext ensi bl e Aut henti cati on Protocol.
EAP Server

The network el enment that term nates the EAP protocol. Typically,
the EAP server functionality is inplenented in a AAA server.

GSM
d obal System for Mbile comruni cations.
| MSI

I nternati onal Mbile Subscriber ldentifier, used in GSMto
i dentify subscribers.

NAI
Net wor k Access ldentifier
SIM

Subscriber Identity Module. SIMcards are smart cards distributed
by GSM oper at ors.
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3. Overview

Figure 1 shows an overview of the EAP/ SI M aut hentication procedure.
Thi s version of EAP/ SI M exchange uses three roundtrips to authorize
the user and generate session keys. In this docunent, the term EAP
Server refers to the network el ement that term nates the EAP
protocol. The Authenticator typically conmunicates with the user’s
EAP server using an AAA protocol. The AAA conmuni cations is not
shown in the figure

The first EAP Request issued by the Authenticator is EAP-
Request/ldentity. The clients response includes the user’s
I nternational Mobile Subscriber Identity (IMSlI) (Section 6).

Following the client’s EAP-Response/ldentity packet, the client

recei ves EAP Requests of type 18 (SIM fromthe Authenticator and
sends the correspondi ng EAP Responses. The EAP packets that are of
the Type SIM also have a Subtype field. The first EAP-Request/SIM
packet is of the Subtype 10 (Start). Usually this packet contains no
attributes. (However, see Section 4for an exception.) The client
responds with the EAP-Response/SIM Start packet, which includes the
AT_NONCE_MT attribute that contains a random nunmber NONCE _MI, picked
up by the client.

In this docunment, we assune that the EAP server has an interface to
the GSM network and it operates as a gateway between the I|Internet
AAA network and the GSM aut hentication infrastructure. After
receiving the EAP Response/ SIM Start, the EAP server obtains n GSM
triplets fromthe user’s hone operator’s Authentication Centre (AuC
on the GSM network. Fromthe triplets, the EAP server derives

MAC RAND and the keying material. Section 13 specifies how these
cryptographi ¢ val ues are cal cul at ed.

The next EAP Request the Authenticator issues is of the type SIM and
subtype Challenge (11). It contains the RAND chal |l enges and a
nmessage aut hentication code for the challenges (MAC RAND). On
recei pt of this nessage, the client runs the GSM aut henti cati on
algorithmon the SIMcard and cal cul ates a copy of MAC RAND. The
client then verifies that the cal cul ated MAC RAND equal s the
received MAC RAND. |f the MAC RAND s do not match, then the client
silently ignores the EAP packet and does not send any authentication
val ues calculated on the SIMto the network. Eventually, if another
EAP- Request/ SI M Chal | enge packet with a valid MAC RAND i s not

recei ved, the connection establishment will tine out.

Since the RAND s given to a client are acconpanied with the nessage
aut henti cati on code MAC RAND, the client is able to verify that the
RAND s are fresh and they have been generated by the GSM net worKk.

If all checks out, the client responds with the EAP-
Response/ SI M Chal | enge, containing the client’s response MAC SRES
(Section 13). The EAP server verifies that the MAC SRES is correct
and sends the EAP-Success packet, indicating that the authentication
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was successful. The EAP server may al so include derived keying
material in the nmessage it sends to the Authenticator.

dient Aut hent i cat or
EAP- Request/ Il dentity |

EAP- Response/ I dentity |
(I'ncludes user’s I NMSI) |

T |

| EAP- Request/ SIM St ar t |
A |

| EAP- Response/ SIM Start |

| (AT_NONCE_MI) |
T |

| EAP- Request / SI M Chal | enge |

| (AT_RAND, AT _MAC_RAND) |
R R RREEEEETEEEETEREPERTREE |

I I

oot o e e e e e e e e e e e oo oo + |
| Cient runs GSM al gorithms on SIM | |
| verifies MAC RAND, derives MAC_SRES | |
| and session key | |
oot o e e e e e e e e e e e oo oo + |
I I

| EAP- Response/ SI M Chal | enge |

| (AT_MAC_SRES) |

| oo >

|

I

Fi gure 1 EAP/ GSM SI M aut henti cati on procedure
4. IMSI Privacy Support

In the very first connection to an EAP server, the client always
transmits the cleartext I MSI in the EAP-Response/ldentity packet. In
subsequent connections, the optional |MSI privacy support can be
used to hide the IMSI and to make the connections unlinkable to a
passi ve eavesdropper.

The EAP- Request/ SI M Chal | enge nmessage MAY include an encrypted
pseudonymin the value field of the AT_ENCR DATA attribute. The

AT 1V and AT_MAC attributes are also used to transport the pseudonym
to the client, as described in Section 9. Because the IMl privacy
support is optional to inplenment, the client MAY ignore the AT_lV,
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AT_ENCR DATA, and AT_MAC attributes and always transmt the IMSI in
t he EAP- Response/ldentity packet.

On recei pt of the EAP-Request/SI M Chal l enge, the client verifies the
AT_MAC RAND attribute before | ooking at the AT_ENCR DATA or AT_NMAC
attributes. If the MAC RAND is invalid, then the client MJST ignore
the AT_IV, AT_ENCR DATA and AT_MAC attributes. If MAC RAND is valid,
then the client MAY verify the AT_MAC attribute. If the AT_MAC
attribute is valid, then the client MAY decrypt the encrypted data
and use the obtai ned pseudonymused in the next authentication. If
the MAC is invalid, then the encrypted data MJUST be ignored and the
whol e EAP packet MAY be silently ignored.

The EAP server produces pseudonyns in an inpl enentati on-dependent
manner. Pl ease see [4] for exanples on how to produce pseudonynmns.
The pseudonyns need to be reversible to the IMSI only on the EAP
server. Regardl ess of construction nethod, the pseudonym MJST
conformto the grammar specified for the usernanme portion of an NAI

On the next connection to the EAP server, the client MAY transmt
the received pseudonymin the first EAP-Response/ldentity packet.
The client concatenates the received pseudonymwith the "@
character and the NAl real mportion. The client MJST use the sane
real mportion that it used in the connection when it received the
pseudonym

If the EAP server successfully decodes the pseudonymto a known
client identity (IMSI), the authentication proceeds with the EAP-
Request/SIM Start nmessage as usual

If the EAP server fails to decode the pseudonymto a known identity,
then the EAP server requests the regular I Ml (non-pseudonym
identity) by including the AT _IMSI_REQ attribute (Section 7) in the
EAP- Request/ SI M Start nessage. The value field of the AT_I M5l _REQ
does not contain any data but the attribute is included to request
the client to include the AT_IMSI attribute (Section 8) in the EAP-
Response/ SIM Start nmessage. The AT_IMSI attribute contains the

client’s IMSl in the clear. This case is illustrated in the figure
bel ow.
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Client Aut hent i cat or

|
EAP- Request/ Il dentity |

EAP- Response/ I dentity |
(I'ncludes a pseudonym |

R e >
| |
| e +
| | Server fails to decode the |
| | Pseudonym |
| e +
| |
| EAP- Request/ SIM St art |
| (I'ncludes AT_I Msl _REQ |
R e R |
| |
| |
| EAP- Response/ SIM Start |
| (I'ncludes AT_I MSlI and AT_NONCE_M) |
| = >|
|

After the EAP-Response/ SIM Start nessage, the authentication
sequence proceeds as usual with the EAP Server issuing the EAP-
Request/ SI M Chal | enge nessage.

5. Message For mat

The Type-Data of the EAP/ SI M packets begins with a 1-octet Subtype
field, which is followed by a 2-octet reserved field. The rest of
the Type-Data consists of attributes that are encoded in Type,
Length, Value format. The figure bel ow shows the generic format of
an attribute.

0 1 2 3
01234567890123456789012345678901
i S S T S S S e e s sk St St S S S S S S S S e

| Type | Length | Value...
B e e i o e S e e e e i T i e e S e et s TRIE I S S

Attribute Type

I ndicates the particular type of attribute. The attribute type
val ues are listed in Section 14.
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Length

Indicates the length of this attribute in nultiples of four
bytes. The maxi num length of an attribute is 1024 bytes. The
I ength includes the Attribute Type and Length bytes.

Val ue

The particular data associated with this attribute. This field is
al ways included and it may be two or nore bytes in length. The
type and length fields determne the format and | ength of the

val ue field.

Wien an attribute nunmbered within the range 0 through 127 is
encountered but not recognized, the EAP/ SI M nmessage contai ning that
attribute MIUST be silently discarded. These attributes are called
non- ski ppabl e attri butes.

When an attribute nunbered in the range 128 through 255 is
encountered but not recognized that particular attribute is ignored,
but the rest of the attributes and nessage data MJST still be
processed. The Length field of the attribute is used to skip the
attribute value in searching for the next attribute. These
attributes are called skippable attributes.

Unl ess ot herw se specified, the order of the attributes in an
EAP/ SI M nessage is insignificant, and an EAP/ SIM i npl enentation
shoul d not assune a certain order to be used.

Attributes can be encapsulated within other attributes. In other
words, the value field of an attribute type can be specified to
contain other attributes.

6. EAP-Response/ldentity

In the begi nning of EAP authentication, the Authenticator issues the
EAP- Request /Il dentity packet to the client. The client responds wth
EAP- Response/ I dentity, which contains the user’s identity. The
formats of these packets are specified in [1].

GSM subscribers are identified with the International Mbile
Subscriber Identity (IMsl) [5]. The IMSlI is conposed of a three
digit Mbile Country Code (MCC), a two digit Mbile Network Code
(MNC) and a not nore than 10 digit Mbobile Subscriber Identification
Nunber (MSIN). In other words, the IMSlI is a string of not nore than
15 digits. MCC and MNC uniquely identify the GSM operat or

Internet AAA protocols identify users with the Network Access
Identifier (NAI) [6]. Wen used in a roaning environnent, the NAl is
conposed of a usernane and a realm separated with "@. The usernane
portion identifies the subscriber within the real m The AAA nodes
use the realmportion of the NAI to route AAA requests to the
correct AAA server. Operators SHOULD reserve the real mportion of
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NAI for EAP/ SI M users exclusively, so that exactly the same realmis
not used with other authentication methods. This convention nmakes it
easy to recogni ze that the NAl identifies a GSM subscriber of this
operator, which may be useful when configuring the routing rules in
the visited AAA networks.

When the optional I MSI privacy support is not used, the client
transmits the user’s IMSI as a NAI in the EAP Response/ldentity
packet. The NAlI is of the format "linsi @ealnf. In other words, the
first character is the digit one (ASCI| value 0x31), followed by the
I MSI, followed by the @character and the realm The IMSI is an
ASCI | string that consists of not nore than 15 decinmal digits (ASCl
val ues between 0x30 and 0x39) as specified in [5].

When the optional |MSI privacy support is used, the client MAY use
t he pseudonym received as part of the previous authentication
sequence as the user nanme portion of the NAI, as specified in
Section 4.

The AAA network routes the AAA request to the correct AAA server
using the realmpart of the NAl

7. EAP-Request/SIM Start

The first SIMspecific EAP Request is of subtype Start. The fornmat
of the EAP Request/SIM Start packet is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B e e i o e S e e e e i T i e e S e et s TRIE I S S

| Code | Ildentifier | Length

B o i s i sl S e S S e s sl sl st SN U S S S S S S
| Type | Subt ype | Reserved

B e e i o e S e e e e i T i e e S e et s TRIE I S S
| AT_IMSI _REQ | Length =1 | Reserved

B o i s i sl S e S S e s sl sl st SN U S S S S S S

Code

1 for Request

Identifier
See [1].
Lengt h

The length of the EAP packet.

Type
18
Haveri nen Expires in six nonths [ Page 9]
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Subt ype



10
Reserved

Set to zero on sending, ignored on reception
AT I MBI _REQ

The AT_IMSI _REQ attribute is optional and it is included in the
cases defined in Section 4. The value field only contains two
reserved bytes, which are set to zero on sending and i gnored on
reception.

8. EAP- Response/ SIM Start
The format of the EAP Response/ SIM Start packet is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B e s S i mi i i I S S S S S s St S SR S S S

| Code | Ildentifier | Length

B I S St e i T e i e S S S e
| Type | Subt ype | Reserved

B e s S i mi i i I S S S S S s St S SR S S S
| AT_NONCE_MT | Length =5 | Reserved

B I S St e i T e i e S S S e
| NONCE_MT

|
|
|
+-
| AT_I MsSI | Length =5 | Reserved

B e e i o e S e e e e i T i e e S e et s TRIE I S S
|

|

|

|

+-

|
|
|
|
I T i S e S e et e I S S e e e i il i it ST SRR R S SR TR
|
|

I MSI (optional) |

|

|

T S S T

Code

2 for Response

I dentifier
See [1].
Length

The | ength of the EAP packet.
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Type



18
Subt ype

10
Reserved

Set to zero when sending, ignored on reception
AT_NONCE_MT

The AT_NONCE _MT attri bute MJST be included. The value field
contains two reserved bytes followed by a random nunber generated
by the client (16 bytes), which is used as a seed value for the
new key. The reserved bytes are set to zero upon sendi ng and

i gnored upon reception.

INERYS

The AT_IMSI attribute is optional and it is included in cases
defined in Section 4. The value field contains two reserved bytes
followed by the IMsl, represented as an ASCII string that
consists of not nore than 15 decinal digits (ASCI | val ues between
0x30 and 0x39) [5]. The reserved bytes are set to zero on sending
and ignored on reception. The I MSI characters are followed by one
or nore "F" characters (ASCI 1 val ue 0x46). They are included to
meke the length of the value field 16 bytes.

9. EAP-Request/ SI M Chal | enge

The format of the EAP-Request/SI M Chall enge packet is shown bel ow.

Haveri nen Expires in six nonths [ Page 11]
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0 1 2 3

01234567890123456789012345678901
i S S T S S S S S s st St S S S S S S S S S e



Code

I dentifier | Length

T T T T S S S R S S SR S e o

Type
i e i

AT_NMAC_RAND
T T S

+

I S

i i S i St S S ik S S i

i S S s i S el sl Sk H

T S S e S ST S DU S A S i S A

i S S s i S el sl Sk H

i S S s i S el sl Sk H

T

T i S s i S S i e s

AT_ENCR DATA |

T S T I i S S S S S S S i 5

T
AT_NMAC

|
+-
|
+-
|
+-
|
|
|
|
|
+-
|
+-
|
+-
|
Ll I I R R
|
|
|
|
+-
|
+-
|
|
|
|
+-
|
Ll I I R R
|
|
|
|
Ll I I R R
Code
1 for Request
I dentifier
See [1]
Lengt h

The | ength of
Haveri nen

Internet Draft

Type
18

T S S S TE T up N e S S

T i S i St S S ik St NP

T i S i St S S ik St NP

Subt ype | Reserved

T

Length = 6 | Reserved

MAC_RAND

T

Length | Reserved

T
T e — o —

T

n*RAND . ..

Length = 5 | Reserved

Initialization Vector (optional)
Length | Reserved
Encrypted Data (optional)

Length = 6 | Reserved

+
|
+
|
|
|
|
+
|
+
|
|
|
|
+
|
+
_ |
MAC (optional) |
|
|
+

t he EAP packet.

Expires in six nonths [ Page 12]

EAP SI M Aut henti cati on Novenber 2001



Subt ype

11
Reserved

Set to zero when sending, ignored on reception
AT_MAC_RAND

The AT_MAC RAND attribute MUST be included. The value field of
this attribute contains two reserved bytes followed by a nessage
aut henti cati on code MAC RAND (Section 13), 20 bytes. The reserved
bytes are set to zero upon sending and ignored upon reception

AT_RAND

The AT_RAND attribute MJST be included. The value field of this
attribute contains two reserved bytes followed by n GSM RANDs
(each 16 bytes long). The reserved bytes are set to zero upon
sendi ng and i gnored upon reception

The nunber of RAND chal | enges SHOULD be at |east two. The client
MAY silently ignore the EAP-Request/SI M Chall enge nessage, if the
nurmber of RAND chal l enges is not in accordance with its |oca

policy.
AT IV

The value field contains two reserved bytes foll owed by a 16-byte
initialization vector required by the AT_ENCR DATA attribute. The
reserved bytes are set to zero when sending and i gnored on
reception. This attribute MIST be included if and only if the
AT_ENCR DATA is included. Messages that do not neet this
condition MUST be silently discarded.

AT_ENCR_DATA

The AT_ENCR DATA attribute is optional. The value field of this
attribute consists of two reserved bytes foll owed by bytes
encrypted using the Advanced Encryption Standard (AES) [7] in the
Ci pher Bl ock Chaining (CBC) node of operation, using the
initialization vector fromthe AT_IV attribute. The reserved
bytes are set to zero when sending and ignored on reception

Pl ease see [8] for a description of the CBC node. The derivation
of the encryption key K encr used for this attribute is specified
in Section 13. The plaintext consists of nested attributes as
descri bed bel ow

Haveri nen Expires in six nonths [ Page 13]
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AT_NMAC

This attribute is optional, but it MJST be included whenever the
AT_ENCR DATA attribute is included. Messages that do not neet
this condition MJST be silently discarded.



The value field of the AT _MAC attribute contains two reserved
bytes foll owed by a nessage authentication code (MAC). The MAC is
cal cul ated over the whole EAP packet with the exception that the
value field of the MAC attribute is set to zero when cal cul ating
the MAC. The reserved bytes are set to zero when sending and

i gnored on reception.

The MAC algorithmis HVMAC- SHAL [9] keyed hash val ue, so the
I ength of the MAC is 20 bytes.

The derivation of the integrity protection key (K.int) used in
the calculation of the MAC is specified in Section 13.

The AT_ IV, AT _ENCR DATA and AT _MAC attributes are used for | M
privacy. The plaintext of the AT_ENCR DATA value field consists of
nested attributes, which are shown bel ow

0 1 2 3
01234567890123456789012345678901
B o i s i i e e S e  al st st SN S I S e S S
| AT_PSEUDONYM | Length | Actual Pseudonym Length |
B e e i o e S e e S et e T i e e S e et s TRIE I e S

Pseudonym

I

I

|

I

i T e e i i
| AT_PADDING | Length | Padding...

B ol ok S S S S e e e ik it SIE N
|
I
+-

I
I
I
I
+
I
I
I
I
+

T T e ST S S S T S

AT_PSEUDONYM

The AT_PSEUDONYM attribute is optional. The value field of this
attribute begins with 2-byte actual pseudonym | ength, which
specifies the length of the pseudonymin bytes. This field is
foll owed by a pseudonym user nane, of the indicated actual

I ength, that the client can use in the next authentication, as
described in Section 4. The user nane does not include any

term nating null characters. Because the length of the attribute
must be a nmultiple of 4 bytes, the sender pads the pseudonymw th
zero bytes when necessary.
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AT_PADDI NG

The encryption algorithmrequires the Iength of the plaintext to
be a nultiple of 16 bytes. The sender may need to include the
AT _PADDI NG attribute as the last attribute within AT_ENCR _DATA.
The AT_PADDI NG attribute is not included if the total |ength of



other nested attributes within the AT _ENCR DATA attribute is a
multiple of 16 bytes. As usual, the Length of the Paddi ng
attribute includes the Attribute Type and Attribute Length
fields. The Length of the Padding attribute is 4, 8 or 12 bytes.
It is chosen so that the length of the value field of the
AT_ENCR DATA attribute beconmes a nultiple of 16 bytes. The actua
pad bytes in the value field are set to zero (0x00) on sendi ng.
The recipient of the nessage MIUST verify that the pad bytes are
set to zero, and silently drop the nessage if this verification
fails.

10. EAP- Response/ SI M Chal | enge
The format of the EAP-Response/ SI M Chal | enge packet is shown bel ow.

EAP- Response/ SI M Chal | enge MAY include the AT_MAC attribute to
integrity protect the EAP packet. Later versions of this protoco
MAY nmake use of the AT _ENCR DATA and AT IV attributes in this
nmessage to include encrypted (skippable) attributes. AT _MAC,
AT_ENCR DATA and AT_IV attributes are not shown in the figure bel ow
If present, they are processed as in EAP-Request/SI M Chal | enge
packet. The EAP server MJST process EAP- Response/ SI M Chal | enge
nmessages that include these attributes even if the server did not

i mpl ement these optional attributes.

0 1 2 3
01234567890123456789012345678901
B S S T S S S S e T2 s S S S S S

| Code | Identifier | Length
e e e e S e T S S sl aeT S S S S S S S e e s
Type | Subt ype | Reserved |

|

B o i s o i S e e e e i al et St S S e S S e S e
| AT_MAC SRES | Length =6 | Reserved

B e i i S e S e e S e e T o e e S et s SRR I e S
| |
| |
| MAC_SRES

| |
| |
B e i i S e S e e S e e T o e e S et s SRR I e S

Code

2 for Response
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I dentifier
See [1].
Length

The | ength of the EAP packet.
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12.

Type
18
Subt ype
11
Reserved
Set to zero when sending, ignored on reception
AT_MAC_SRES

The AT_MAC SRES attribute MUST be included. The value field of
this attribute contains two reserved bytes followec by the
MAC _SRES response cal culated by the client (Section 13), 20
bytes. The reserved bytes are set to zero upon sendi ng and

i gnored upon reception.

Unsuccessful Cases

As normally in EAP, the client is sent the EAP-Fail ure packet when
the aut hentication procedure fails on the EAP Server. |In EAP/SIM
this may occur for exanple if the EAP server is not able to obtain
the GSMtriplets for the subscriber or the EAP server receives an
i ncorrect MAC_SRES.

In general, if an error occurs on the client while processing a
recei ved EAP- Request packet, the client silently ignores the EAP
packet and does not send any EAP nessages to the network. Exanples
of such errors, specified in detail elsewhere in this docunent, are
an invalid MAC RAND val ue, insufficient nunber of RAND chal |l enges

i ncluded in AT_RAND, and an unrecogni zed non-ski ppabl e attribute.

As specified in [1], the EAP client nust respond w th EAP-
Response/ Nak when it receives an EAP Request of an undesired or
unr ecogni zed aut henti cation type.

Localization of EAP/SIM Specific Notifications

The EAP- Request/Notification, specified in [1], can be used to
convey a displayabl e nessage fromthe authenticator to the client.
In EAP/ SIM the displayabl e nessage of EAP-Request/Notification MAY
begin with one of the follow ng notification nunbers, which can be
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used to localize the notification message in the client device. The
notification nunber is usually followed by a textual nessage, which
the client MAY ignore if it uses the notification nunber to display
t he nessage

1024

Vi sited network does not have a roaning agreenment with user’s
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hone operator
1026

User's calls are barred
1031

User has not subscribed to the requested service
Cal cul ation of Cryptographic Val ues

This section specifies how keying material is generated and how t he
nmessage aut henticati on codes MAC RAND and MAC SRES are cal cul at ed.

When cal cul ating these values, the IMSl is packed into 8 bytes. The
nmost significant nibble of the first byte is the first digit in the
IMSI, the least significant nibble the second digit in IMSI etc. The
| east significant nibble of the 8th byte is 'F as the IM
typically is 15 digits. Unused nibbles are filled with 'F in case
the IMSl is less than 15 digits. For exanple, the IMS
244070100000112 is coded as follows: the first byte is 0x24, the
second byte is 0x40, ..., and the eighth byte is Ox2F

In the fornul ae, the notation prf(key, nsg) denotes the keyed
pseudo-random function used to generate a determ nistic output that
appears pseudo-random The prf() is used both for key derivations
and for authentication (i.e. as a keyed MAC). The notati on hash(nsg)
denotes a one-way hash function of a message. In this version of
EAP/SIM the prf () is HVAC-SHAL [9], and the hash() is SHA-1 [10].

First, a master key K master is calculated as follows:
K _mast er

hash (n*Kc| NONCE_MI)
The nmaster key is only used to derive other keying material with the
foll owi ng key expansi on schene, which is simlar to the keying
material derivation of Internet Key Exchange [11]. The follow ng
fornul ae are used:

Key_ bl ock_0

prf(K_ master, Cient ldentity | 0)
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Key_block_i, where i =1, 2..

prf (K nmaster, Key_block_i-1 | Cient ldentity | i)

The values of 0, 1, and 2 etc. above are represented by a single
octet. The client identity represents the string used as the client
identity in the EAP-Response/ldentity nessage (Section 6). If a
pseudonym was used in the EAP-Response/ldentity nessage, it is used
in this fornula regardl ess of whether the EAP server recogni zed the



pseudonym

The resulting material Key_block 0, Key block 1, ... is then
partitioned into suitabl e-sized chunks and used as keys in the
foll owi ng order:

K randsres (20 octets),

K encr (16 octets),

Kint (20 octets),

EAP application specific keys

K randsres is used in the calculation of MAC_ RAND and MAC SRES as
fol | ows:

MAC_RAND

prf (K randsres, n*RAND | |IMSI | Message Subtype)
MAC SRES

prf (K randsres, n*SRES | I MSI | Message Subtype)

Message subtype above contains the contents of the Subtype field of
the EAP/ SI M nessage (one octet), in which the MAC RAND or MAC SRES
paranmeter is included.

The K encr and K.int keys are the encryption and integrity
protection keys required for AT_ENCR DATA and AT_MAC attri butes.

The keying material following K.int can be used as required by the
EAP application. Even if K encr or Kint were not used in the
particul ar authentication sequence, they are derived and the EAP
application specific material begins after K.int.

For exanple, the EAP application specific naterial can be used for
packet security between the client and the authenticator. Because
the required keying material depends on the EAP application, exact
rules of key derivation cannot be given here. As a guideline, which
can be used applicable, the EAP application specific keys resulting
fromthe key expansion schene is used in the follow ng order

any naster session keys required,
any encryption keys required,
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any integrity protection keys required,
any initialization vectors required

If separate keys or IV s are required for each direction, then the
downlink material (to protect traffic to user) is taken before the
uplink nmaterial (to protect traffic fromuser).

When generating K master, the hash function is used as a m xi ng
function to conbine several session keys (Kc’s) generated by the GSM
aut henti cati on procedure and the random nunber NONCE Ml into a
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15.

singl e session key. There are several reasons for this. The current
GSM session keys are at nost 64 bits, so two or nore of themare
needed to generate a | onger key. By using a one-way function to
conbi ne the keys, we are assured that even if an attacker nanages to
| earn one of the EAP/SI M session keys, it doesn't help himin

| earning the original GSM Kc’s. In addition, since we include the
random nunber NONCE _MTI in the calculation, the client is able to
verify that the SIM authentication values it receives fromthe
network are fresh and not a replay. (Please see also Section 15.)

| ANA Consi derations
| ANA has assigned the EAP type nunber 18 for this protocol

EAP/ SI M nessages i nclude a Subtype field. The foll owi ng Subtypes are
speci fi ed:

Start. .. . 10
Challenge. . ... 11

The Subtype-specific data is conposed of attributes, which have
attribute type nunbers. The following attribute types are specified:

AT RAND. . .o oo e e 1
AT IVBL . oo e 5
AT PADDING. . . o et eeeeeeeee 6
AT NONCE M. . e e 7
AT MAC RAND. . . ettt e e 8
AT MAC SRES. . . ettt e 9
AT IMBI _REQ .o e 10
AT IV 129
AT ENCR DATA. . et 130
AT MAC. © o oo 131
AT PSEUDONYM . . .. vveeee et e e 132

Security Considerations

The protocol in this docunment is intended to provide the appropriate
| evel of security to operate Extensible Authentication Protoco
using the GSM SIM
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EAP/ SI M i ncl udes optional |MSI privacy support that protects the
privacy of the subscriber identity against passive eavesdroppi ng.
The mechani sm cannot be used on the first connection with a given
server, when the IMSI will have to be sent in the clear. EAP/SIM
does not protect the privacy of the I MSl against active attacks. An
active attacker that inpersonates the network can easily learn the
subscriber’s IMsSlI. This is the sane | evel of protection as in the
GSM and UMTS cel | ul ar networks.

In EAP/SIM the client believes that the network is authentic
because the network can cal culate a correct MAC RAND val ue. To



cal culate MAC_ RAND, it is sufficient to know the conplete GSM
triplets (RAND, SRES, Kc) used in the authentication. Because the
network selects the RAND chal |l enges and hereby the triplets, an
attacker that knows a GSMtriplet for the subscriber is able to

i npersonate a valid network to the client. G ven physical access to
the SIMcard, it is easy to obtain any nunber of GSMtriplets.

Anot her way to obtain a RAND chal | enge and the correspondi ng SRES
response of a GSMtriplet is to eavesdrop on the GSM network. The
correspondi ng Kc key could be obtained for exanple by cryptanal ysing
encrypted GSMtraffic. (O course, this can be used to attack
EAP/SIMonly if the same SIMcard is used both for GSM network
access and for EAP/SIM) For these reasons, network authentication
of EAP/ SI M SHOULD NOT be used exclusively if strong network

aut hentication is a concern

There is no known way to obtain conplete GSMtriplets by nounting an
attack agai nst EAP/ SIM A passive eavesdropper can | earn n*RAND,

MAC RAND and MAC SRES, and nay be able to link this information to
the subscriber identity. An active attacker that inpersonates a GSM
subscri ber can easily obtain n*RAND and MAC RAND val ues from the EAP
server for any given subscriber identity. However, calculating the
Kc and SRES val ues from MAC_ RAND and MAC SRES woul d require the
attacker to reverse the keyed nessage authentication code function
HVAC- SHAL.

EAP/ SI M conbi nes several GSMtriplets in order to generate a
stronger session key and stronger MAC RAND and MAC SRES val ues. The
actual strength of the resulting key depends, anong other things, on
the operator-specific authentication algorithns, the strength of the
Ki key, and the quality of the RAND chal | enges, which is also
operator specific. For exanple, some SIMcards generate Kc keys with
10 bits set to zero. Such restrictions may prevent the concatenation
techni que fromyielding strong session keys.

An EAP/ SI M inpl ement ati on SHOULD use a good source of randomess to
generate the random nunbers required in the protocol. Please see

[12] for nore informati on on generating random nunbers for security
applications.
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The I Ml privacy support is based on the identity privacy support of

[4].

The attribute format is based on the extension fornmat of Mbbile

| Pv4 [13].

This protocol has been partly devel oped in parallel with EAP AKA

[14],
Ar kko.

and hence this specification incorporates many ideas from Jari
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