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Status of this Meno

This docunent is an Internet-Draft and is in full confornmance

with all provisions of Section 10 of RFC2026.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as |nternet-

Drafts.



Internet-Drafts are draft documents valid for a maxi mum of six
mont hs and nay be updated, replaced, or obsoleted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as

reference material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt
The list of Internet-Draft Shadow Directories can be accessed at

http://ww.ietf.org/shadow htm .

Abstract

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
mechani sm for authentication and session key distribution using the
UMTS AKA aut hentication nmechanism AKA is based on symetric keys,
and runs typically in a UMIS Subscriber ldentity Mdule, a snart
card |ike device. AKA provides also backward conmpatibility to GSM
aut hentication, making it possible to use EAP AKA for authenticating

both GSM and UMIS subscri bers.
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I ntroducti on and Motivation

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
mechani sm for authentication and session key distribution using the

UMTS AKA aut hentication nmechanism[1]. The Universal Mobile



Tel econmruni cati ons System (UMIS) is a global third generation nobile

net wor k st andar d.

AKA is based on chal |l enge-response nechani sns and symetric
cryptography. AKA typically runs in a UMIS Subscriber Identity
Module (USIM, a smart card |ike device. However, the applicability
of AKAis not limted to client devices with smart cards, but the
AKA mechani sms could al so be inplenmented in host software, for
exanpl e AKA al so provides backward conpatibility to the GSM

aut henti cation nmechanism[2]. Conpared to the GSM nechani sm AKA

[Al catel] the above statenent links the inplenmentation of AKAin software to GSM
aut hentication. Is this the intent ?

provi des substantially |onger key | engths and the authentication of

the server side as well as the client side

The introduction of AKA inside EAP all ows several new applications.

These include the foll ow ng:

- The use of the AKA also as a secure PPP authentication nethod in

devices that already contain an USI M

- The use of the third generation nobile network authentication

infrastructure in the context of wireless LANs and | EEE 801. 1x

technol ogy through EAP over Wreless [3, 4].

- Relying on AKA and the existing infrastructure in a seamnl ess way

with any other technology that can use EAP

AKA works in the follow ng manner:

- The USI M and the home environnment have agreed on a secret key



bef or ehand.
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The actual authentication process starts by having the hone

envi ronnment produce an authentication vector, based on the secret
key and a sequence nunber. The authentication vector contains a
random part RAND, an authenticator part AUTN used for

aut henticating the network to the USIM an expected result part
XRES, a session key for integrity check IK, and a session key for

encryption CK

The RAND and the AUTN are delivered to the USI M

The USIM verifies the AUTN, again based on the secret key and the
sequence nunber. If this process is successful (the AUINis valid
and t he sequence nunber used to generate AUTN is within the
correct range), the USIM produces an authentication result, RES

and sends this to the hone environnent.

The hone environnent verifies the correct result fromthe USIM If
the result is correct, K and CK can be used to protect further

conmmuni cati ons between the USIM and t he hone environnent.



When verifying AUTN, the USIM may detect that the sequence nunber
the network uses is not within the correct range. In this case, the
USI M cal cul ates a sequence nunber synchronization paranmeter AUTS and
sends it to the network. AKA authentication nmay then be retried with
a new aut hentication vector generated using the synchronized

sequence nunber.

For a specification of the AKA mechani sms and how the cryptographic

val ues AUTN, RES, IK, CK and AUTS are cal cul ated, see reference [1].

It is also possible that the hone environnment del egates the actua

aut hentication task to an internmedi ate node. In this case the
[Alcatel] add “, which plays the role of authenticator” above.

aut hentication vector or parts of it are delivered to the

i nternedi ate node, enabling it to performthe conparison between RES

and XRES, and possibly also use CK and I K. In EAP AKA, the EAP

server node is such an internedi ate node

[Alcatel] Add a statenent that “Such a delivery MJST be done in a secure
manner.”.

In the third generation nobile networks, AKA is used both for radio
networ k aut hentication and I P nultinmedia service authentication
purposes. Different user identities and formats are used for these;
the radi o network uses the International Mbile Subscriber
Identifier (IMSlI), whereas the IP nultinmedia service uses the

Net wor k Access ldentifier (NAI) [5].

2. Conventions used in this docunent

The following terns will be used through this docunent:



[Alcatel] Definition of “authenticator” should be provided, as the network
el enent which perforns authentication of the subscriber. This can be the EAP
server.

AAA pr ot ocol

Aut henti cation, Authorization and Accounting protoco

Arkko and Haveri nen Expires in six nonths [ Page 3]

EAP AKA Aut henti cati on Novenmber 2001

AAA server

In this docunent, AAA server refers to the network el enent that
resi des on the border of Internet AAA network and GSM net wor k.

Cf. EAP server

[Alcatel] The above statenent is not clear. Qur understanding is that there are
three entities in the picture if we take the I M5 scenario: the client which
needs to authenticate (eg the ISIM, the authenticator (eg the S-CSCF) and the
AAA server (eg the HSS). It is not clear that the AAA server resides on sone
bor der.

AKA

Aut henti cati on and Key Agreenent

AuC

Aut hentication Centre. The nobile network el ement that can

aut hori ze subscribers either in GSMor in UMIS networks.



EAP

Ext ensi bl e Aut hentication Protocol [6].

EAP server

The network elenment that terminates the EAP protocol. Typically,

the EAP server functionality is inplenented in a AAA server

[Al catel] the above definition does not cover the typical case in 3GPP where the
EAP server is not a AAA server (S-CSCF vs HSS).

d obal System for Mobile conmmuni cati ons.

NA|

Net wor k Access ldentifier [5].

AUTN

Aut henti cation val ue generated by the AuC which together with the

RAND aut henticates the server to the client, 128 bits [1].

AUTS

A val ue generated by the client upon experiencing a

synchroni zation failure, 112 bits.

RAND



Random nunber generated by the AuC, 128 bits [1].

RES

Authentication result fromthe client, which together with the

RAND aut henticates the client to the server, 128 bits [1].

SN

Sequence nunber used in the authentication process, 48 bits [1].
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SIM

Subscriber Identity Module. SIMcards are smart cards distributed

by GSM oper at ors.

SRES

The aut hentication result paraneter in GSM corresponds to the

RES paranmeter in UMIS aka, 32 bits.

UMTS Subscriber ldentity Mdule. These cards are snart cards



Simlar to SIMs and are distributed by UMIS operators.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in

this docunent are to be interpreted as described in RFC 2119 [7]

3. Protocol Overview

In this docunent, the term EAP Server refers to the network el enent
that ternminates the EAP protocol. Usually the EAP server is separate
fromthe authenticator device, which is the network el ement cl osest
to the client, such as a Network Access Server (NAS) or an | EEE
802. 1X bridge. Typically, the authenticator does not contain the EAP
server functionality, but the EAP server functionality is
i npl enented on a separate AAA server with whomthe authenticator
comruni cat es usi ng an AAA protocol. (The exact AAA conmunications is
outside the scope of this docunent, however.)

[ Al catel] The above nodel does not seemto apply to IM5 as such. In IM5 the S

CSCF plays both the role of the authenticator and the EAP server (EAP packets
are not relayed to the HSS).

The bel ow nessage fl ow shows the basic successful authentication

case with the EAP AKA. The EAP AKA uses two roundtrips to authorize

the user and generate session keys. As in other EAP schenes, first

an identity request/response nessage pair is exchanged. (For this

particul ar EAP protocol, the identity request is defined to be

optional, to shorten the authentication process to a mninmal one.)
[Alcatel] the use of the term USIMin nam ng EAP nessages nay bring confusion as
EAP- AKA nechani sm can be used in the context of IMS (and is even its mmin target

at this stage). W suggest to use the term “AKA” such as “AKA-Chal | enge” to nane
EAP nessages.




Next, the EAP server starts the actual AKA protocol by sending an
EAP- Request / USI M Chal | enge nessage. This nessage contains a random
number (RAND) and an authorization vector (AUTN). The EAP-
Request/ USI M Chal | enge nmessage MAY optionally contain encrypted
data, which is used for IMSI privacy support, as described in
Section 4. The encrypted data is not shown in the figures of this
section. The client runs the AKA al gorithm (perhaps inside an USIM
and verifies the AUTN. If this is successful, the client is talking
to a legitinmate EAP server and proceeds to send the EAP-
Response/ USI M Chal | enge. This nessage contains a result paraneter
that allows the EAP server in turn to verify that the client is a

l egiti mate one.
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Client Aut henti cat or

| EAP- Request/ Il dentity (optional)

| EAP-Response/ldentity |

| (Includes user’s NAI)



| | Server runs UMIS al gorithms, |

| | generates RAND and AUTN. |

| EAP- Request / USI M Chal | enge |

| (RAND, AUTN) |

| dient runs UMIS al gorithms on USIM | |
| verifies AUTN, derives RES | |

| and session key | |

| EAP- Response/ USI M Chal | enge |

| | Server checks the given RES, |

| | and finds it correct. |

When EAP AKA is run in the GSM conpati bl e nbde, the nessage flowis
ot herwi se identical to the message fl ow bel ow except that the AUTN

attribute is not included in EAP-Request/USI M Chal | enge packet.



The second nmessage fl ow shows how t he EAP server rejects the dient
due to failed authentication. The same flowis also used in the GSM
conpati bl e node, except that the AUTN paraneter is not included in

t he EAP- Request/ USI M Chal | enge packet .
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Client Aut henti cat or

| EAP- Request/ Il dentity (optional) |

| EAP-Response/ldentity |

| (Includes user’s NAI) |



| | Server runs UMIS al gorithms, |

| | generates RAND and AUTN. |

| EAP- Request / USI M Chal | enge

| (RAND, AUTN) |

| dient runs UMIS al gorithms on USIM | |
| possibly verifies AUTN, and sends an| |

| invalid response | |

| EAP- Response/ USI M Chal | enge |

| (RES) |

| | Server checks the given RES,

| | and finds it incorrect.

| EAP- Failure |

The next nessage flow shows the client rejecting the AUTN of the EAP

server. This flowis not used in the GSM conpati bl e node.
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Client Aut hent i cat or

| EAP- Request/ldentity (optional) |

| EAP-Response/ldentity |

| (Includes user’s NAI) |



| | Server runs UMIS al gorithms, |

| | generates RAND and a bad AUTN|

| EAP- Request / USI M Chal | enge |

| (RAND, AUTN) |

| dient runs UMIS al gorithms on USIM | |
| and di scovers AUTN that can not be | |

| verified | |

| EAP- Response/ USI M Aut henti cati on- Rej ect |

| EAP- Failure |

Net wor ks that are not UMIS aware use the GSM conpati bl e version of
this protocol even for UMIS subscribers. In this case, the AUTN
paranmeter is not included in the EAP-Request/USI M Chal | enge packet.
If a UMIS capable client does not want to accept the use of the GSM
conpati ble node, the client can reject the authentication with the

EAP- Response/ Nak nessage [6], as shown in the follow ng figure:
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Client Aut hent i cat or

| EAP- Request/ Il dentity (optional) |

| EAP-Response/ldentity |

| (Includes user’s NAI) |



| | Server runs GSM al gorithns, |

| | generates RAND |

| EAP- Request / USI M Chal | enge |

| ( RAND) |

| dient does not accept the GSM | |

| conpatible version of this protocol.| |

| EAP- Response/ Nak |

| EAP- Failure |

The AKA uses shared secrets between the Client and the Cient’s hone
operator together with a sequence nunmber to actually perform an
authentication. In certain circunstances it is possible for the

sequence numbers to get out of sequence. Here's what happens then:
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Client Aut hent i cat or

| EAP- Request/ Il dentity (optional) |

| EAP-Response/ldentity |

| (Includes user’s NAI) |



| | Server runs UMIS al gorithmns, |

| | generates RAND and AUTN. |

| EAP- Request / USI M Chal | enge |

| (RAND, AUTN) |

| dient runs UMIS al gorithms on USIM | |
| and di scovers AUTN that contains an | |

| inappropriate sequence nunber | |

| EAP- Response/ USI M Synchroni zati on-Fail ure |

| (AUTS) |

| | Performresynchronization |
| | towards the AAA using |
| | AUTS and the sent RAND |
| e +

[Alcatel] the above figure inplies that the AAA server is not the EAP server,

since resynch is done towards the AAA, which sonewhat contradicts the initial

typi cal assunption.

After the resynchronization process takes place in the server and
AAA side, the process continues by the server side sending a new

EAP- Request / USI M Chal | enge nessage.



4.

I MSI Privacy Support

In the very first connection to an EAP server, the client always
transmits the cleartext I MSI in the EAP-Response/ldentity packet. In
subsequent connections, the optional |MSI privacy support can be
used to hide the IMSI and to make the connections unlinkable to a
passi ve eavesdropper

catel] the above text only covers IMSI. Is there a requirenent for |IM
vacy too ?

The EAP- Request/ USI M Chal | enge nessage MAY i nclude an encrypted
pseudonymin the value field of the AT_ENCR DATA attribute. The

AT IV and AT_MAC attributes are also used to transport the pseudonym
to the client, as described in Section 6.2. Because the | Ml privacy
support is optional to inplenment, the client MAY ignore the AT_IV,
AT_ENCR DATA, and AT_MAC attributes and always transmt the IMSI in

t he EAP- Response/ldentity packet.
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On recei pt of the EAP-Request/USI M Chal |l enge, the client verifies
the AT_AUTIN attribute before | ooking at the AT_ENCR DATA or AT_NMAC
attributes. If the AUINis invalid, then the client MJST ignore the
AT |V, AT_ENCR DATA and AT _MAC attributes. If AUTN is valid, then
the client MAY derive the K encr and K int keys as described in
Section 6.2 and verify the AT_MAC attribute. If the AT_MAC attribute

is valid, then the client MAY decrypt the encrypted data and use the



pseudonymin the next authentication. If the MACis invalid, then
the encrypted data MJST be ignored and the whol e EAP packet MAY be

silently ignored.

The EAP server produces pseudonyns in an inplenmentation-dependent
manner. Pl ease see [8] for exanples on how to produce pseudonynmns.
The pseudonyns need to be reversible to the I MSI only on the EAP
server. Regardl ess of construction nethod, the pseudonym MJST

conformto the grammar specified for the usernanme portion of an NAI

On the next connection to the EAP server, the client MAY transmt
the received pseudonymin the first EAP-Response/ldentity packet.
The client concatenates the received pseudonymwith the "@

character and the NAl real mportion. The client MJST use the sane
real mportion that it used in the connection when it received the

pseudonym

If the EAP server fails to decode the pseudonymto a known client
name, then the EAP server requests the regular I Ml (non-pseudonym
identity) by issuing the EAP-Request/USI M| Ml packet to the client.
Thi s packet includes no attributes. The client responds with the
EAP- Response/ USI M I MSI, which includes the client’s IMSI in the
clear. This case is illustrated in the figure bel ow.
[Alcatel] Make initial EAP-Request/ldentity bel ow optional
Cient Aut hent i cat or

| EAP- Request/ Il dentity |

| EAP-Response/ldentity |



| (Includes a pseudonym |

| | Server fails to decode the [

| | Pseudonym |

| EAP- Response/ US| M | NVSI |

[Alcatel] We do not think there is a need for a new nessage type to request the

| MSI; the EAP-Request/ldentity nessage can be used. The fact that the client
recei ves such a request after having sent the synonym should be interpreted by
the client as a request to send the | M
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After receiving the EAP- Response/ USI M| MSI packet, the EAP server
i ssues the EAP-Request/USI M Chal | enge and the authentication

proceeds as usual

Because the keys that are used to protect the pseudonym are derived



fromthe AKA cipher key (CK) and the AKA integrity key (1K), the

I MSI privacy support is not avail able when EAP AKA is used in the

GSM conpati bl e node.

Message For mat

The Type-Data of the EAP AKA packets begins with a 1-octet Subtype
field, which is followed by a 2-octet reserved field. The rest of
the Type-Data consists of attributes that are encoded in Type,
Length, Value format. The figure bel ow shows the generic format of

an attri bute.

0 1 2 3
01234567890123456789012345678901
T T S S T i T S S S L T T SE s

| Attribute Type | Length | Val ue. ..

i S S T S S S e e s sk St St S S S S S S S S e

Attribute Type

Indicates the particular type of attribute. The attribute type

values are listed in Section 8.

Length

Indicates the length of this attribute in nultiples of 4 bytes.

The maxi mumlength of an attribute is 1024 bytes. The length

includes the Attribute Type and Length bytes.



Val ue

The particular data associated with this attribute. This field is
al ways included and it may be two or nore bytes in I ength. The
type and length fields deternine the fornmat and | ength of the

val ue field.

Wien an attribute nunmbered within the range 0 through 127 is
encountered but not recognized, the EAP/USI M nmessage containi ng that
attribute MJUST be silently discarded. These attributes are called

non- ski ppabl e attri butes.

When an attribute nunbered in the range 128 through 255 is

encount ered but not recognized that particular attribute is ignored,
but the rest of the attributes and nmessage data MJUST still be
processed. The Length field of the attribute is used to skip the
attribute value in searching for the next attribute. These

attributes are called skippable attributes.
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Unl ess ot herwi se specified, the order of the attributes in an EAP
AKA nessage is insignificant, and an EAP AKA inpl enentati on shoul d

not assune a certain order to be used.

Attributes can be encapsul ated within other attributes. In other

words, the value field of an attribute type can be specified to



contain other attri butes.

6. Messages

6.

1

EAP- Response/ I dentity

In the begi nning of EAP authentication, the Authenticator issues the
EAP- Request /I dentity packet to the client. The client responds with
EAP- Response/ I dentity, which contains the user’s identity. The

formats of these packets are specified in [6].

The EAP AKA nechani smuses the NAI format [5] as the identity.

In order to facilitate the use of the existing cellular roaning
infrastructure, the subscriber’s IMSI is used as the client
identifier. When I MSI privacy is not used, the EAP AKA client
transmts the user’s IMSl within the NAl in the EAP
Response/ldentity packet. The NAI is of the format "Oinsi @ealnf. In
other words, the first character is the digit zero (ASC| val ue
0x30), followed by the IMSI, followed by the @character and the
realm The IMSl is an ASCI| string that consists of not nore than 15

decimal digits (ASCII val ues between 0x30 and 0x39) as specified in

[9].

When the optional |MSI privacy support is used, the client MAY use
t he pseudonym received as part of the previous authentication
sequence as the user nanme portion of the NAI, as specified in

Section 4.

The AAA network routes AAA requests to the correct AAA server using

the real mpart of the NAI. Because cellular roam ng can be used with



EAP AKA, the AAA request can be routed to an AAA server in the
visited network instead of the server indicated in the NAl realm
The operators need to agree on this special AAA routing in advance.
It is recommended that operators should reserve the real mportion of
NAI for EAP AKA users exclusively, so that exactly the same realmis
not used with other authentication nmethods. This convention makes it
easy to recogni ze that the NAl identifies a UMIS or GSM subscri ber
of this operator, which may be useful when configuring the routing

rules in the visited AAA net works.

In the EAP AKA protocol, the EAP-Request/ldentity nessage is
optional when applicable. If the client can positively deternine
that it has to authenticate, it MAY send an unsolicited EAP-
Response/ldentity to the authenticator with an EAP ldentifier val ue
it has picked up itself. The client MJUST NOT send an unsolicited
EAP- Response/ldentity if it has already received an EAP-
Request/ldentity packet. The client MJUST send an EAP-

Response/ldentity to all received EAP-Request/ldentity packets,
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using the ldentifier value in the EAP-Request/ldentity. If the
aut henti cator receives an unsolicited EAP-Response/ldentity, it
SHOULD process the packet as if it had requested it. If the

aut henti cator receives an EAP-Response/ldentity with an incorrect
Identifier value in response to the first EAP-Request/ldentity it

has sent to the client, then the authenticator SHOULD still accept



t he EAP-Response/ldentity packet.

6. 2. EAP- Request/ USI M Chal | enge

The format of the EAP-Request/USI M Chal | enge packet is shown bel ow
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0 1 2 3
01234567890123456789012345678901
B S S i i i i I I S S S S S it S S S S

Code | Identifier | Length
B T i S s s I i ar S I S S S S

Type Subt ype | Reser ved



B ok i ol o ST I S S e S S e e e i el T S e S g e S it T o I SR
AT_RAND | Length =5 | Reserved

T I T S e T it S S S S S S S o S S S e s

| RAND |

T I T S e T it S S S S S S S o S S S e s

AT_AUTN | Length =5 | Reserved

T I T S e T it S S S S S S S o S S S e s

| AUTN (optional) |

T I T S e T it S S S S S S S o S S S e s

AT_IV | Length =5 | Reserved

B S S T S S S S S s st St St S S S S S S S S i

| Initialization Vector (optional) |

B e S S T e S s S S s e S S R
| AT_ENCR DATA | Length Reserved

T I T S e T it S S S S S S S o S S S e s

| Encrypted Data (optional) |

T I T S e T it S S S S S S S o S S S e s

AT_NAC | Length = 6 | Reserved



i S S T i S S S S T s S S S S S S

| MAC (optional)

B S S T S S S S S s st St St S S S S S S S S i

The semantics of the fields is described bel ow

Code

1 for Request

I dentifier
See [ 6]
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Length

The | ength of the EAP Request packet.

Type



TBD

Subt ype

1 for USIM Chal |l enge

Reserved

Set to zero when sending, ignored on reception

AT_RAND

The value field of this attribute contains two reserved bytes
foll owed by the AKA RAND paraneter, 16 bytes (128 bits). The
reserved bytes are set to zero when sending and ignored on
reception. The AT_RAND attri bute MJST be present in EAP-

Request / USI M Chal | enge.

AT_AUTN

The value field of this attribute contains two reserved bytes
foll owed by the AKA AUTN paraneter, 16 bytes (128 bits). The
reserved bytes are set to zero when sending and ignored on
reception. The AT_AUTN attri bute MJUST NOT be included in the GSM

conpati ble nmode of this protocol; otherwi se it MJST be incl uded.

AT IV

The value field contains two reserved bytes followed by a 16-byte

initialization vector required by the AT_ENCR DATA attribute. The



reserved bytes are set to zero when sending and i gnored on
reception. This attribute MJUST be included if and only if the
AT_ENCR DATA is included. Messages that do not neet this

condi tion MJUST be silently discarded.

AT_ENCR_DATA

The AT_ENCR DATA MAY is optional. The value field of this
attribute consists of two reserved bytes foll owed by bytes
encrypted using the Advanced Encryption Standard (AES) [10] in
the Ci pher Bl ock Chai ning (CBC) node of operation, using the
initialization vector fromthe AT IV attribute. The reserved
bytes are set to zero when sending and ignored on reception

Pl ease see [11] for a description of the CBC nobde.

The encryption key (K encr) is derived fromthe AKA C pher Key

(CK) with the following formula. The result of the SHA-1 hash

value [12] is truncated to 128 bits by ignoring the 32 right nost
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bits. The notation Al 0 denotes A concatenated with the byte zero

0x00.

K encr = 128 leftnost bits of SHA1(CK|0)

The pl ai ntext consists of nested attributes as descri bed bel ow



AT_MAC

This attribute is optional, but it MJST be included whenever the

AT_ENCR DATA attribute is included. Messages that do not neet

this condition MJST be silently discarded.

The value field of the AT_MAC attribute contains two reserved

bytes foll owed by a nessage authentication code (MAC). The MAC is

cal cul at ed over the whol e EAP packet with the exception that the
value field of the MAC attribute is set to zero when cal cul ating
the MAC. The reserved bytes are set to zero when sendi ng and

i gnored on reception.

The MAC algorithmis HMAC- SHA1 [ 13] keyed hash val ue, so the

length of the MAC is 20 bytes.

The integrity protection key (K. int) used in the cal cul ation of
the MAC is derived fromthe AKA integrity key (1K) with the
following fornula. The notation Al O denotes A concatenated with

the byte zero 0x00.

K_int = SHAL(IK| 0)

The AT_IV, AT_ENCR DATA and AT_MAC attributes are used for IM

privacy. The plaintext of the AT_ENCR DATA value field consists of

nested attributes, which are shown below. Later versions of this

protocol MAY specify additional attributes to be included within the

encrypted dat a.



0 1 2 3

01234567890123456789012345678901
B T i S s s I i ar S I S S S S
| AT_PSEUDONYM | Length | Actual Pseudonym Length

T I T S e T it S S S S S S S o S S S e s

| Pseudonym |

B R R L e e s e i o o e S T T S S S i S S S S e s
| AT_PADDING | Length | Padding. .. |
B ol ok S S S S e e e ik it SIE N |
| |
| |

T I T S e T it S S S S S S S o S S S e s
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AT_PSEUDONYM

This attribute is optional. The value field of this attribute
begins with 2-byte actual pseudonym | ength, which specifies the
I ength of the pseudonymin bytes. This field is followed by a

pseudonym user nane, of the indicated actual length, that the



client can use in the next authentication, as described in
Section 4. The user nane does not include any terni nating nul
characters. Because the length of the attribute nust be a
multiple of 4 bytes, the sender pads the pseudonymwi th zero

byt es when necessary.

AT_PADDI NG

The encryption algorithmrequires the Iength of the plaintext to
be a nultiple of 16 bytes. The sender may need to include the

AT _PADDI NG attribute as the last attribute within AT_ENCR _DATA.
The AT_PADDI NG attribute is not included if the total |ength of
other nested attributes within the AT _ENCR DATA attribute is a
multiple of 16 bytes. As usual, the Length of the Paddi ng
attribute includes the Attribute Type and Attribute Length
fields. The Length of the Padding attribute is 4, 8 or 12 bytes.
It is chosen so that the length of the value field of the
AT_ENCR DATA attribute beconmes a nultiple of 16 bytes. The actua
pad bytes in the value field are set to zero (0x00) on sendi ng.
The recipient of the message MUST verify that the pad bytes are
set to zero, and silently drop the nessage if this verification

fails.

6. 3. EAP- Response/ USI M Chal | enge

The format of the EAP- Response/ USI M Chal | enge packet is shown bel ow

EAP- Response/ USI M Chal | enge MAY include the AT_MAC attribute to

integrity protect the EAP packet. Later versions of this protoco

MAY nmake use of the AT _ENCR DATA and AT IV attributes in this



nmessage to include encrypted (skippable) attributes. AT_MAC,
AT_ENCR DATA and AT IV attributes are not shown in the figure bel ow
If present, they are processed as in EAP-Request/USI M Chal | enge
packet. The EAP server MJST process EAP-Response/ USI M Chal | enge
messages that include these attributes even if the server did not

i npl enent these optional attributes.

[Alcatel] We do not see any need to include the AT MAC attribute on its own to
protect the AT RES attribute. Verification of the AT RES value by the EAP server

al ready validates the response. Having an extra integrity/auth nechani sm does
not seemto bring any extra value. AT MAC should only be present in conbination
wi th AT_ENCR and AT_I V.
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0 1 2 3

01234567890123456789012345678901

B S S T S S S S S s st St St S S S S S S S S i



Code | Ildentifier | Length

B el ok S S S S e e e i S i S sl sl s s S S S S S S
Type | Subt ype Reserved

B e T T R T i s s i S e e e S S aalks st ST T S R S S
AT_RES | Length RES Length |

e i it o e e i i IRl S

| RES I

B S S T S S S S S s st St St S S S S S S S S i

The semantics of the fields is described bel ow

Code

2 for Response

I dentifier
See [ 6]
Length

The I ength of the EAP Response packet.

Type

TBD



Subt ype

1 for USIM Chal |l enge

Reser ved

Set to zero when sending, ignored on reception.

AT_RES

This attribute MJUST be included i n EAP- Response/ USI M Chal | enge.

The value field of this attribute begins with the 2-byte RES

Length, which is identifies the exact length of the RES (or SRES)

in bits. The RES length is followed by the UMIS AKA RES or GSM

SRES paraneter. According to the specification [14] the | ength of

the AKA RES can vary between 32 and 128 bits. The GSM SRES

paraneter is always 32 bits |ong. Because the length of the

AT_RES attribute nmust be a nultiple of 4 bytes, the sender pads

the RES with zero bits where necessary.
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6. 4. EAP- Response/ USI M Aut henti cati on- Rej ect

The format of the EAP-Response/ USI M Aut henti cati on- Rej ect packet is



shown bel ow.

0 1 2 3

01234567890123456789012345678901

R e i e o S s S T R e S s T o S S SR R DR S
Code | Ildentifier | Length

B e s I S i s S T i s S SN S S S S S
Type | Subt ype Reserved

T I T S e T it S S S S S S S o S S S e s

The semantics of the fields is described bel ow

Code

2 for Response

Identifier
See [ 6]
Lengt h

The I ength of the EAP Response packet.

Type

TBD

Subt ype



2 for USIM Aut henti cati on- Rej ect

Reser ved

Set to zero on sending, ignored on reception.

6.5. EAP-Response/ USI M Synchr oni zati on-Fai |l ure

The format of the EAP-Response/ USI M Synchroni zati on-Fail ure packet

i's shown bel ow.
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0 1 2 3

01234567890123456789012345678901

T I T S e T it S S S S S S S o S S S e s



Code | Ildentifier | Length

i i S T it i St S S i

Type |  Subtype Reser ved |

e o T b S e kol ok I

AT_AUTS | Length = 4 | |

i S T S e S S S 3 |

| AUTS |

L o ep

The semantics of the fields is described bel ow

Code

2 for Response

I dentifier
See [ 6]
Lengt h

The I ength of the EAP Response packet, 20.

Type

TBD

Subt ype



4 for USIM Synchronization-Failure

AT _AUTS

This attribute MJST be included i n EAP- Response/ USI M

Synchroni zation-Failure. The value field of this attribute

contai ns the AKA AUTS paraneter, 112 bits (14 bytes).

6. 6. EAP- Request/ USI M | VSI

The format of the EAP-Request/USI M I Ml packet is shown bel ow

0 1 2 3

01234567890123456789012345678901

B S S T S S S S S s st St St S S S S S S S S i

Code | Ildentifier | Length

T I T S e T it S S S S S S S o S S S e s

Type | Subt ype Reser ved

T I T S e T it S S S S S S S o S S S e s
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The semantics of the fields is described bel ow

Code



1 for Request

I dentifier
See [ 6]
Length

The I ength of the EAP Request packet.

Type

TBD

Subt ype

5 for USI M I NMSI

Reserved

Set to zero on sending, ignored on reception

6. 7. EAP- Response/ USI M | MBI

The format of the EAP-Response/ USI M| MSI packet is shown bel ow.

0 1 2 3

01234567890123456789012345678901

T I T S e T it S S S S S S S o S S S e s



Code |

I dentifier |

B S S T S S S S S s st St St S S S S S S S S i

Type |

Subt ype

Reser ved

T I T S e T it S S S S S S S o S S S e s

AT_| MBI | Length =5 | Reserved

B S S T S S S S S s st St St S S S S S S S S i

B S S T S S S S S s st St St S S S S S S S S i

The semantics of the fields is described bel ow

Code

2 for Response

Arkko and Haveri nen
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See [ 6]
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7.

Lengt h

The I ength of the EAP Response packet.

Type

TBD

Subt ype

5 for USI M I NMSI

Reser ved

Set to zero on sending, ignored on reception

AT | MBI

This attribute MJST be included in EAP-Response/ USI M I MSI. The
value field of this attribute contains two reserved bytes
followed by the IMSI, represented as an ASCII string that
consists of not nore than 15 decinal digits (ASCI | val ues between
0x30 and 0x39) [9]. The reserved bytes are set to zero on sending
and ignored on reception. The I MSI characters are followed by one
or nore "F" characters (ASCI | val ue 0x46). They are included to

meke the length of the value field 16 bytes.

Interoperability with GSM



The EAP AKA protocol is able to authenticate both UMIS and GSM
users, if the subscriber’'s operator’s network is UMIS aware. This is
because the home network will be able to determine fromthe

subscri ber records whether the subscriber is equipped with a UMIS
USIMor a GSM SIM A UMIS aware hone network will hence al ways use
UMIS AKA with UMIS subscribers and GSM aut hentication with GSM
subscribers. Wth GSM subscri bers, the EAP AKA protocol is always

used in the GSM conpati bl e node.

It is not possible to use a GSM AuC to aut henticate UMIS
subscribers. (Note that if the hone network doesn’t support an
aut hentication nmethod it should not distribute SIMs for that

net hod. )

However, it is possible that the node actually terninating EAP and
the node that stores the authentication keys (AuC) are separate, and
support different authentication types. |f the node terninating EAP
is GSMonly but AuC is UMIS-aware, then authentication can still be
achi eved using the GSM conpati bl e version of EAP AKA. This

authentication will be weaker, since the GSM conpati bl e node does
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not provide for nutual authentication. Section 6.8.1.1 in [1]
speci fies how the GSM SRES paraneter and the Kc key can be

cal cul ated on the USIMand the AuC. |If a UMIS terni nal does not want



to accept the GSM conpati bl e version of this protocol, then it can
reject the authentication with the EAP-Response/ USI M GSM

Aut hent i cat i on- Rej ect packet.

In conclusion, the follow ng table shows which variant of the EAP

AKA protocol should be run under different conditions:

SIM EAP node AuC EAP AKA node
GSM (any) (any) GSM
UMTS (any) GSM (illegal)
UMIS GSM GSMFUMTS GSM
UMIS  GSM+UMTS GSM+UMTS UMTS

I ANA and Protocol Numnbering Considerations

| ANA has assigned the nunber TBD for EAP AKA aut henti cati on.

EAP AKA nessages include a Subtype field. The follow ng Subtypes are

speci fi ed:
USIMChallenge. .. ....... .. . .. 1
USI M Aut hentication-Reject...................... 2
USI M Synchroni zation-Failure.................... 4
USIE M EMBE . 5

The Subtype-specific data is conposed of attributes, which have

attribute type numbers. The following attribute types are specified:



AT AUTN. . oo 2
AT RES. .o oot 3
AT AUTS. .o oo 4
AT INBL . oo 5
AT PADDING. . . oo ooe et e 6
AT IV o 129
AT ENCR DATA. .. oo oo 130
AT MAC. . o oot 131
AT PSEUDONYM . .. ooooee et 132

9. Security Considerations

| npl ement ati ons running the EAP AKA protocol will rely on the

security of the AKA schene, and the secrecy of the symmetric keys

stored in the USIMand the AuC.

10. Intellectual Property Right Notices

Arkko and Haveri nen Expires in six nonths [ Page 24]

EAP AKA Aut hentication Novenber 2001

On IPR rel ated i ssues, Nokia and Ericsson refer to the their
respective statements on patent |icensing. Please see

http://ww. ietf.org/ietf/| PR NOKIA and



http://ww. ietf.org/ietf/lPR ER CSSON Gener al

Acknowl edgenent s

The authors wish to thank Rolf Bl om of Ericsson, Bernard Aboba of
M crosoft, Arne Norefors of Ericsson, N Asokan of Nokia and Jukka-
Pekka Honkanen of Nokia for interesting discussions in this problem

space.
The I Ml privacy support is based on the identity privacy support of
[8]. The attribute format is based on the extension fornat of Mbbile

| Pv4 [15].

Aut hors’ Addr esses

Jari Arkko

Eri csson

02420 Jorvas Phone: +358 40 5079256

Fi nl and Email: jari.arkko@ricsson.com

Henry Haveri nen

Noki a Mobil e Phones

P. 0. Box 88
33721 Tanpere Phone: +358 50 594 4899
Fi nl and E-mail: henry. haveri nen@oki a. com

Ref er ences

[1] 3CGPP Technical Specification 3GPP TS 33.102 V3.6.0: "Technica

Speci fication G oup Services and System Aspects; 3G Security;



[2]

[3]

[ 4]

[5]

Security Architecture (Release 1999)", 3rd Generation

Part nershi p Project, Novenber 2000.

GSM Techni cal Specification GSM 03.20 (ETS 300 534): "Digital
cellular tel ecommunicati on system (Phase 2); Security related
networ k functions", European Tel ecommuni cati ons Standards,

Institute, August 1997.

| EEE P802. 1X/ D11, "Standards for Local Area and Metropolitan
Area Networks: Standard for Port Based Network Access

Control", March 2001

| EEE Draft 802.11eS/ D1, "Draft Supplenent to STANDARD FOR
Tel econmuni cati ons and | nformati on Exchange between Systens -
LAN MAN Speci fic Requirenents - Part 11: Wreless Medium
Access Control (MAC) and physical |ayer (PHY) specifications:

Speci fication for Enhanced Security", March 2001

Aboba, B. and M Beadl es, "The Network Access ldentifier", RFC

2486, January 1999.

Arkko and Haveri nen Expires in six nonths [ Page 25]

[ 6]

EAP AKA Aut hentication Novenber 2001

L. Blunk, J. Vollbrecht, "PPP Extensible Authentication



[7]

[ 8]

[9]

[10]

[11]

[12]

[13]

Protocol (EAP)", RFC 2284, WMarch 1998.

S. Bradner, "Key words for use in RFCs to indicate Requirenent

Level s", RFC 2119, March 1997.

J. Carlson, B. Aboba, H Haverinen, "EAP SRP-SHAl
Aut hentication Protocol”, draft-ietf-pppext-eap-srp-03.txt,

July 2001 (work-in-progress)

GSM Techni cal Specification GSM 03.03 (ETS 300 523): "Digita
cellular tel ecommuni cation system (Phase 2); Nunberi ng,
addressing and identification", European Tel econmuni cati ons

Standards Institute, April 1997.

Federal Information Processing Standard (FIPS) draft standard,
"Advanced Encryption Standard (AES)"
http://csrc.nist.gov/publications/drafts/dfips-AES. pdf,

Sept enber 2001

US National Bureau of Standards, "DES Mddes of Operation”
Federal Information Processing Standard (FIPS) Publication 81

Decenber 1980.

Federal Information Processing Standard (FIPS) Publication
180-1, "Secure Hash Standard," National Institute of Standards

and Technol ogy, U. S. Departnent of Commerce, April 17, 1995.

H Krawczyk, M Bellare, R Canetti, "HMAC. Keyed-Hashing for

Message Aut hentication", RFC2104, February 1997



[14] 3GPP Technical Specification 3GPP TS 33.105 V3.5.0: "Technica
Specification Goup Services and System Aspects; 3G Security;
Crypt ographic Al gorithm Requirenments (Rel ease 1999)",

3rdCeneration Partnership Project, October 2000

[15] C. Perkins (editor), "IP Mbility Support”, RFC 2002, Cctober

1996

Arkko and Haveri nen Expires in six nonths [ Page 26]



