3GPP TSG SA WG3 Security — S3#21 S3-010650
27 - 30 November, 2001
Sophia Antipolis, France

Source: Al catel
Title: Comments on draft-arkko- pppext - eap- aka- 00. t xt
Docunment for: Di scussion

Agenda item

J. Arkko
Internet Draft Eri csson
Docunent : draft-arkko- pppext - eap- aka- 00. t xt H. Haverinen
Expires: Decenber 2001 Noki a
May 2001

EAP AKA Aut henti cati on

Status of this Meno
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Drafts.

Internet-Drafts are draft docunments valid for a maxi mum of six
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at any time. It is inappropriate to use Internet-Drafts as

reference material or to cite themother than as "work in progress.™

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt
The list of Internet-Draft Shadow Directories can be accessed at

http://ww.ietf.org/shadow htnmnl.



Abst ract

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
mechani sm for authentication and session key distribution using the
UMTS AKA aut hentication nmechanism AKA is based on symetric keys,
and runs in a UMIS Subscriber Identity Mdule, a smart card like
devi ce. AKA provides al so backward conpatibility to GSM
authentication, naking it possible to use EAP AKA for authenticating
both GSM and UMTS subscri bers.
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I ntroducti on and Moti vation

Thi s docunent specifies an Extensible Authentication Protocol (EAP)

mechani sm for authentication and session key distribution using the

UMTS AKA aut hentication nmechanism[1]. The Universal Mobile

Tel econmuni cati ons System (UMIS) is a global third generation nobile

net wor k st andar d.

AKA i s based on chal |l enge-response nechani snms and synmetric
cryptography. AKA runs in a UMIS Subscriber ldentity Mddule (USIM,
a smart card like device. AKA provides al so backwards conpatibility
to the GSM aut henticati on nmechanism[2]. Conpared to the GSM
mechani sm AKA provi des substantially | onger key | engths and the

aut hentication of the server side as well as the client side.

The introduction of AKA inside EAP allows several new applications.

These include the follow ng:

- The use of the AKA also as a secure PPP authentication nethod in

devices that already contain an USI M
- The use of the third generation nobile network authentication
infrastructure in the context of wireless LANs and | EEE 801. 1x

technol ogy through EAP over Wreless [3, 4].

- Relying on AKA and the existing infrastructure in a seanl ess way

with any other technol ogy that can use EAP

AKA works in the foll owi ng nanner



- The USI M and the honme environment have agreed on a secret key

bef or ehand.

- The actual authentication process starts by having the hone
envi ronnment produce an authentication vector, based on the secret
key and a sequence nunber. The authentication vector contains a
random part RAND, an authenticator part AUTN used for
authenticating the network to the USIM an expected result part
XRES, a session key for integrity check IK, and a session key for

encryption CK

- The RAND and the AUTN are delivered to the USI M

- The USI M verifies the AUTN, again based on the secret key and the
sequence number. If this process is successful (the AUTNis valid
and t he sequence nunber used to generate AUTN is within the
correct range), the USIM produces an authentication result, RES

and sends this to the hone environnment.

- The hone environnent verifies the correct result fromthe USIM |[f
the result is correct, K and CK can be used to protect further

conmmuni cati ons between the USIM and t he hone environnent.
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When verifying AUTN, the USIM may detect that the sequence nunber
the network uses is not within the correct range. In this case, the
USI M cal cul at es a sequence nunber synchroni zati on paraneter AUTS and
sends it to the network. AKA authentication rmay then be retried with
a new aut hentication vector generated using the synchronized

sequence numnber.

For a full specification of the AKA algorithns and how t he
cryptographi c values AUTN, RES, IK CK and AUTS are cal cul ated, see

reference [1].



It is also possible that the home environnent del egates the actua
aut hentication task to an internmedi ate node. In this case the

aut henti cation vector or parts of it are delivered to the

i nternedi ate node, enabling it to performthe conparison between RES
and XRES, and possibly also use CK and IK

i

[Alcatel] Add a statenment “Such a delivery MJST be done in a secure nmanner.”.

In the third generation nobile networks, AKA is used both for radio
network authentication and I P rmultinedia service authentication
purposes. Different user identities and formats are used for these;
the radi o network uses the International Mbile Subscriber
Identifier (IMSl), whereas the IP nultinedia service uses the

Net wor k Access ldentifier (NAI) [5].

2. Conventions used in this docunent

The following terms will be used through this docunent:

AAA pr ot ocol
Aut henti cation, Authorization and Accounting protoco

AAA server
In this docunent, AAA server refers to the network el enent
that resides on the border of Internet AAA network and GSM

net wor k.
[Alcatel] What is the exact purpose of such a precise |ocation of the AAA server

? The AAA server could well be located within the nobile operator’s network.

AKA

Aut henti cati on and Key Agreenent

AuC

Aut hentication Centre. The nmpbile network el enent that can



aut hori ze subscribers either in GSMor in UMIS networks.

EAP

Ext ensi bl e Aut hentication Protocol [6].

GSM
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d obal System for Mobile conmmuni cati ons.

Net wor k Access Ildentifier [5].

AUTN

Aut hentication val ue generated by the AuC which together with
the RAND aut henticates the server to the client, 128 bits [1].

AUTS

A val ue generated by the client upon experiencing a

synchroni zation failure, 112 bits.

RAND

Random nunber generated by the AuC, 128 bits [1].

RES

Aut hentication result fromthe client, which together with the
RAND aut henticates the client to the server, 128 bits [1].

SN



Sequence nunber used in the authentication process, 48 bits

[1].

SIM

Subscriber Identity Module. SIMcards are snart cards
distributed by GSM operators.

SRES

The aut hentication result paraneter in GSM corresponds to the
RES paraneter in UMIS aka, 32 bits.

USI M
UMTS Subscriber ldentity Mdule. These cards are snart cards

Simlar to SIMs and are distributed by UMIS operators.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTI ONAL" in
this docunent are to be interpreted as described in RFC 2119 [ 8]

Pr ot ocol Overvi ew
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The EAP AKA uses two roundtrips to authorize the user and generate
session keys. The authenticator typically comunicates with the
user’s AAA server using an AAA protocol. (The exact AAA

conmuni cations are outside the scope of this document, however.)

The bel ow nessage fl ow shows the basic successful authentication
case with the EAP AKA. As in other EAP schenes, first an identity



request/response nessage pair is exchanged. (For this particular EAP
protocol, the identity request is defined to be optional, to shorten

the authentication process to a mniml one.)

Next, the authenticator starts the actual AKA protocol by sending an
EAP- Request / USI M Chal | enge nmessage. This nmessage contains a random
nunber and an aut horization vector. The client runs the AKA

al gorithm (perhaps inside an USIM and verifies the AUTN. If this is
successful, the client is talking to a legitinmate authenticator and
proceeds to send the EAP-Response/ USI M Chal | enge. This nessage
contains a result paraneter that allows the authenticator in turn to

verify that the client is a legitimte one.
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Client Aut hent i cat or

|
EAP- Request/ Il dentity (optional) |

EAP- Response/ I dentity |

(I'ncludes user’s NAl) |

| Server runs UMIS al gorithms, |
| generates RAND and AUTN. |

|
EAP- Request / USI M Chal | enge |
(Lifetine, RAND, AUTN) |

| dient runs UMIS al gorithms on USIM |
| verifies AUTN, derives RES |

|
|
|
|
| and session key | |
|
|
|
|

|
| EAP- Response/ USI M Chal | enge
| (RES)



| Server checks the given RES, |

|
|
|
| | and finds it correct. |
|
|
|
|

When EAP AKA is run in the GSM conpati bl e nbde, the nessage flowis
ot herwi se identical to the nmessage fl ow bel ow except that the AUTN

paraneter is not included i n EAP-Request/ USI M Chal | enge packet.

An optional lifetime my be associated to the chall enge nessage.
This specifies the server side’s linit on how | ong the ciphering and
integrity keys generated as a part of the authentication process can
be used. (The use of such keys is outside the scope of this

docunent .)

The second nmessage fl ow shows how t he Authenticator rejects the
Client due to failed authentication. The sane flowis also used in
the GSM conpati bl e node, except that the AUTN paraneter is not

i ncl uded in the EAP-Request/USI M Chal | enge packet.

Arkko and Haveri nen Expi res Novenber 2001 [ Page 7]
EAP AKA Aut hentication May 2001
dient Aut hent i cat or

EAP- Request/ Il dentity |

|
EAP- Response/ I dentity |
|

(I'ncludes user’s NAl)



| Server runs UMIS al gorithns,
| generates RAND and AUTN.

|
EAP- Request / USI M Chal | enge |
(Lifetine, RAND, AUTN) |

| dient runs UMIS algorithms on USIM |
| possibly verifies AUTN, and sends an|

|
|
|
|
| invalid response | |
|
|
|
|

|
| EAP- Response/ USI M Chal | enge
| (RES)

| Server checks the given RES,

| and finds it incorrect.

The next nessage flow shows the client rejecting the AUTN of the

Aut henticator. This flowis not used in the GSM conpati bl e node.
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Client Aut hent i cat or

|
EAP- Request/ Il dentity |

L T N s |

EAP- Response/ I dentity |

(I'ncludes user’s NAl) |

| Server runs UMIS al gorithms, |
| generates RAND and a bad AUTN|

|
EAP- Request / USI M Chal | enge |
(Lifetine, RAND, AUTN) |

| dient runs UMIS al gorithnms on USIM |
| and di scovers AUTN that can not be |

| verified |



| EAP- Failure |

Net wor ks that are not UMIS aware use the GSM conpati bl e version of
this protocol even for UMIS subscribers. In this case, the AUTN
parameter is not included in the EAP-Request/USI M Chal | enge packet.
If a UMIS capable client does not want to accept the use of the GSM
conpati ble node, the client can reject the authentication with the
EAP- Response/ USI M GSM Aut henti cati on- Rej ect nessage, as shown in the

followi ng figure:
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dient Aut hent i cat or

EAP- Request/ Il dentity |

|
EAP- Response/ I dentity |
|

(I'ncludes user’s NAl)



| Server runs GSM al gorithns, |

| generates RAND |

|
EAP- Request / USI M Chal | enge |
(Lifetinme, RAND) |

| dient does not accept the GSM |

|
|
|
| conpatible version of this protocol.| |
|
|
|

The AKA uses shared secrets between the Client and the Authenticator
together with a sequence nunber to actually performan
aut hentication. In certain circunstances it is possible for the

sequence numbers to get out of sequence. Here's what happens then:
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Client Aut hent i cat or

|
EAP- Request/ Il dentity |

L T N s |

EAP- Response/ I dentity |

(I'ncludes user’s NAl) |

| Server runs UMIS al gorithms, |
| generates RAND and AUTN. |

|
EAP- Request / USI M Chal | enge |
(Lifetine, RAND, AUTN) |

| dient runs UMIS al gorithnms on USIM |
| and di scovers AUTN that contains an |

|
|
|
|
| inappropriate sequence nunber | |
|
|
|
|

|
| EAP- Response/ USI M Synchroni zati on-Fail ure
| (AUTS)



| Performresynchronization

|
|
|
| | towards the AAA using |
| | AUTS and the sent RAND |
|
|

After the resynchroni zati on process takes place in the server and
AAA side, the process continues by the server side sending a new

EAP- Request / USI M Chal | enge nessage.
4. Messages
4.1. EAP-Response/ldentity

I n the beginning of EAP authentication, the Authenticator issues the
EAP- Request /Il dentity packet to the client. The client responds wth
EAP- Response/ Il dentity, which contains the user’s identity. The

formats of these packets are specified in [6].

The EAP AKA nmechani smuses the NAI format [5] as the identity.

In order to facilitate the use of the existing cellular roaning
infrastructure, the EAP AKA client transnmits the user’s IMSI within
the NAI in the EAP Response/ldentity packet. The NAl is of the
format "Oinmsi @ealnf'. In other words, the first character is the
digit zero (ASCI|I 0x30), followed by the IMSI, followed by the @
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character and the realm The IMSI is an ASCI| string that consists
of not nore than 15 decimal digits (ASC | val ues between 0x30 and
0x39) as specified in [9].

The AAA network routes AAA requests to the correct AAA server using
the realmpart of the NAlI. Because cellular roam ng can be used with
EAP AKA, the AAA request can be routed to an AAA server in the



visited network instead of the server indicated in the NAl realm
The operators need to agree on this special AAA routing in advance.
It is recommended that operators should reserve the real mportion of
NAI used with EAP AKA to UMIS and GSM subscribers only, so that
exactly the sane realmis not used with ot her authentication

net hods. This convention makes it easy to recognize that the NA
identifies a UMIS or GSM subscriber of this operator, which nay be
useful when configuring the routing rules in the visited AAA

net wor ks.

In the EAP AKA protocol, the EAP-Request/ldentity nessage is
optional when applicable. If the client can positively deternine
that it has to authenticate, it MAY send an unsolicited EAP-
Response/ldentity to the authenticator with an lIdentifier value it
has picked up itself. The client MJUST NOT send an unsolicited EAP-
Response/ldentity if it has already received an EAP-Request/Identity
packet. The client MJST send an EAP-Response/ldentity to al

recei ved EAP-Request/ldentity packets, using the Identifier value in
the EAP-Request/ldentity. If the authenticator receives an
unsol i cited EAP-Response/ldentity, it SHOULD process the packet as
if it had requested it. If the authenticator receives an EAP-
Response/ldentity with an incorrect Identifier value in response to
the first EAP-Request/ldentity it has sent to the client, then the
aut henti cator SHOULD still accept the EAP-Response/ldentity packet.

4.2. EAP-Request/USI M Chal | enge

The format of the EAP-Request/USI M Chal | enge packet is shown bel ow.
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0 1 2 3

01234567890123456789012345678901
B e T T R T i s s i S e e e S S aalks st ST T S R S S
| Code | Identifier | Length |
B el ok S S S S e e e i S i S sl sl s s S S S S S S
| Type | Subt ype | Reserved |
B e T T R T i s s i S e e e S S aalks st ST T S R S S
| Key Lifetine |

T I T S e T it S S S S S S S o S S S e s

| |
| RAND |
| |
| |

T I T S e T it S S S S S S S o S S S e s

| |
| AUTN (optional) |
| |
| |
B e e i o e S e e S et e T i e e S e et s TRIE I e S
The semantics of the fields is described bel ow

Code

1 for Request

ldentifier



See [ 6]
Lengt h
The I ength of the EAP Request packet.

44, if AUTN is included (UMIS AKA)
28, if AUTN is excluded (GSM conpati bl e node).

Type

TBD

Subt ype

1 for USIM Chal |l enge

Reserved

Set to zero when sending, ignored on reception

Key lifetine

Thi s expresses how long the ci pher and integrity keys nay be

used. This value is expressed in seconds, and the val ue of

zero nmeans they may be used indefinitely.
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RAND

The AKA RAND paraneter, 16 bytes (128 bits).

AUTN

The AKA AUTN paraneter, 16 bytes (128 bits).



4. 3. EAP-Response/ USI M Chal | enge
The format of the EAP- Response/ USI M Chal | enge packet is shown bel ow

0 1 2 3
01234567890123456789012345678901
B e S S T e S s S S s e S S R

| Code | Ildentifier | Length
B R R L e e s e i o o e S T T S S S i S S S S e s
| Type | Subt ype | ReslLength | Reserved

T I T S e T it S S S S S S S o S S S e s

| RES |
B e e i o e S e e S et e T i e e S e et s TRIE I e S
The semantics of the fields is described bel ow

Code

2 for Response

I dentifier
See [ 6]
Lengt h

The I ength of the EAP Response packet, 12..40.

Type

TBD

Subt ype

1 for USIM Chall enge



ResLengt h

This is the length of the RES paraneter in bits. According to
the specification [10] this paraneter can vary between 32 and
128 bits. In the GSM conpati bl e node, the RES field contains
the GSM SRES paraneter which is always 32 bits |ong.
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Reserved

Set to zero when sending, ignored on reception.

RES

The AKA RES paraneter, 32..128 bits. The Length paraneter
specifies the total length of the payload and identifies the
at the same tine indirectly also the size of the RES in bytes.
The ResLength field identifies the exact length in bits. The
sender may pad the RES with zero bits and bytes where
necessary. In the GSM conpati ble node, the RES field contains
t he GSM SRES par anet er.

4. 4. EAP-Response/ USI M Aut henti cati on- Rej ect

The format of the EAP-Response/ USI M Aut henti cati on- Rej ect packet is

shown bel ow.

0 1 2 3

01234567890123456789012345678901
R e i e o S s S T R e S s T o S S SR R DR S
| Code | Identifier | Length |
B e s I S i s S T i s S SN S S S S S
| Type | Subt ype |

e e



The semantics of the fields is described bel ow

Code

2 for Response

Identifier

See [ 6]

Length

The | ength of the EAP Response packet, 12.

Type

TBD

Subt ype

2 for USI M Aut henti cati on- Rej ect

4.5. EAP- Response/ USI M GSM Aut henti cat i on- Rej ect
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The format of the EAP- Response/ USI M GSM Aut henti cati on- Rej ect packet

is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B S S T S S S S S s st St St S S S S S S S S i

| Code | Identifier | Length



T T S D T i S SR S R I i S S S A

Type | Subt ype

S S s sl St N S

The semantics of the fields is described bel ow

Code

2 for Response

I dentifier
See [ 6]
Length

The |l ength of the EAP Response packet, 6.

Type

TBD

Subt ype

3 for USI M GSM Aut henti cati on- Rej ect

4.6. EAP-Response/ USI M Synchroni zati on-Fail ure

The format of the EAP-Response/ USI M Synchroni zati on-Fail ure packet

is shown bel ow.

0 1 2 3
01234567890123456789012345678901

T I T S e T it S S S S S S S o S S S e s

| Code | Identifier | Length |
B R s i ol i ot S S S e e I alth St S SRR R S SR
| Type | Subt ype | AUTS |

T i T S S L T T s |



5.

B S S T S S S S S s st St St S S S S S S S S i

The semantics of the fields is described bel ow
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Code

2 for Response

Identifier
See [ 6]
Length

The |l ength of the EAP Response packet, 20.

Type

TBD

Subt ype

4 for USIM Synchroni zation-Fail ure

AUTS

The AKA AUTS paraneter, 112 bits (14 bytes).

Interoperability with GSM

[ Page 16]

May 2001



The EAP AKA protocol is able to authenticate both UMIS and GSM
users, if the subscriber’'s operator’s network is UMIS aware. This is
because the home network will be able to determine fromthe

subscri ber records whet her the subscriber is equipped with a UMIS
USIMor a GSM SIM A UMIS aware hone network wi Il hence al ways use
UMIS AKA with UMIS subscribers and GSM aut hentication with GSM
subscribers. Wth GSM subscri bers, the EAP AKA protocol is always
used in the GSM conpati bl e node.

It is not possible to use a GSM AuC to aut henticate UMIS
subscribers. (Note that if the home network doesn’t support an
aut hentication nmethod it should not distribute SIMs for that
met hod. )

However, it is possible that the node actually terninating EAP and
the node that stores the authentication keys (AuC) are separate, and
support different authentication types. |f the node terninating EAP
is GSMonly but AuC is UMIS-aware, then authentication can still be
achi eved using the GSM conpati bl e version of EAP AKA. This

aut hentication will be weaker, since the GSM conpati bl e node does
not provide for nutual authentication. Section 6.8.1.1 in [1]
speci fies how the GSM SRES paraneter and the Kc key can be

cal cul ated on the USIM and the AuC. If a UMIS term nal does not want
to accept the GSM conpati bl e version of this protocol, then it can
reject the authentication with the EAP-Response/ USI M GSM

Aut hent i cati on- Rej ect packet.
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In conclusion, the follow ng table shows which variant of the EAP

AKA protocol should be run under different conditions:

SI M EAP node AuC EAP AKA node

UMIS  (any) GSM (illegal)



UMIS GSM GSM+UMTS GSM
UMIS  GSMHUMTS GSMFUMT'S UMTS

6. | ANA Consi derati ons
| ANA has assigned the nunber TBD for EAP AKA aut henti cati on.

7. Security Considerations
| mpl ement ati ons running the EAP AKA protocol will rely on the
security of the AKA schenme, and the secrecy of the symetric keys
stored in the USIM and the AuC.

8. Intellectual Property Right Notices
On IPR rel ated issues, Nokia and Ericsson refer to the their
respective statenents on patent |icensing. Please see
http://ww.ietf.org/ietf/1PR NOKIA and
http://ww.ietf.org/ietf/|PR ER CSSON Gener al
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