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1 Scope and objectives

It was agreed in the September ad hoc meeting of SA3 to progress a SIP-level solution mechanism for (SIP)
message integrity protection in the IMS for the UE-to-Proxy CSCF hop. In meeting S3#20, SA3 agreed to
include text in draft TS 33.203 that outlines such a mechanism. The mechanism proposed isthe HTTP Digest
security framework with extensions. The extensions that permit complete bi-directional message integrity
protection between a User Agent (e.g., an IMS UE) and an Outbound Proxy (e.g., P-CSCF) must be agreed
withinthe IETF. To thisend, Nortel Networks and Ericsson have authored a new Internet Draft, “ Single Hop
Message Authentication in SIP” (draft-sen-si pping-onehop-digest-00.txt) for submission to IETF.

The objectives of this draft are to: (a) enhance the behaviour of SIP proxies such that complete bi-directional
integrity protection is possible (e.g., enable an Outbound Proxy to pre-emptively add a message checksumto a
terminating SIP request [such as INVITE] transmitted toward a User Agent); and (b) enlarge the scope of
integrity protection for the one-hop situation to include the entire SIP message rather than just the message body.

The authors of this draft believe that the proposed extensions should permit HTTP Digest to satisfy the Release 5
reguirements for IMS message integrity protection. SA3 feedback and analysis on thisissue is welcome.

The attached draft will be presented in the next IETF meeting (IETF #52 - Salt Lake City, December 9-14,
2001). It issubmitted to this meeting for discussion.
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Status of this Meno

This docunent is an Internet-Draft and is in full confornmance

with all provisions of Section 10 of RFC2026.

Internet-Drafts are worki ng docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that

ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi mum of six
nmont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress.”
The list of current Internet-Drafts can be accessed at

http://ww. ietf.org/ietf/1lid-abstracts.txt
The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htm
Abst r act

To date, the HTTP access authentication framework, as described in

[ RFC2617] and as used in [SIPbis05], has permtted limted SIP
message aut hentication from UAC to Proxy/UAS, Proxy to Proxy, and
Proxy to UAS. This draft addresses some of the shortcomings of SIP
usage of Digest for nessage authenticati on between a SIP User Agent
and a Proxy one hop away (e.g., an outbound Proxy). For the nessages
exchanged between the UA and a Proxy one hop away, the Service

Provi der may want to provide a different |evel of protection than
that possible for the sane nessages end-to-end. Authentication of
both requests and responses traveling in either direction should be
possi bl e with m ni mum nunber of necessary roundtrip exchanges. W

di scuss sonme the limtations of SIP D gest nessage authentication
framework in satisfying these requirements and propose possible
solutions. A new value of the "qgop-options" paraneter woul d indicate
to a SIP entity that the challenging entity is one hop away and the
maxi mum protection of SIP nmessage is required. Some other aspects of
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this solution are in the form of behavi or enhancenents of SIP Proxy
and UA.
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1 Introduction

To date, the HTTP access authentication franmework, as described in
[ RFC2617] and as used in [SIPbis05], has permtted limted SIP
message aut hentication from UAC to Proxy/UAS, Proxy to Proxy, and
Proxy to UAS. This draft addresses some of the shortcom ngs of SIP
usage of Digest for nessage authentication between a SIP User Agent
and a Proxy one hop away (e.g., an outbound Proxy). For the messages
exchanged between the UA and a Proxy one hop away, the Service
Provi der may want to provide a different |evel of protection than
that possible for the same nessages end-to-end. Thus, it may be
required that integrity protection of the entire nessage (except
per haps the header carrying the credential) be provided.

Aut hentication of both requests and responses traveling in either
direction should be possible with m ni mum nunber of necessary
roundtri p exchanges. The latter consideration is particularly

i mportant for access networks that are resource-constrained and
prone to large round-trip tines.

In Section 3, we discuss sone the limtations of SIP Digest nmessage
aut hentication framework in satisfying sone of the above

requi rements and propose possible solutions. A new value of the
"qop-options" parameter would indicate to a SIP entity that the
challenging entity is one hop away and the maxi mum protection of SIP
message is required. Other aspects of this solution are in the form
of behavi or enhancements of SIP Proxy and UA. In Section 4, the
solution is exenplified with some high-1level call flows.

2 Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTI ONAL" in
Sen Expires May 2002 [ Page 2]
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this docunment are to be interpreted as described in RFC 2119.



3 Digest for SIP Message Authentication between UA and Proxy one hop
away

We believe that the requirenents discussed in the rest of this
section are either not clearly addressed in the existing SIP
aut hentication framework or not addressed at all

Requirenment# 1. It would be possible to authenticate all SIP
nmessages between the UA and the Proxy at the |level of protection
negoti at ed between them

This can be deconposed into two scenari os.
A) UAC-Proxy nessage authentication

For authenticating requests fromthe UAC [ RFC2617], the Proxy issues
the Digest challenge in the Proxy-Authenticate header in a 407
response. In response to the chall enge, the UAC shoul d include the
credential in Proxy-Authorization header and resubmt the request.

It is not clear from[RFC2617] or [ SIPbis05] how the response
forwarded upstream by the Proxy towards the UAC will be
authenticated at the protection |evel negotiated between the Proxy
and the UAC. It is proposed here that the Proxy insert the

Aut henti cation-1nfo header (with the proper credential) in the
response that it forwards upstreamtowards the UAC

B) UAS- Proxy nessage authentication

According to [ RFC2617], the UAS can authenticate requests forwarded
by the Proxy as follows: the UAS nust generate a 407 response with a
Proxy- Aut henti cate header containing a Digest challenge. In
response, the Proxy should re-submt the request with a Proxy-

Aut hori zati on header carrying the credential. Al subsequent
responses fromthe UAS to be authenticated by the Proxy should carry
t he Proxy-Authentication-Info header with proper credential

However, a couple of problens arise for UAS-Proxy authentication in
SIP. First, the use of Proxy-Authentication-Info header is not
mentioned in [SIPbis05]. Secondly, a Proxy is prohibited from addi ng
the Proxy-Aut horization header to a forwarded request, unless the
request is re-submitted. It is required that a Proxy re-subnitting a
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request must increase the CSeq header field of the request inplying
that when the correspondi ng response is received at the UAC, it
woul d be dropped. To alleviate the problem it has been suggested in
the list that the Proxy should be able to "resubnit" a request just
by changi ng the branch parameter of the top-nobst Via header (this is
equi val ent of doing an enpty fork). To the UAS, this is a new
transacti on anyway.

If the UA and the Proxy had al ready authenticated each other, this



woul d allow the Proxy to insert a Proxy-Authorization header
(containing its credential) in an incom ng request to be forwarded
preenmptively (i.e., without waiting for a challenge, and thereby
avoiding a roundtrip) to the UAS. If the credential is deened valid
by the UAS, the response sent back should contain a Proxy-

Aut hentication-Info header for nutual authentication by the Proxy.
If the credential is deened invalid to the UAS, it will send a 407
response with a Proxy-Authenticate header containing a D gest
chal l enge and the Proxy would "re-submt" the request in the sane
way as above.

Requirement # 2: The security nechani smnust be able to protect a
SI P message to the naxi num extent possible, when the SIP entities
are just one hop away. Also, the framework shoul d support replay
protection for all nessages.

This is deconposed into two parts, which are eval uated separately.
A) Maximum Integrity protection of SIP nmessages:

Di gest supports integrity protection of the SIP nmessage body (not
the headers) when the qop-options directive within the Di gest
challenge is set to the value "auth-int". A new qop-options val ue -
"aut h-extd-int" is proposed, which when set by the SIP entity one
hop away issuing the challenge, will direct the client to include
for integrity protection all headers and bodi es of the nessage that
are nutually agreed on for maxi mum protection. For exanple, this

m ght mean that the A2 paranmeter of the Digest response [ RFC2617] is
comput ed as foll ows:

A2 = H(entire nmessage with all headers in canonical form excluding
the header which carries the credential).

B) Anti-replay protection:

This is really a function of how the server generates the nonce. In
order to limt performance inpact, it may be required that the sanme
nonce be used over multiple nessages. In that case, the nonce-count
is useful to provide replay protection. It is recommended that the
Proxy server generate a new nonce val ue whenever possible. For
exanple, if the UAS sends its authorization credentials to the Proxy
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in the Proxy-Authentication-Info header, it should send a new next-
nonce val ue.

Requirement # 3: In order to avoid excess round-trip, a Proxy should
be able to piggyback its challenge in a 401 or 407 response that it
forwards upstreamto the UAC. This is useful in certain operations
where the user authentication and nessage authenticati on nmechani sns
are different and take place at different network entities. An
exanple of this is the third generation nobile network [3gpp-req]
where the authentication of the SIP UA m ght be conducted at an
entity different than the Proxy with whomthe UA establishes the
nmessage integrity relationship.



Sen
I nt

[ RFC2617] notes that if a client is to be authenticated by nultiple
entities, the challenges nust be carried in different responses.
However, [ SIPbis05] allows for the Proxy to aggregate nultiple
chal l enges in responses to forked requests and insert themto a
single 401 or 407 response to be sent upstream The sane mechani sm
can possibly be | everaged by the Proxy, which can add a Proxy-

Aut henti cate header (carrying its challenge) to a 401/407 response
that will be forwarded upstream GCenerally, a Proxy sends its
chal I enge upstreamin a 407 response. The UAC responds with a

mat chi ng credential for each chall enge.

Exanpl e Call Fl ows

W will consider an exanple utilizing a nobile, wireless termnal as
UAto illustrate sone of the above proposals. There is a SIP serving
proxy (also acting as a Registrar) that would authenticate the UA
and woul d al so support the ability to terninate INVITES to the UA
There is a SIP outbound Proxy that acts as a "point of presence" for
the roaming UAto the SIP world. At the tine of registration, the
roam ng user is authenticated by the serving Proxy. Subsequently,

al | nessages between the user agent and the outbound Proxy nust be
aut henticated. Two cases are consi dered.

CASE 1. UA registering and originating a cal

UA Qut bound Pr oxy Servi ng Proxy
I I I
| REGQ STER F1 | |
I >| REG STER F1 |
I
I I
| 401 Unaut horized F2
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F1. UA sends a REGQ STER nessage to the outbound Proxy, which is
forwarded to the serving Proxy.

F2: The serving Proxy returns a 401 "Unauthorized" message

cont ai ni ng a WANM Aut henti cate header carrying an authentication
chal l enge. The challenge nay utilize any known authenticati on
nmet hod.

SIP/2.0 401 Unaut hori zed
WAut henticate:...

F3: The out bound Proxy adds a Proxy-Authenticate header to 401
containing the proxy-initiated security challenge. This exanple
features a Digest challenge so as to illustrate the usage of the new
gop-options value "auth-extd-int".

SIP/2.0 401 Unaut hori zed

WAV Aut henti cate: . ..
Proxy- Aut henti cate: Di gest real m=MOBI LEUSR nonce=<anyval ue>,
al gori t hmeMD5, qop=aut h-extd-int

F4: The UA re-sends the REG STER with the authentication response in
Aut hori zation header and the Di gest response in Proxy-Authorization
header .
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REG STER si p: server.nortel.com SIP/2.0

Aut hori zation: ...

Proxy- Aut hori zati on: Di gest usernanme=<user>, real m=MOBI LEUSR,
nonce=<anyval ue>, uri=<SIP-URI>, response=<nmessage-di gest >,
cnonce=<val ue>, nc=1, qgop=auth-extd-int

F5: The outbound Proxy forwards the REGQ STER after verifying the
Di gest response and stripping off the Proxy-Authorization header.

REG STER si p: server.nortel.com SIP/2.0
Aut hori zation: ...

F6: The 200 OK to the REA STER arrives at the Proxy. The Proxy
inserts the Authentication-Info header in the 200 OK for

aut henticating the message to the UAC [Note: this assunmes that the
aut henti cation of the REG STER nessage at the Proxy in step F5 is
successful ].

SIP/2.0 200 K
Aut henti cation-Info: nextnonce=<anyval ue>, qop=auth-extd-int,
r spaut h=<nmessage- di gest >, nc=1



F7: A subsequent |INVITE request to a user Bob, nust al so be
integrity protected - the UA pre-enptively adds the Proxy-
Aut hori zati on header

I N\VI TE sip: bob@erver.nortel.comSIP/2.0

Proxy- Aut hori zati on: Digest usernane=<user>, real m=MOBI LEUSR
nonce=<anyval ue>, uri=<SIP-URI>, response=<nmessage-di gest >,
chonce=<val ue>, nc=2, qop= auth-extd-int

F8: The 200 K response is forwarded to the UA by the Proxy after
i nserting the Authentication-Info header

SIP/2.0 200 &K
Aut henti cati on-1nfo: qop=auth-extd-int, rspauth=<message-
di gest >, nc=2

F9: UA sends an ACK nessage conplete the I NVITE transaction
ACK sip: bob@erver.nortel.comSIP/2.0
Proxy- Aut hori zati on: Digest usernane=<user>, real m=MOBI LEUSR

nonce=<anyval ue>, uri=<SIP-URI >, response=<nmessage-di gest >,
cnonce=<val ue>, nc=3, qop= auth-extd-int
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CASE 2: UA receives an incom ng | NVITE through the outbound Proxy.
The UA and the outbound Proxy has mutual ly authenticated as
descri bed in CASE 1.

UA Qut bound Proxy

I I

| | I NVI TE

| INVITE F1 RS
[SEEEEEEEEEREEEES |

I I

| oo >|

| 200 K F2 [------------- >
| | 200 K

I I

| | <------em---
R | ACK

| ACK F3 |

I

F1: The Qutbound Proxy receives an incomng |INVITE. The Proxy
nodi fies the branch paranmeter in the top-nost Via header, inserts
the Proxy-Authorization header containing the D gest credentials and



"re-submits" the request to the UAS

I NVI TE sip: tom@ost.nortel.comSIP/ 2.0
Via: SIP/2.0/UDP server.nortel.con branch=23ade45. 1

Proxy- Aut hori zati on: Digest usernane=<user>, real m=MOBI LEUSR
nonce=<anyval ue>, uri=<SIP-URl > response=<message-di gest >,
cnonce=<val ue>, nc=1, qop= auth-extd-int

F2: If the authentication is successful, the UAS sends a 200 OK with
t he Authentication-Info header

SIP/2.0 200 K
Aut hentication-Info: qop=auth-extd-int, rspauth=<message-
di gest >, nc=1

F3: The Proxy inserts the Proxy-Authorization in the incom ng ACK
nmessage and again "resubmts" the request
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ACK sip: tom@ost.nortel.comSIP/ 2.0
Via: SIP/2.0/UDP server.nortel.con branch=23ade45. 1

Proxy- Aut hori zati on: Digest usernane=<user>, real mFMOBI LEUSR
nonce=<anyval ue>, uri=<SIP-URI >, response=<nmessage-di gest >,
chonce=<val ue>, nc=2, qop= auth-extd-int

5 Security Considerations

Most of the security considerations in Section 4 of [RFC2617] stil
apply except that now we can provide a better level of integrity
protection with consequent reduction in risk for MTM attacks.
However, since the authentication nechanisns are carried in the
chal l enges in clear-text, bidding-down type of attack is stil
possi bl e.
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9 Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation nmay be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph
are included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renpoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
English. The limted perm ssions granted above are perpetual and
wi |l not be revoked by the Internet Society or its successors or
assigns. This docurment and the information contained

herein is provided on an "AS | S" basis and THE | NTERNET SOCI ETY AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M5 ALL WARRANTI ES,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT
THE USE OF THE | NFORVATI ON HEREIN W LL NOT | NFRI NGE ANY RI GHTS OR
ANY | MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A

PARTI CULAR PURPCSE. "
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