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Status of this Mno

This docunment is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026 [1].

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that

ot her groups may al so distribute working docunents as |nternet-
Drafts. Internet-Drafts are draft docunents valid for a maxi mum of
six nonths and may be updated, replaced, or obsol eted by other
docunents at any tine. It is inappropriate to use Internet- Drafts
as reference material or to cite themother than as "work in
progress. "

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htnl.

The distribution of this menmo is unlimted.
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1. Abstract

The 3rd Generation Partnership Project (3GPP) has selected SIP [ 3]
as the session establishment protocol for the 3GPP IP Miltinedia
Core Network Subsystem (I M CN Subsysten).

Al though SIP is a protocol that fulfills nost of the requirenents
to establish a session in an IP network, the SIP protocol suite
has never been eval uated agai nst the specific 3GPP requirenents
for operation in a cellular network.

In this docunment we express the requirenents identified by 3GPP to
support SIP for I MCN Subsystemin cellular networks.

2. Conventions used in this docunent

Thi s docunment does not specify any protocol of any kind.
Therefore, the use of the key words "MJST", "MJST NOT",
"REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
"RECOMVENDED', "MAY", and "OPTIONAL" in this docunent, as
described in RFC-2119 [2], does not apply.
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| nt roducti on

3GPP has selected SIP [3] as the protocol to establish and tear
down mul tinmedia sessions in the IP Miultinmedia Core Network
Subsystem (I M CN Subsysten). A description of the I M CN Subsystem
can be found in [4]. A conprehensive set of session flows can be
found in [5].

This docunent is an effort to define the requirenents applicable
to the usage of the SIP protocol suite in cellular networks, and
particularly in the 3GPP I M CN Subsystem

The rest of this docunent is structured as foll ows:

Section 5 offers an overview of the 3GPP | M CN Subsystem Readers
who are not famliar with it should carefully read this section.

Section 6 contains the 3GPP requirenents to SIP. Requirenents are
grouped by categories. Sone requirenments include a statenent on
possi bl e solutions that would be able to fulfill the requirenent.
Note also that, as a particular requirenment mght be fulfilled by
different solutions, not all the solutions m ght have an inpact on
SI P
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5. Overview of the 3GPP | M CN Subsystem

This section gives the reader an overview of the 3GPP I M CN
Subsystem It is not intended to be conprehensive. But it provides
enough information to understand the basis of the 3GPP I M CN
Subsystem Readers are encouraged to find a nore detail ed
description in [4], [5] and [6].

For a particular cellular device, the 3GPP | M CN Subsyst em net wor k
is further deconposed in a hone network and a visited networKk.

An | M CN Subsystem subscri ber belongs to his or her home network.
Services are triggered and nay be executed in the home network.
One or nore SIP servers are deployed in the SIP home network to
support the IP Multinmedia Subsystem Anong those SIP servers,
there is a SIP serving proxy, which is also acting as a SIP

regi strar. Authentication/Authorization servers may be part of the
honme network as well. Users are authenticated in the hone network.

The visited network contains a SIP outbound proxy to support the
UA. The SIP outbound proxy in the visited network nay transl ate
locally dialed digits into international format, detect emergency
sessions, maintain security associations between itself and the
termnals, and interwork with the resource nanagenent in the
packet networKk.

The SI P outbound proxy is assigned after the nobile has connected
to the access network. Once this proxy is assigned, it does not
change while the nobile remains connected to the access networKk.
Thus the nobile can nove freely within the access network w t hout
SI P out bound proxy reassi gnnent.

The hone network may support also a SIP entry proxy. This node nay
act as the first entry point for SIP signaling to the hone network
and may decide (with the help of |ocation servers) which SIP

regi strar server to assign to a particular user. Typically the
address of the home network SIP entry proxy is configured in DNS
in the formof a DNS SRV record for SIP

Addi tionally, home and visited networks may deploy, if required, a
SI P hiding proxy. The main purpose of the SIP hiding proxy is to
hi de the network configuration.
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The 3GPP | M CN Subsystemis designed to be access i ndependent.
Access is granted from 3GPP cellular termnals or from other
term nals that use other accesses out of the scope of 3GPP

3GPP cellular IP Multinmedia termnals use the existing General
Packet Radio Service (GPRS) [6] as a transport network for IP
datagrans. The termnals first connect to the GPRS network to get
an | Pv6 address. In order to do this, the terminals nust performa
(GPRS) Attach procedure followed by a (GPRS) PDP Cont ext
Activation procedure. These GPRS procedures are required to be
conpl eted before any IP Multinedia session can be established.

As a result of the above-nentioned GPRS procedures, the term nal
has obtained an | Pv6 address. In the case of non-roam ng
termnals, the | Pv6 address belongs to the hone network address
space. In the case of a roaning termnal, the |IPv6 address bel ongs
to the visited network address space. The address does not change
as the nmobile termnal noves while still attached to the sane

net wor k addr ess space.

If the term nal noves froma GPRS access to another GPRS access,
t he above-nenti oned GPRS procedures needs to start fromthe
beginning to all ocate an | Pv6 address to the termnal.

Figure 1 shows an overview of the 3GPP architecture for IMCN

Subsystem
o e e + e e e e e e + o e e a - +
E +
| SIP |
| server |
| +--o oo +
+ |+ /
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Figure 1. Overview of the 3GPP I M CN Subsystem architecture

Anot her possible configuration is depicted in Figure 2. In that
case, a general - purpose conputer (e.g., a laptop conputer) is
connected to a GPRS term nal. The conputer hosts the Miltinedia
application (conprising SIP, SDP, RTP, etc.). The GPRS term nal
handl es the radi o access and the GPRS connectivity. Note that, for
the sake of clarity, the home network has not been depicted in the

figure.
Fom e e SR PSS +
R +
I I +- |+
| | || - +
R + | | SIP |
/ [ o-ee- - | | ---]------------- SRR | server|-----
[------- / +- -+ E +
SIP GPRS GPRS access Vi sited Network
client termnal  +------------- L e LT +

Figure 2: A conputer connected to a GPRS term nal

Services are typically executed in an application server. The
interface between the SIP server and the application server is
based on SIP. However, certain operators may want to reuse the

exi sting technol ogy, and therefore, they may need to interoperate
SIP with protocols like CAMEL/Intelligent-Netwrk or Qpen services
Architecture (OSA).
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6. 3CGPP Requirenments on SIP
6.1 Ceneral requirenents

This section does not specify any particular requirenent to SIP
However, it includes a list of general requirenents that nust be
consi dered when devel opi ng solutions to particular requirenents.

6.1.1 Efficient use of the radio interface

The radio interface is a scarce resource. As such, the exchange of
si gnal i ng nessages between the UA and the network shoul d be

m nimzed. Al the mechani sns devel oped shoul d make an efficient
use of the radio interface.

See also the related requirenents in section 6.5.

6.1.2 Mninmum session setup tine

Al'l the procedures and nmechani sns shoul d have a m ni mum i npact on
the session setup tinme as perceived by the user. Wen there is

a choi ce between perform ng tasks at session establishnment and in
transactions prior to session establishnent, then the tasks should
be perforned prior to session establishnent.

See also the related requirenents in section 6.5.

6.1.3 Mninmm support required in the term nal

As terminals could be rather snmall devices, nenory requirenents,
power consunption, processing power, etc. should be kept to a

m ni mum Mandati ng support for additional protocols in the

term nal nust neet this requirenent.

6.1.4 Roam ng and non roam ng

The devel oped sol utions should work efficiently in roam ng and

non-r oam ng scenari o0s.

6.1.5 Mbility managenent

Net wor k Wor ki ng G oup Expiration 05/31/02
7



3GPP requirenents on SIP Novenber 2001

As nobility managenment i s nanaged by the access network, there is
no need to support nobility managenent in SlIP.

6.1.6 | P version 6

The I P CN Subsystemis solely designed to use IP version 6
addr esses.

6.2 SIP outbound proxy in the visited network
6.2.1 SIP outbound proxy in the visited network

A SI P out bound proxy, typically in the visited network, must be
supported in both roam ng and non-roam ng case, even when the SIP
serving proxy in the hone network is located in the sane network
as the SIP outbound proxy.

6.2.2 Discovery of the SIP outbound proxy

There nust be a general nmechanismto configure the UA with the
address of the SIP outbound proxy in the visited network.

The Internet Draft "DHCP option for SIP servers"” [7] may be a good
starting point to neet this requirenment. However, there is no
support for IPv6 in this Internet Draft.

3GPP has anot her mechani sm provi ded by the GPRS access network
that nmeets this requirenent, in addition to the above one.

6. 2. 3 Renpval of headers

Via and Record-Route headers in SIP have no fixed Iimt and in
practice are very |arge (hundreds of bytes). These headers may
represent a significant fraction of the total size of a typical
SI P nmessage. 3CGPP proposes that the SIP outbound proxy renove and
reinsert these headers on behalf of the nobile termnal, so that
the size of SIP nmessages transnitted over the radio interface is
reduced.

The SI P out bound proxy nust be able to renove the network
generated contents of the Via and Record-Route headers of the SIP
requests to be sent to the UA. These contents are reinserted in
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t he appropriate headers of the responses, as if they would have
been included by the UA. This reduces SIP nessage sizes and thus
transm ssi on del ay and peak bandwi dth requirenents over the radio
i nterface.

6.3 Registration

Note that in SIP, registration is nmerely the association between
SIP URLs and various Contacts. No additional information is
implied by the existence of such registration data.

6.3.1 Registration required

A user nust register to the | MS before he/she can term nate any
sessions. In addition, it is desirable for the user to register
before initiating any sessions. The rationale behind this is that:

1. The user nust be reachable for term nating sessions and
servi ces;

2. The user is pre-authenticated early, so that authentication
does not contribute to post-dial delay.

3. The user is assigned a particular serving proxy. The serving
proxy downl oads the service profile for that user.

The procedure should not have a penalty on the session setup tine
(see also requirenment 6.1.2).

6.3.2 Location of the SIP Registrar

The hone network nust maintain one or nore SIP registrars. The SIP
regi strar authenticates the user and registers the |IP address
where the user can be | ocated.

Once the termnal is switched on, the UA reads its configuration
data. This data nay be stored in a SIMcard or any other nenory
devi ce. The configuration data contains an identification of the
home network. The device finds the SIP registrar address fromthe
home network domai n nane. The termi nal sends the registration

t hrough the SIP outbound proxy.

In order to support the search of the registrar, the hone network
contains one or nore SIP servers that are configured in DNS with
the SRV record of SIP. These are the hone network entry proxies.
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Their mssion is to serve as a first point of contact in the hone
network, and decide (with the help of |ocation servers) which SIP
regi strar server to assign to a particul ar user.

The procedures specified in SIP [3], section 1.4.2, applied to a
REG STER nessage seens to be sufficient to nmeet this requirenent.

6.3.3 Efficient registration

Due to the scarce radio interface resource, a single registration
must be sufficient to insure that the nobile UA is reachable from
both the honme and visited networks.

A single REGQ STER nessage, addressed to the registrar, my
traverse the SIP outbound proxy in the visited network. This can
install, if needed, soft registration states in the SIP outbound

pr oxy.

6.3.4 Registration for roam ng and non roan ng cases

In order to facilitate roam ng between di fferent networks, the UA
nmust be able to register independent of its roam ng status. In the
interest of sinplicity, it is desirable for the registration
procedure to be the sanme within both home and visited networks.

6.3.5 Visited domai n nane

The hone network nust be able to validate that there is a roam ng
agreenent between the home and the visited network. The hone
network needs to validate that the user is allowed to roamto such
a visited network. Therefore, there nust be a nechani sm so that
the visited network identity is known at registration tinme in the
home network. As such, the visited network identity nust be
transported fromthe SIP outbound proxy to the honme network.

It is acceptable to represent the visited network identity as a
vi sited network domai n nane.
6.4 De-registration

6.4.1 De-registration of users

Net wor k Wor ki ng G oup Expiration 05/31/02
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There nust be a procedure for a user to de-register fromthe
network. This procedure may be used, e.g., when the user
deactivates the term nal

We believe that a REA STER with an expiration tiner of 0 will neet
t he requirenent.

6.4.2 Network initiated de-registration

There are a nunber of situations where the network needs to de-
regi ster a previously registered UA. Exanples include 6.4.3, 6.4.4
and 6.4.5.

Continued function requires that the affected UA re-registers in a
timely fashion. This inplies a need for a notification mechani sm
to informthe UA of the need to re-register.

We believe this requirenment is met by the SIP events [15] and a
regi stration event package, simlar to the one defined in [40].

6.4.3 Network initiated de-registration, network naintenance

The I M CN Subsystemmay initiate the network initiated de-

regi stration procedure due to forced re-registrations from
subscribers, e.g. in case of data inconsistency at node failure,
in case of SIMIlost, etc. Canceling the current contexts of the
user spread anong the network nodes at registration, and inposing
a new SIP registration solves this condition

6.4.4 Network initiated de-registration, network/traffic
det er m ned

The system nust support a nechanismto avoid inconsistent

i nformati on storage and renove any redundant registration
information. This case will occur when a subscriber roans to a

di fferent network. This case occurs in normal nobility procedures
when the user roans from one access network to anot her one, or
when i nposi ng new service conditions to roaners.

6.4.5 Network initiated de-registration, adm nistrative
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For different reasons (e.g., subscription term nation, | ost
termnal, etc.) a home network adm nistrative function may
determne a need to clear a user’s SIP registration. This function
initiates the de-registration procedure and nay reside in various
el enents dependi ng on the exact reason for initiating the de-

regi stration.

There nust be a procedure for an entity in the network to de-
regi ster users. The de-registration informati on nust be avail abl e
at all the proxies that keep registration state and the UA

We believe that a procedure based on SIP events [15] and a
regi stration package will neet the requirenent.

6.5 Conpression of SIP signaling

As the radio interface is a scarce resource, the transport of SIP
nmessages over the radio interface nmust be done efficiently.

Therefore, there nust be a mechanismto efficiently transport SIP
signal i ng packets over the radio interface, by conpressing the SIP
si gnal i ng nessages between the UA and the SIP outbound proxy, and
by conpressing the I P and transport |ayer protocol headers that
carry these SIP nessages.

6.5.1 Extensibility of the SIP conpression

The chosen sol ution(s) nust be extensible to facilitate the

i ncorporation of new and i nproved conpression algorithms in a
backward conpati bl e way, as they becone avail abl e.

6.5.2 SIP conpression and roam ng

The chosen solution(s) for SIP conpression nust work in roam ng
scenari 0s.

6.5.3 Mnimal inpact of SIP conpression on the network

Application specific conpression nust mnimze inpacts on existing
3GPP network, e.g. the conpression nust be defined between the UA

at the SIP terminal and the outbound SIP Proxy in the visited
net wor k.
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6.5.4 Optionality of SIP conpression

It nmust be possible to | eave the usage of conpression for SIP
signaling optional. To facilitate nobile term nal roam ng between
net wor ks whi ch are using conpression, the nobile term nal should
al ways support ability to conpress SIP signaling. |If conpression
i s not supported, conmunication may continue w thout conpression,
depending on the local policy of the visited network.

6.5.5 Default algorithmfor SIP conpression

If SIP signaling conpression is used, a default algorithm nust be
supported by the UA and the network el ements involved for
conpr essi on.

6.5.6 Conpression Negotiation

There nust be a mechanismto negotiate between the UA and the
first SIP outbound proxy the conpression algorithmto be used. The
type of negotiation mechani smthat should be inplenented is that
the UAC includes a |ist of conpression algorithnms and the first
SI P out bound proxy responds with the sel ected one. Subsequent SIP
nessages are conpressed based on the agreed al gorithm

Note: 3GPP is investigating if the conpression of SIP signaling is
negotiated on a per call basis, on a per registration basis or
sonmet hing conpletely different. More information will be provided
in future versions of this docunent.

6.6 QS requirenents related to SIP
6.6.1 I ndependence between QoS signaling and SIP
The sel ection of QoS signaling and resource allocation schenes
nmust be i ndependent of the sel ected session control protocols.
This allows for independent evolution of QoS control and SIP.

6. 6.2 Coordination between SIP and QoS/ Resource allocation

6.6.2.1 Allocation before alerting
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In establishing a SIP session, it nmust be possible for an
application to request that the resources needed for bearer
establishment are successfully allocated before the destination
user is alerted. Note, however, that it nust be al so possible for
an SIP application in a ternminal to alert the user before the
radi o resources are established (e.g. if the user wants to
participate in the nmedia negotiation).

We believe this requirenment is nmet by [8] and [21].

6.6.2.2 Destination user participates in the bearer negotiation
In establishing a SIP session, it nust be possible for a
term nating application to allow the destination user to
participate in determ ning which bearers shall be established.
We believe this requirenment is nmet by the standard SDP negoti ation
described in [3] and the extensions described in [8] and [21].
6. 6.2.3 Successful bearer establishment
Successful bearer establishnent nust include the conpletion of any
required end-to-end QoS signaling, negotiation and resource
al I ocati on.
We believe this requirenment is net by the procedures described in
[8] and [21].

6.7 Prevention of theft of service
The possibility for theft of service in the 3GPP | M CN Subsystem
shall be no higher than that for the correspondi ng GPRS and
circuit switched services.
We believe this requirenent is net by the procedures described in
[9].

6.8 Radi o resource authorization

As radi o resources are very valuable the network nmust be able to
manage these in a controlled manner. The network nust be able to
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identify who is using these resources and be able to authorize
t heir usage.

We believe this requirenent is net by the procedures described in

[9].

6.9 Prevention of denial of service

The system unavailability due to denial of service attacks in the
I M CN subsystem shall be no greater than that for the
corresponding GPRS and circuit sw tched services.

We believe this requirenent is net in part by the procedures
described in [9].

6.10 ldentification of users
6.10.1 Private user identity

To use the 3GPP I M CN Subsystem a subscriber nust have a private
user identity. The private identity is assigned by the hone

net wor k operator, and used, for exanple, for registration,

aut hori zation, adm nistration, and possi bly accounting purposes.
This identity shall take the formof a Network Access ldentifier
(NAI') as defined in RFC 2486 [ 10].

The private user identity is not used for routing of SIP nessages.
The private user identity is a unique global identity defined by

t he Honme Network Operator, which may be used within the hone
network to uniquely identify the user froma network perspective.

The private user identity is not accessible by the user. Typically
this identity is stored in a SIMcard.

The private user identity shall be permanently allocated to a user
(it is not a dynamc identity), and is valid for the duration of
the user’s subscription with the home network.

6.10.1.1 Private user IDin registrations

The UA nust deliver the private user identity to the SIP outbound
proxy and the registrar at registration tine.
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The private user identity is used as the basis for authentication
during registration of the subscriber. The termauthentication is
used in this docunment with the sane neaning as it is defined in
[39].

The current working assunption is that this requirenment is net by
popul ati ng the From header val ue of the REAQ STER nessage with the
private user |ID.

6.10.2 Public user identities

To use the 3GPP I M CN Subsystem a subscriber nmust have one or
nore public user identities. The public user identity/identities
are used by any user for requesting conmunications to other users.
For exanple, this mght be included on a business card.

Different public user identities nmay be grouped into a user
profile. A user may have different profiles, each one containing
di fferent public user identities. A public user identity can be
part of a single user profile.

The current working assunption in 3GPP is that this requirenent is
nmet by popul ating the To: header value of a REG STER nessage with
the public user ID. In an outbound call, the From and/or the
Renot e- Party-1 D header val ues are populated with any of the public
user identities.

6.10.2.1 Format of the public user identities

The public user identity/identities nust take the formof a SIP
URL (as defined in SIP [3] and RFC2396 [11]) or the formof a
E. 164 nunber [12].

We believe this requirenment is nmet by using SIP URLs and tel ephone
nunbers represented in SIP URLs as described in SIP[3]. In
addition, tel: URLs as specified in [13] can be used to fulfil

t he requirenent.

6.10.2. 2 Registration of public user |IDs
It nmust be possible to register globally (i.e. through one single

UA request) a subscriber that has nore than one public identity
that bel ongs to the same user profile, via a mechanismwi thin the
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I M CN Subsystem 1In this case, the user will be registered with
all the public identities associated to a user profile. This rnust
not preclude the user fromregistering individually some of

hi s/ her public identities if needed.

We believe this requirement nay be acconplished by external
procedures. For exanple, the user’s profile nmay contain a list of
alias identities that the registrar considers active if the
primary identity is registered.

6.10. 2.3 Authentication of the public user ID

Public user identities are not authenticated by the 3GPP I M CN
Subsystem However the network authorizes that the public user
identity is associated to the registered private user identity.
There is a list of public user IDs that are associated with each
private user IDwthin the I M CN Subsystem The I M CN Subsystem
will reject attenpts to use other public identities with this
private user |ID.

6.10.3 Delivery of the dialed public user ID

Typically a UAwill be registered under a set of different public
user IDs. As such, term nating sessions can be placed to any of
the regi stered public user IDs. The serving proxy, application
server(s) in the termnation network may apply certain filtering
rul es or services based on the initial dialed public user ID. The
UA may al so apply certain filtering rules or services based on the
initial dialed public user ID.

As such, it must be possible to deliver the original dialed public
user IDto the terminating entities, such as the serving proxy,
application servers and the term nating UA

6.11 Ildentifiers used for routing

Routing of SIP signaling within the I M CN Subsystem nmust use SIP
URLs as defined in [3]. E 164 [12] format public user identities
must not be used for routing within the I M CN Subsystem and
sessi on requests based upon E. 164 format public user identities
will require conversion into SIP URL format for internal I MCN
Subsyst em usage.
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We believe that this requirenent is achieved by translating E. 164
nunbers into SIP URLs. A database, such as ENUM [14] m ght do the
j ob.

6.12 Hi ding requirenents

We believe that the requirenments in this section are nmet by the
current SIP protocol [3].

6.12.1 H ding of the network structure

A network operator need not be required to reveal the internal
network structure to another network (in Via, Route, or other
headers) that may contain indication of the nunber of SIP proxies,
domai n nanme of the SIP proxies, capabilities of the SIP proxies or
capacity of the network. Association of the node nanmes of the sane
type of entity and their capabilities and the nunber of nodes may
be kept private within an operator’s network. However disclosure
of the internal architecture nust not be prevented on a per
agreenent basi s.

6.12.2 H ding of |IP addresses

A network need not be required to expose the explicit |IP addresses
of the nodes within the network (excluding firewalls and border
gat eways) .

6.12.3 SI P hiding proxy

In order to support the hiding requirenments, a SIP hiding proxy
may be included in the SIP signaling path. Such additional proxy
may be used to shield the internal structure of a network from
ot her networ ks.

6.13 Cell-1D

The identity of the cell through which the 3GPP UA is accessing
the I M CN Subsystem (Cell-1D) may be used by either the visited or
t he hone network to provide |ocalized services or information on
the location of the termnal during an enmergency call (see al so
requi renent 6.16.3).
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6.13.1 Cell-IDin signaling fromthe UAto the visited and hone
net wor ks

Assunming that the cell-1D is obtained by the UA by ot her
mechani sms out si de the scope or beyond SIP, the cell-ID nmust be
transported at least in the foll ow ng procedures:

Regi stration

Sessi on Establishment (Mbile Oiginated)
Sessi on Establishment (Mbile Term nated)
Sessi on Rel ease

The Cell-1Dis private information and only of interest in the
vi sited and home network serving the UA. Therefore, the Cell-I1D
shoul d be renoved prior to sending the SIP signaling beyond the
network of originating serving proxy.

6.13.2 Format of the cell-ID

The cell-1D nust be sent in any of the formats described in [22].

6. 14 Rel ease of sessions

In addition to the normal nechanisns to rel ease a SIP session
(e.g. BYE), two cases are considered in this section. The
ungraceful release of the session (e.g., the term nal noves to an
out - of -coverage zone) and the graceful session rel ease ordered by
the network (e.g., pre-paid caller runs out of credit).

6.14. 1 Ungraceful session rel ease

If an ungraceful session term nation occurs (e.g. flat battery or
nobi | e | eaves coverage), when a call stateful SIP proxy server
(such as the SIP serving proxy at hone) is involved in a session,
menory | eaks and eventually server failure can occur due to
hangi ng state machi nes. To ensure stable server operation and
carrier grade service, a nechanismto handl e the ungracef ul
session termnation issue nust be provided. W assune that there
is a nmechani sm by which one of the SIP proxies in the path is
notified of the ungraceful session termnation. This allows
transform ng the ungraceful session release into a graceful
session rel ease ordered by the network (see next section). For
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exanple, a stateful SIP server in the signaling path could send a
BYE on behalf of the nobile term nal.

6.14.2 Graceful session rel ease

There nust be a mechanismso that an entity in the network may
order the rel ease of resources to other entities. This may be
used, e.g., in pre-paid calls when the user runs out of credit.

This rel ease nmust not involve any request to the UA to send out a
rel ease request (BYE), as the UA m ght not follow this request.
The receiving entity needs the guarantee that resources are

rel eased when requested by the ordering entity.

The foll ow ng objectives nust be net:

a) Accurately report the termnation to the chargi ng subsystem

b) Rel ease the associ ated network resources: bearer resources and
signaling resources.

Notify other parties to the session, if any, of the session

term nation.

Were feasible, this nmechani sm should be at the SIP protocol |eve
in order to guarantee access independence for the system

6. 15 Routing of SIP nessages

In order to clarify the term nol ogy, we introduce the term vector
to refer to the set of proxies that the INVITE has to traverse.

6.15.1 SIP outbound proxy in the visited network

The 3GPP architecture includes an outbound proxy in the visited
networ k. This outbound proxy provides |ocal services such as

| ocation-specific internationalization functions. In addition, the
out bound proxy may interact with the nmedia reservation mechani sm
to provide authentication and authorization support for nedia
reservation.

6.15.2 SIP serving proxy in the hone network

Al'l session setups nust transit the serving proxy in the hone
network. This allows services to be triggered in the serving proxy
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on behalf of the user (exanple: speed dial substitution). Both the
out bound proxy in the visited network (see previous paragraph) and
the serving proxy in the home network must be transited for every

(non-emergency) nobile-originated session. This inplies a

requi renent for sone sort of source-routing nechanismto assure

t hese proxies are transited correctly.

6.15.3 INVITE might follow a different path than REG STER

The path taken by the INVITE need not be restricted to the
specific path taken by the REG STER However, the path taken by
the INVITE may foll ow the sane path taken by the REGQ STER (e.g.
the INVITE may traverse just the SIP outbound proxy in the visited
network and the SIP serving proxy in the home network, w thout
passi ng through any other proxies).

6.15.4 SIP inbound proxy in the visited network

The visited network may apply certain | ocal policies to incom ng
sessions. Therefore, the visited network may contain a SIP i nbound
proxy for termnating sessions. In general, the SIP inbound proxy
and the SIP outbound proxy are the sanme entity in the visited

net wor k.

6.15.5 Distribution of the Source Routing Vector

Section 6.15.2 and 6.15.4 assune that a source routing mechani sm
is used to effect traversal of the required SIP proxies during
sessi on setup.

There nust be sonme neans of dynamically inform ng the node which
adds the source routing vector (e.g., the outbound proxy or
serving proxy) of what that vector should be.

The hiding requirenments expressed in section 6.12 also apply to
t he vectors.

6. 16 Emergency sessions

It nmust be possible to place an energency session using the | MCN
Subsystem Energency calls will be routed to the energency
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services in accordance with national regulations for where the
subscri ber is |ocated.

6.16.1 Authentication is not required for energency calls

It nmust be possible to place an energency session using SIP

i ndependently on whether the user is authenticated by the I M CN
Subsystem or not. Note, however, that in certain countries, it

m ght be possible to reject an enmergency call when the user is not
aut henticated by the I M CN Subsystem

6.16. 2 SIP outbound proxy support

Emer gency sessions must be handl ed by the SIP outbound proxy in
t he visited network.

6.16.3 Cell dobal IDin emergency sessions

It is required that location information including Cell dobal 1D
(see also requirenment 6.13) be nade available in the initial

I NVI TE and t he BYE nessage for the purpose of |ocating the user
and routing to the appropriate Energency Call Center.

6.16. 4 Types of enmergency calls

It nmust be possible to initiated emergency calls to different
energency call centers, depending on the type of energency. The
foll ow ng types of emergency calls are possible:

- Police

- Anmbul ance

- Fire brigade

- Marine guard

- Mountain rescue

- Spare, at least three different types

6.16.4 Default identifier for emergency calls
In order to support emergency calls in roam ng situations, it mnust

be allowed to establish an emergency call wthout the need to dial
a dedi cated nunber or SIP URL. This allows to dial an emergency
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center based on a nenu, "red button” or a linkage to a car air bag
control

Additionally, it is desirable that the user interface for
energency calls in 3GPP ternminals is simlar to the one in other
SI P net wor ks.

3GPP is currently investigating the applicability of the Universal
Emergency SIP URL described in [36].

6.17 ldentities on session establishnent
6.17.1 Renpote Party ldentification presentation

It nmust be possible to present to the caller the identity of the
party to which he/she nmay dial back to return a call.

We believe this requirenment is net by the procedures described in
[16].

6.17.2 Renpote Party ldentification privacy

In addition to the previous requirenent, the called party nust be
able to request that his/her identity not be revealed to the
cal ler.

We believe this requirenment is net by the procedures described in
[16].

6.17.3 Renpte Party ldentification blocking

Regul at ory agencies, as well as subscribers, may require the
ability of a caller to block the display of their caller
identification. This function may be performed by the destination
subscriber’s SIP serving proxy. In this way, the destination
subscriber is still able to do a session-return, session-trace,
transfer, or any other supplenmentary service.

Therefore, it must be possible that the caller requests to bl ock
the display of his/her identity at the callee's display.

We believe this requirenent is net by the procedures described in
[16].
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6.17.4 Anonym ty

Procedures are required for an anonynous session establishnent.
However, sessions are not intended to be anonynous to the
originating or termnating network operators.

Note: 3GPP is still discussing whether the requirenent is needed
or not.

6.17.4.1 Anonynous sessi on establi shnent

If the caller requests the session to be anonynous, the UAC nust
not reveal any identity information to the UAS.

If the caller requests the session to be anonynous, the

term nating network nmust not reveal any identity or signaling
routing information to the destination endpoint. The term nating
network shoul d di stinguish at |east two cases, first if the caller
i ntended the session to be anonynous, and second if the caller’s
identity was deleted by a transit networKk.

6. 18 Chargi ng

It nmust be possible to apply charging, in a flexible manner based
on any nunber of different charging nodels. Specific charging
nodel s and requirenents for chargi ng are under study. Sone general
requi renents are |listed bel ow

6.18.1 Collection of Call Detail Information

The SIP serving proxy or another SIP server in the home network
must be able to log details of all sessions, such as the duration,
source, and destination of a call, to provide to the charging
subsyst em

6. 18. 2 Support of both prepaid and postpaid nodel s

Operators may choose to offer prepaid and/ or postpaid services.
The prepaid nodel is acconplished with the support of the on-line
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chargi ng nodel. The postpaid nodel is acconplish by the support of
the off-1ine chargi ng nodel .

On-line charging is the process where charging information can
affect, inreal-tine, the service rendered to the user, such as
request for a graceful release of an existing session. On-line
charging interacts with the SIP signaling.

Of-line charging is the process where charging i nformati on does
not affect, in real-tine, the service rendered to the user.

6.19 | Pv6

As the 3GPP architecture is solely based on I P version 6, al
protocol s nmust support |Pv6 addresses.

We believe SIP [3] and SDP [17] neet this requirenment. However,
the "DHCP option for SIP servers” [7] does not support |Pv6.

6.19.1 Interworking IPv6 with | Pv4d

3GPP I M CN subsystemis based on | Pv6. As external networks may be
based on | Pv4 addresses, there is a need to interwork w th such a
external networks. Therefore, interworking between |IPv6 and | Pv4
at the SIP and SDP | evel (UAs and proxies) nust be guaranteed.

6. 20 General support of additional capabilities
6.20.1 Additional capabilities

3GPP is interested on applying and using additional services, |ike
t hose described in [19], [37] and [38]. Although 3GPP is not going
to standardi ze additional services, 3GPP may nake sure that the
capabilities that enable those services are granted in the

net wor k.

As such we believe that the REFER nethod [18] and the Repl aces

header [20] constitute the enablers in order to neet the above
requirenent.

6.20.2 DTMF signalling
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Support for voice calls nmust provide a simlar |evel of service to
the existing circuit based voice service. This includes the
ability to utilize DIMF signaling e.g. for control of interactive
voi ce response systenms such as ticket sales lines, tinmetable
information etc.

The transfer of DTMF tones fromthe nobile termnal to target
systens that may be in the PSTN, or to SIP based solutions (i.e.
no PSTN connection) nust be supported.

The transport of DIMF signals may be required for the whole call,
just for the first part, or fromsone later point in the call i.e.
the start tinme and duration of such signaling is unpredictable.

6.20.3 Early Media

As nmobile termnals will frequently interoperate with the PSTN
support for early nedia is required.

6.21 Three-way handshake in the session description negotiation

Typically a session description protocol |like SDP is used in SIP
to describe the nmedia streans and codecs needed to establish the
session. SIP uses an offer/answer nodel of the session description
where one of the parties offers his session description and the

ot her answers to that offer.

In 3GPP I M CN Subsystem the termnals mght have restrictions
with the menory, DSP capacity, etc. As such, it is required that

t he Session Description negotiation concludes with one out of many
si ngl e codecs per nedia stream Both UAC and UAS nust know, prior
to any nmedia is sent or received, which codec is used for each
nmedi a stream

In 3GPP I M CN Subsystem an efficient use of the network and radio
resources is an inportant requirenent. As such, the network nust
know i n advance which codec is used for a particular nedia stream
The network may use this information to apply the nost appropriate
error correction mechani sm dependi ng on the sel ected codec. The
network access control may use this information as well.

Additionally, it is required that the party who pays for the
resource utilization has the opportunity to decide the codec to
use, once both end parties are aware of the capabilities supported
at the renote UA
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Therefore, it is required a three-way handshake nodel in the

sessi on description negotiation within SIP. This follows the nodel
of offer/counter-offer/response of the session description. In
this nodel the person who pays for the resources offers his
col l ection of codecs, the renote party offers his selection of
avai |l abl e codecs, and again the person who pays deci des which
codec to use.

6. 22 Security Model

Sections 6.22, 6.23 and 6. 24 have been based on the 3GPP docunents
[23], [4], and [24], and the work done by Dirk Kroeselberg in the
Internet-Draft [31] (now expired).

The scope for security of the 3GPP | M CN Subsystemis securing the
SI P signaling between the various SIP entities. Protecting the
end-to-end nedia streans nay be a future extension but is not
considered in the first version of the | M CN Subsystem

It is expected that security for the underlying GPRS network and
the | M CN Subsystem wi || be provided i ndependent of each ot her.
Therefore, SIP signaling security nust be provided i ndependently
of underlying access network security nechanisnms. |In particular,
it nmust be possible to access the | M CN Subsystem services
securely from other accesses than GPRS.

Each operator providing I M CN Subsystem services acts as its own
domai n of trust, and shares a long-term security association with
its subscribers (e.g. pre-shared keys). Operators may enter into
roam ng agreenments with other operators, in which case a certain
| evel of trust exists between their respective donains.

SI P user agents nust authenticate to their hone network before the
use of I M CN Subsystem resources is authorized. The current
wor ki ng assunption in the 3GPP is to perform authentication during
regi stration and re-registrations.

Portions of the SIP signaling nust be protected hop-by-hop.
Looking at Figure 1 in Chapter 5, we can distinguish two distinct
zones where the required security is unique:

- Access Donmi n: Between the SIP user device and the visited
net wor k.
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- Network Donmi n: Between the visited and the hone networ ks, or
i nsi de the hone net wor k.

Characteristics needed in the Access Domain are quite different
fromthose of the Network Domai n because the term nal’s

requi renents on nobility, conmputation restriction, battery limt,
bandwi dt h conservation and radio interface. SIP entities in the
access domai n should be able to maintain security contexts with a
| arge group of users in parallel. Furthernore, Access Donmain
provi des user specific security associations while Network Domain
provi des security associati ons between network nodes. Therefore

t he wei ght of protocols and algorithns and the conpliance of them
Wi th conpression nechani sns are very inportant to Access Domain
Security. It is therefore required that the security solutions
nmust allow different nechanisns in these two domains.

Not e that authentication, as used in this context, neans entity
aut hentication that enables two entities to verify the identity of
the respective peer. This is different from nmessage origin

aut henti cation, which allows a receiver to verify the origin of a
singl e nessage and is provided by the sanme neans as integrity
protection.

6. 23 Access Donmin First-Hop Security
6.23.1 Aut hentication

The client and the home network must authenticate before access is
granted. Also, the client and visited proxy must establish a
security association in a manner that ensures that both the client
and the hone network have accepted such a security association to
be establi shed.

Strong, nmutual authentication nmethod nust be used.

It nmust be possible to support different authentication methods.
Theref ore aut hentication using an extensi bl e authentication
framewor k nust be provi ded.

Aut henti cati on net hods must support the secure storage of |ong-
term aut henti cati on keys and the secure execution of
aut henti cati on al gorithns.

The SIP client’s credentials must not be transferred as plain
text.
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HTTP Basi ¢ Aut hentication sends the passwords as plain text, also,
it is neither strong nor does it offer nutual authentication. HITP
Di gest has an option for nutual authentication. It uses
cryptographi ¢ neans for authentication, but does not protect

agai nst man-in-the-m ddl e attacks where attackers nodify the
request while preserving the authentication headers. Lower |ayer
mechani sms al | ow strong and nmutual authentication (but do not
fulfill other requirenents such as avoi dance of public key
cryptography and the m ninmization of roundtrips at session set-
up). 3GPP intends to reuse UMIS AKA [24], but would prefer to a
generic authentication framework at SIP | evel that supports UMIS
AKA as well as other authentication mechani sns. UMIS AKA applies a
symmetric cryptographi c scheme, provides nmutual authentication,
and is typically inplenmented on a so-called SIMcard that provides
secure storage on the user’s side.

Addi tional requirements related to delegation that apply to the
aut hentication nmethod are given in section 6.23.2.3.

6.23.2 Scalability and Efficiency

3GPP I M CN Subsystens will be characterized by a | arge subscri ber
base of up to a billion users, all of which nust be treated in a
secure nmanner

The security solutions nust allow global roam ng anbng a | arge
nunber of adm nistrative domains.

6. 23.2.1 Bandw dt h and Roundtri ps

The wireless interface in 3GPP termnals is an expensive resource
both in terns of power consunption and maxi mumutili zation of
scarce spectrum Furthernore, cellular networks have typically
long round-trip tinme delays, which nust be taken in account in the
design of the security sol utions.

Any security nmechani smthat involves 3GPP term nals should not
unnecessarily increase the bandw dt h needs.

Al'l security nechanisns that involve 3GPP term nals shoul d

m nim ze the nunber of necessary extra roundtrips. In particular,
during normal call signaling there should not be any additional
security rel ated nessages.
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Once an | Psec security association or a TLS connection are
established, no additional round trips are required during cal
setup. However, the roundtrip requirenments at registration tine
are particularly hard to satisfy. It seens that IKE [32] adds a
nunber of roundtrips, particularly if run together with | egacy

aut henti cati on extensions developed in the | PSRA Wa TLS [25] uses
fewer roundtrips, but on the other hand doesn’t support UDP

6. 23. 2.2 Conput ati on

It nmust be possible for IMCN Subsystemtermnals to provide
security without requiring public key cryptography and/or
certificates. There may, however, be optional security schenes
t hat enpl oy t hese techniques.

Current HTTP aut hentication nmethods use only synmetric
cryptography as required here (but do not neet other

requi renents). Lower-layer nechanisns (ex: IKE, TLS) require

i npl enent ati on of public-key cryptography and/or Diffie-Helman. |If
t hese | ower-|ayer mechani sns were used, the nobile term nal woul d
aut henti cate and negoti ate session keys with the visited network
using only symetric methods.

HTTP EAP [27] is another candidate nethod to allow both symetric
cryptography and asymetric cryptography based authentication
within SIP, though there are probably other candi dates as well,
such as GSS APl [28]. However, definition of UMIS AKA under EAP is
al ready in progress [29].

6. 23.2.3 Del egation of Security Tasks

Perform ng aut hentication on all SIP signaling nmessages woul d
likely create bottlenecks in the authentication infrastructure.
Therefore, a distributed inplenentation of security functions
responsi bl e for authentication is required.

It nmust be possible to performan initial authentication based on
| ong-term aut hentication credentials, foll owed by subsequent
protected signaling that uses short-term authentication
credentials, such as session keys created during initial

regi stration. The used authentication nechanisns nust be able to
provi de such session keys.
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Initial authentication is performed between the SIP UA and the

aut henticating SIP serving proxy in the home network. However, the
aut henti cati on mechani sm nust not require access to the long-term
aut hentication credentials in these nodes. In the honme network,
the authenticating SIP serving proxy nust support interaction with
a dedi cated authentication server in order to acconplish the

aut hentication task. At the client side a secured (tanper-proof)
device storing the long-termcredentials of the user nmust perform
t he aut henti cati on.

Additionally, the SIP serving proxy that perfornmed the initial
aut henti cation nust be able to securely del egate subsequent SIP
signaling protection (e.g. session keys for integrity or
encryption) to an authorized SIP proxy further downstream The
t anper - proof device at the client side nust be able to securely
del egate the session keys to the SIP user agent.

Initial authentication can be performed with existing mechani sns
such as HTTP Digest [3], but there exists no nethod to all ow
subsequent protection of the SIP signaling nessages. There are
al so no proposals to allow secure del egation of signaling
protection task. Currently the use of SIP together with an

aut hentication server isdifficult and limted in scope, though
several proposals are under way to extend this [33, 34, 35].
However, the purpose of this docunent is not to discuss AAA
requi renents. They are discussed el sewhere.

6. 23. 3 Negoti ation of mechani sns

A nmet hod nmust be provided to securely negotiate the security
services to be used in the access donain.

This method nust at |east support the negotiation of different
security services providing integrity protection and encryption,
al gorithnms used within these services and additional paraneters
they require to be exchanged.

The negoti ati on mechani sm nust protect agai nst attackers who do
not have access to authentication credentials. In particular, it
nmust not be possible for man-in-the-m ddl e attackers to influence
the negotiation result such that services with | ower or no
security are negoti at ed.

A negotiation mechanismis generally required in all secure
protocol s to deci de which security services to use and when they
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shoul d be started. This security mechani sm serves al gorithm and
prot ocol devel opnent as well as interoperability. Oten, the
negotiation is handled within a security service. For exanple, the
HTTP aut henti cation schene includes a sel ection mechanismfor
choosi ng anobng appropriate authentication nmethods and al gorithns.
Note that when referring to negotiation we nmean just the

negoti ation, not all functions in protocols |ike IKE For

i nstance, we expect the session key generation is to be a part of
the initial authentication.

SIP entities may use the sane security node paranmeters to protect
several SIP sessions w thout re-negotiation. For exanple, security
node paraneters may be assuned to be valid within the lifetine of
a registration. Note that it is necessary to anortize the cost of
SA setup and paraneter negotiation over several |INVITEs during the
regi stration period. However, as clients nove around, it may not
be possible to keep SA statebeyond the registration period.

Exi sting | ower-layer security mechani sms provi de the above
functionality. W do not currently know of any nechani smt hat
would allowthis also at the SIP |ayer. The nechani sm described in
[30] m ght perhaps be extended to perform secure negotiation. Note
that such a nechanismis required not only for negotiation of
security mechani sms, but for other services as well, e.g. for
conpression (see section 6.5.6). Although negotiation of security
nmechani sms is different due to the need for secure negotiation,

all negotiation nechani sms could operate in a simlar fashion.

6. 23. 4 Message protection

SIP entities (typically a SIP client and a SIP proxy) nust be able
to communi cate using integrity and replay protection. By
integrity, we nean the ability for receiver of a nessage to verify
that the nmessage has not been nodified in transit. SIP entities
shoul d be able to communi cate confidentially. These protection
nodes nmust be based on initial authentication. Integrity
protection and confidentiality nust be possible using symretric
crypt ogr aphi ¢ keys.

It nmust be possible to handle also error conditions in a
satisfactory manner as to allow recovery (see also 6.4.3 and
6.14).

It nmust be possible to provide this protection between two
adj acent SIP entities. In future network scenarios it may al so be
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necessary to provide this protection through proxies, though at
t he nonent 3GPP does not require this.

The security mechani sm should not incur external limtations to
any transport bearers carrying SIP nessage (for exanple, UDP).

Al'l the |ower layer security mechani sns offer these services for
t he hop-by-hop case, but currently we do not know of any nmechani sm
that would allow al so end-to-end operation.

The security mechani sm nust be able to protect a conplete SIP
nessage.

I f header conpression/renoval or SIP conpression is applied to SIP
nessages, it must be conpatible with nmessage protection.

6.23.5 Network initiated re-authentication

Net wor k operators need to authenticate users to ensure that they
are charged appropriately for the services they use. The re-

aut henti cati on done when the user initiates a nmessage will not
suffice for this purpose, as described bel ow

If the duration of the authentication period is set to a
relatively | ow value to ensure that the user cannot incur a high
anount of charges between two authentications, it may create a | ot
of unnecessary aut hentications of users which have renai ned
largely inactive, and therefore utilize unnecessary air interface
resour ces.

If the duration of the authentication period is set to a
relatively high value to avoid these unnecessary authentications
the risk is then that sonme users may incur high charges between
aut henti cati ons.

A user’s authentication is automatically invalidated when a
certain threshold for charges (or nunber, or duration of sessions)
is reached without giving the user a chance to re-authenticate,
even if a valid registration exists. This would not provide an
adequate | evel of service.

Consequently it nust be possible for the network to initiate a
re-authentication process at any tinme. The triggers nust be set
within the network and may include charging thresholds, numnber of
events, session duration etc.
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6. 24 Network Domain Security

Message aut hentication, key agreenent, integrity and repl ay
protection, and confidentiality nust be provided for
comuni cati ons between SIP network entities such as proxies and
servers.

Net wor k domai n security nechani sms nust be scalable up to a |arge
nunber of network el enents.

The 3GPP intends to make it nmandatory to have the protection

di scussed above at | east between two operators, and optional

wi thin an operator’s own network. Security gateways exist between
operator’s networKks.

We believe the above requirenents to be fulfilled by applying

security mechani sms as specified in the current IP Security
standards [ 26].

7. Security considerations

Thi s docunment does not define a protocol, but still presents sone
security requirenents to protocols. The nmain security requirenments
are in sections 6.22 "Security Mdel", 6.23 "Access Donmain

Security" and 6.24 "Network Domain Security". Additional security-
rel ated i ssues are di scussed under 6.7 "Prevention of theft of
service", 6.8 "Radio resource authorization", 6.9 "Prevention of
deni al of service", 6.12 "Hiding requirenents" and 6. 10
"ldentification of users".
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11. Changes from previ ous versions
11.1 Changes from version -00

- Reference section is updated.

- Added new section 6.21.2 on DTMF signaling.

- Added new section 6.23.5 on Network initiated re-authentication.
Section 6.13.1 clarifies that the Cell-ID is not sent beyond the

netmork of the originating serving proxy.

- Section 6.4.2 is rewitten to clarify the need for the

requirenent.
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- Section 6.9 says that the requirenment is only partly covered by
[9], as this docunment only covers the nedia aspects of a denial of
service, but not the signaling aspects.

- Sections 6.10.2.2 and 6.10.2.3 are clarified.

- Sections 6.14 are 6.15 are rewitten in the sake of clarity.

11. 2 Changes fromversion -01
This version is an effort to clarify many of the requirenents.

- Anong others, section 6.2.3, 6.3, 6.3.1, 6.3.2, 6.3.3, 6.3.4,
6.14.1, 6.15.4, 6.16.1, 6.21, 6.22, 6.23.2.1, 6.23.2.2 and 6.23.6
have been nodified or re-witten.

- Od section 6.4.5, network initiated de-registration
(application | ayer determ ned) has been renoved.

- Added a coupl e of new charging rel ated requirenments under
sections 6.18.1 and 6.18. 2.

- Added a requirenment for Early Media in section 6.20.3.

Ful I Copyright Statenent

"Copyright (C) The Internet Society (2000). Al Rights Reserved.
Thi s docunment and translations of it may be copied and furni shed
to others, and derivative works that conment on or otherw se
explain it or assist in its inplenmentation may be prepared,

copi ed, published and distributed, in whole or in part, wthout
restriction of any kind, provided that the above copyright notice
and this paragraph are included on all such copies and derivative
wor ks. However, this docunent itself may not be nodified in any
way, such as by renoving the copyright notice or references to the
Internet Society or other Internet organi zations, except as needed
for the purpose of devel oping Internet standards in which case the
procedures for copyrights defined in the Internet Standards
process nmust be followed, or as required to translate it into

| anguages ot her than English. The Iimted perm ssions granted
above are perpetual and will not be revoked by the Internet
Society or its successors or assigns. This docunment and the

i nformati on contained herein is provided on an "AS | S" basis and
THE | NTERNET SOCI ETY AND THE

| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS
OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
PURPGCSE. "
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