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1 Scope and objectives

Ericsson, Nokia and Nortel Networks has submitted a new Internet Draft, “ Security Mechanism Agreement for
SIP Connections” (draft-arkko-sip-sec-agree-00.txt) to IETF.

The purpose of this draft isto (@) correct vulnerability in HTTP Digest authentication for man-in-the-middle
attackers, and (b) to allow SIP peersto securely pick the security method they are going to use. A humber of
proposals have been made that could also be used for 'negotiation’ of different SIP parameters, but this proposal
attempts to provide security against man-in-the-middle attackers.

The mechanism works both for the hop-by-hop and end-to-end cases, it can be used for negotiating security
mechanisms at different protocol layers (aslong as they are under the control of the SIP node), and it enables the
delivery of different security parameters.

As such, the proposed mechanism should satisfy the 3GPP IM S requirements for security mode set-up. SA3
feedback and analysis on thisissue is requested.

The draft will be discussed in the next IETF meeting (Salt Lake City, December 9-14, 2001).
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Status of this Menp

This docunent is an Internet-Draft and is in full conformance with al
provi sions of Section 10 of RFC2026. Internet-Drafts are working docuj
ments of the Internet Engineering Task Force (I ETF), its areas, and
its working groups. Note that other groups nay also distribute workj
i ng docunents as Internet-Drafts

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or nmade obsol ete by other docunents at
any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as work in progress.

The list of current Internet-Drafts may be found at
http://ww.ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories may be found at
http://ww.ietf.org/shadow htnmnl.

The distribution of this neno is unlimted. It is filed as <draft-
ar kko- si p-sec-agree-00.txt> and expires May 14, 2002. Please send
conmments to the author or to Mbile | P working group.

Abstract

SI P has a nunber of security mechani sms for hop-by-hop and end-to-end
protection. Sorme of the security nechani sns have been built in to the
SIP protocol, such as HITP authentication or secure attachnents. In
these nechanisns there are even alternative al gorithns and paraneters.
Currently, HITP authentication is known to be vulnerable to so called
Bi ddi ng- Down attacks where a Man-1|n-The-M ddl e attacker sinply nodij
fies messages in a way that |eads parties to believe the other side
only supports weaker algorithnms than they actually do. Al so, currently
it isn't possible to select which security nmechani sns to use over a
connection. In particular, even if some mechani sms such as OPTI ONS or
NEGOTI ATE were used to nake this selection, the selection would be
agai n vul nerabl e agai nst the Biddi ng-Down attack. On small networks
configuration and software update nethods are sufficient to deal with
this type of attacks, but on |arge networks that evolve over tine, the
security inplications are serious: either you deny connections from

| arge anounts of ol der equi pnent, or risk losing all value of new

al gorithnms through attacks that are trivial to the attackers.
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I nt roducti on

Traditionally, security protocols have included facilities to agree on
the used nmechani sns, al gorithns, and other security paraneters. The
reason for this is that experience has shown al gorithm devel opnent
uncovers problens in old algorithns and produces new ones. Furtherj
nore, different algorithns are suitable for different situations. Typj
ically, protocols also select other paranmeters beyond al gorithns at
the sane tine.

The purpose of this paper is to study whether sinilar functionality is
necessary in SIP [1]. SIP has sone security functionality built-in
such as different variants of HITP authentication [4], secure attachj
ments such as S/IMME, and can al so use underlying security protocols
such as | PSec/IKE [2], TLS [3]. Sone of the built-in security funcj
tionality has also alternative algorithnms and other paraneters. Wile
some work within the SIP Wrking Goup has been | ooki ng towards reducij
i ng the nunber of recomrended security solutions (e.g. reconmend j ust
one |l ower |ayer security protocol), we can not expect to cut down the
number of items in the whole list to one. There will still be multiple
security solutions in SIP. Furthernore, given that security work
around SIPis inits early stages, it is |ikely that new nmethods will
appear in the future, to conplete the nethods that exist today.

Chapter 5 shows that wi thout a secure nethod to choose between secuj
rity mechani snms and/or their paraneters, SIP is vulnerable to certain
attacks. As the HITP authentication RFC [4] points out, authentication
and integrity protection using nultiple alternative nmethods and al goj



rithms is vulnerable to Man-in-the-Mddle (MTM attacks. Mre serij
ously, it is hard to knowif a SIP peer entity truly can't perform
e.g. auth-int QOP in Digest, TLS, or SSMME or if a MTMattack is in
progress. In small workstation networks these issues are not very
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rel evant, but the depl oynent of hundreds of millions of snall devices

with little or no possibilities for coordinated security policies, let
al one software upgrades makes these issues nmuch worse. This concl usion
is supported by the requirements from3GPP [7].

Chapter 6 outlines sonme possible solutions to these problens, and
Chapter 7 docunents our proposed sol ution

The Probl em

SIP has alternative security nechani sns such as HTTP aut hentication /
integrity protection, |lower |ayer security protocol(s), SSMM It is
likely that their use will continue in the future. SIP security is
developing, and is likely to see also new solutions in the future, for
exanple along the introduction of SIP for new network access technol oj
gies. Future services nay also bring with thenselves different secuj
rity requirements and nethods.

Depl oynent of |arge nunber of SIP-based consuner devices such as 3GPP
termnals requires all network devices to be able to accommbdate both
current and future mechani sns; there is no possiblity for instanta;j
neous change since the new solutions are com ng gradually in as new
standards and product rel eases occur. It isn't even possible to
upgrade sonme of the devices without getting conpletely new hardware.

So, the basic security problemthat such a | arge S| P-based network
must consi der, how do security nechani snms get selected? It would be
desirabl e to take advantage of new nmechani snms as they becone avail abl e
i n products.

Firstly, we need to know sonmehow what security should be applied, and
preferably find this out without too many additional roundtrips.

Secondly, selection of security mechani sms MJUST be secure. Traditionj
ally, all security protocols use a secure form of negotiation. For

i nstance, after establishing nmutual keys through Diffie-Hellman, |KE
sends hashes of the previously sent data -- including the offered
crypto nmechani snms. This allows the peers to detect if the initial
unprotected offers were tanpered wth.

The security inplications of this are subtle, but do have a fundanenj
tal inmportance in building | arge networks that change over tine. G ven
that the hashes are produced also using algorithns agreed in the first
unprot ected nessages, one could ask what the difference in security



really is. First, assum ng hashing is mandatory and only secure al goj

rithms are used, we still need to prevent MTM attackers from nodifyj
i ng other paraneters, such as whether encryption is provided or not.
Secondly, it turns out, however, that there indeed is still a differj

ence even for hashes. Let us first assume two peers capable of using
both strong and weak security. If the initial offers are not protected
in any way, *any* attacker can easily "downgrade"” the offers by renovj
ing the strong options. This would force the two peers to use weak
security between them But if the offers are protected in sone way --
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such as by hashing, or repeating themlater when the selected security
is really on -- the situation is different. It would not be sufficient
for the attacker to nodify a single nessage. Instead, the attacker
woul d have to nodify both the offer nessage, as well as the nessage
that contains the hash/repetition. Mdre inportantly, the attacker
woul d have to forge the weak hash / security that is present in the
second nessage, and would have to do so in real tine between the sent
offers and the | ater nessages. Ot herw se, the peers would notice that
the hash is incorrect.

In conclusion, the security difference is naking a trivial attack posj
si bl e versus demanding the attacker to break algorithns. An exanple of
where this has a serious consequence is when a network is first
deployed with integrity protection (such as an inproved HTTP Di gest

[8, 9]), and then later new devices are added that support also
encryption (such as SSMME). In this situation, an insecure negotiaj
tion procedure allows attackers to trivially force even new devices to
use only integrity protection

It can be asked why the devices would be allowi ng both weak and strong
security in the first place. The answer lies in understandi ng how netj
wor ks are deployed, and in the logistical and econonical problens in
upgradi ng gl obal networks instantanously. These issues are of particuj
larly high relevance for networks with a |arge nunber of devices, such
as the third generation nobile networks. Once millions or even hunj
dreds of mllions of devices have been sold to custoners, it becomnes

i mpossible to replace themw th new devices. Therefore, network equipj
ment such as SIP proxies nust continue to accept even the ol der

equi penent that are less capable in ternms of security. Simlarly,
clients wishing to stay in contact regardl ess of who they call or
where they are, have a need to all ow both weaker and stronger necha;j

ni sns.

Therefore, we feel that in large networks it is necessary to include
some security agreenent nechanisnms in SIP

Al ternative Sol utions

Basic SIP features such as OPTI ONS and Require, Supported headers are
capabl e of inform ng peers about various capabilities including secuj



rity mechani sms. However, the straightforward use of these features
does not guarantee a secured agreenent.

HTTP Digest algorithmlists [4] are not secure for picking anong the
digest integrity algorithns, as is described in the RFC itself. More
seriously, they have no provisions for allowi ng encryption to be negoj
tiated. Hence, it would be hard to turn on possible future encryption
schenes in a secure manner

The SI P NEGOTI ATE net hod [5] allows powerful negotiation of various
ki nds of paranmeters, including security mechani sms and al gorithns.
However, it does not allow for secure negotiation as is described in
the Internet Draft itself.
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The SIP Security Framework [6] also allows for the agreenent about the
used security mechani sns. However, it does not do this in a secure
manner .

Proposed Sol ution

In our opinion, the optimal solution to the SIP security negotiation
probl em has the followi ng properties:

(a) It allows the selection of security nechani sns, such as | ower

| ayer security protocols or secure attachnents. It also allows the

sel ection of individual algorithnms and paraneters where the security
functions are integrated in SIP (such as in the case of HITP authenti j
cation or secure attachnents).

(b) It allows both end-to-end and hop-by-hop negoti ation
(c) It is secure, i.e. prevents bidding down attacks.

(d) It is capable of running w thout additional roundtrips. This is
inportant in the cellular environment, where an additional roundtrip
coul d cost 1000 to 1500 ns for the call set up del ay.

Desi gn

We propose a schene where security features are represented as regul ar
option tags in SIP. If there will ever be any features that require
paraneters such as key lengths, the option tags can be associated with
an optional value field. The client announces a |list of supported
option tags in its first nmessage, and the server returns its selection
in the second nessage.

In order to secure the agreement, we sinply repeat the client's origij
nal list of option tags in the clients's first protected request. The
server can then proceed to verify that the |ist has not been nodifi ed.



. 2.

If a nodification is detected, the server returns on error or disconj
nects. The server MJST send a positive answer if and only if the Iist
was not nodifi ed.

If the server's selection was changed in transit, the message protecij
tion fails given that wong algorithms are being tried to be used. The
client's first protected request can be a real request such as | NVITE,
as the server MUST check the correctness of the lists before it proj
ceeds to execute the requested operation

If the above was enough, we could use the regular SIP Supported header
for this purpose. However, in order to be able to support hop-by-hop
as well as end-to-end agreenent in a controlled fashion (and w thout a
| arge increase of roundtrips), we need to specify the senders and
receivers of the security information. For this purpose we use a
method sinmilar to the SIP Security Framework proposal [6].

In the protocol design a trade-off has been nade between m nim zi ng

roundtri ps and naking the server stateless. |In order to inplenment the
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checking functionality, SIP servers MJST store the state fromthe prej
Vi ous nessages. The addition of a single roundtrip would have enabl ed
statel ess operation. However, it should be noted that where this

met hod is applied, there are already security associations being crej
ated so the SIP nodes are already statefull

Header descri ptions

The foll owi ng descriptions are of prelininary nature, and could be
syntactically represented in different ways, such as with separate
headers.

The Security-Method header indicates who wants security towards whom
and what kind of security. The syntax of this header is as foll ows:

"Security-Method:" to-uri "," fromuri "," nmechlist
\Wher e

to-uri = uri

fromuri = uri

mechl i st = mechopts *( ";" mechopts )

mechopts = nmechtag *( "," nechtag )

mechtag = option-tag ["=" token *( ":" token )]

The neaning of these fields is as follows:

- The "to-uri" indicates the desired receiver of the information. The
value of this field should be a SIP URI. Wen sent by a client, the
value would typically (but not necessarily) contain just the host and



.1

port nunber parts. The special value "*" signifies all SIP entities
al ong the path.

- The "fromuri" indicates the sender of the security agreenent inforj
mati on. The value of this is also a SIP URI. Wen sent by a client,
the value would typically (but not necessarily) include a username
part. The special value "*" signifies all SIP entities along the path.

- The "mechlist” represents a list of security nechanisns, all of
whi ch nust be supported sinultaneously on the same connection (such as
both HTTP Di gest *and* | Psec/ | KE)

- The "mechopts” represents a list of alternative security nmechani sns.
I nside one "mechlist” entry we can have nultiple alternative necha;j
nisns and al gorithms. For instance, the the |ist
"org.iana.sip.digest=nmd5, org.iana.sip.digest=shal; org.iana.sip.ike"
woul d represent the requirenent that one must run sinultaneous

| Psec/ I KE and HTTP Digest with either MD5 or SHAL inside.

The "mechtag" represent one individual mechanism The "option-tag"
syntax is used for these in order to facilitiate the easy addition of
new mechani snms. Al option tags starting with "org.iana.sip." MJST be
docunented in Internet Drafts or RFCs. The initial list of standardj

i zed option-tags is presented bel ow
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org.iana.sip.ike: IPsec/lKE

org.iana.sip.tls: TLS

org.iana.sip.digest: HITP Digest authentication, the algorithm
and QoP being optional paraneters

org.iana.sip.smne;: S/M M

The optional "token" paranmeters associated with an "option-tag" can be
used to assign paraneter values to certain options. This nmay be usej
ful to select algorithnms, key lengths, or other sinilar paraneters in
mechani snms integrated to SIP

Mul tiple instances of the sane header field can appear in SIP nesj
sages. Typically, the client inserts its own Security-Mthod header
when it sends a request, and the server/proxy adds its own response.
The paraneters are in all cases set in an appropriate nanner to indij
cate in the "to-uri" pareneter the party who inserted the header

Exanpl es

Sel ecting Between New and A d Mechani sns

In this exanple we denonstrate the use of the framework for securing
the first hop using sone security nechani sm without know ng beforej

hand whi ch net hods the server supports. W assune that the client is
not willing to reveal any information on what it intends to do, so it



uses OPTIONS in the first nmessage that is sent in the clear. The exam
ple starts by a client sending a nessage to the server, indicating
that it is of the new variant that supports both HTTP Di gest and TLS
in Step 1. In Step 2, the server responds that with its selection and
the peers start the security services at Step 3. In Step 4, the client
resends its Security-Method header, which the server verifies, and
responds with 200 K

1. dient -> Server
OPTI ONS server SIP/2.0
Security-Method: sip:client sip:server org.iana.sip.tls,
org. i ana. si p. di gest

2. Server -> Cient:

200 K
Security-Method: sip:server sip:client org.iana.sip.tls

3. Security handshake at a | ower |ayer
4. Client -> Server
I NVI TE server SIP/2.0
Security-Method: sip:client sip:server org.iana.sip.tls,

org. i ana. si p. di gest

5. Server -> Cdient:
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200 K

In the exanple we have onitted the returned values of Security-Method
inreplies for clarity. Typically in SIP the servers do not renove
header fields as they answer, they only add new headers.

If this exanple was run without Security-Method in Step 1, the peers
woul d not know what kind of security the other one supports, and would
be forced to error-prone trials.

More seriously, if the Security-Method was onmitted in Step 4, the
whol e process woul d be prone for MTM attacks. An attacker could spoof
"I WP Port Unreachabl e" nmessage on the trials, or renmpove the stronger
security option fromthe header in Step 1, therefore substantially
reduci ng the security.

Sel ecting I nproved Digest Al gorithns

This exanple attenpts to show that the 3GPP requirenments on being able
to use lightweight security nmethods over the cellular interface and



secure agreenent on algorithnms in these nethods can be achi eved using
our net hod.

In 3GPP networks, the clients make REGQ STER operation in their first
nmessage, in order to informthe home network that they are at a parj
ticular location. Due to the properties of 3GPP radio interfaces, it
is necessary to optimze the nunber of roundtrips needed in the whole
process. Therefore, we try to parallelize the tasks. It should be
noted that the sane functionality could be achi eved using additiona
OPTI ONS nessages. We assune that 3GPP uses an inproved formof HTTP
Di gest authentication, perhaps in the formoutlined in [8] or [9] to
protect signaling in the first hop. (lIPsec AH woul d al so be possible
without IKE.) W assune this inproved nethod is called integrity proj
tection and denoted by org.iana.sip.integrity.

The exanple starts by a new version client comng to a new area and

| earning the address of the local proxy. The client also knows its
home server address. W assune that sone trust has already been estabj
Iished between the client and the hone, and between the client and the
proxy. Perhaps this trust is in the formof the nodes bel ongi ng under
the sane PKI, or having distributed shared secrets beforehand.

In Step 1 the client sends a nessage to the server, indicating that it
is of the new variant that supports algorithns MD5 and SHAl for Digest
for the protection of the first hop. The nessages are passed onwards
to the server through the proxy. In Step 2, the proxy responds that
with its selection as well as sonme end-to-end authentication headers
that takes place sinultaneously. In Step 3, the integrity protection
is turned on and the client sends the next round of REQ STER nessages
to the server. This includes the repetition of the original security
capabilities of the client. In Step 4, the server verifies this list,
and responds with 200 OK

1. dient -> Proxy:
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REAQ STER server SIP/ 2.0
Security-Method: sip:client sip:proxy org.iana.sip.integrity=nd5,
org.iana.sip.integrity=shal

2. Proxy -> dient:

401 Aut hentication Required

(Sone end-to-end authentication headers)

Security-Method: sip:proxy sip:client org.iana.sip.integrity=nmd5,
3. Cient -> Proxy:

REQ STER server SIP/ 2.0

(Sone end-to-end aut hentication headers)
(Sonme proxy integrity header in SIP)



Security-Method: sip:client sip:proxy org.iana.sip.integrity=nd5,
org.iana.sip.integrity=shal

4. Proxy -> Cient:

200 X
(Sone proxy integrity header in SIP)

As in the previous exanple, if this was run without Security-Method in
Step 1, the peers would not know what Kkind of algorithns the peers
support.

Also as in the previous exanple, renoving the repetition of the Secuj
rity-Method header in Step 3 would open the systemto M TM att acks.

Ensuring Protection on Al Hops

In this exanple the client wishes to verify that the whole path is
end-to-end protected with I Psec/IKE. In our exanple we assunme one
proxy between the client and the server. The client starts by indicatj
ing it wants sone security all the way, as well as sone security on
its known hop. Further hops have to take in account the first requirej
nent .

Cient -> Proxy:
OPTI ONS server SIP/2.0
Security-Method: * * org.iana.sip.ike
Security-Method: sip:client sip:proxy org.iana.sip.ike

Proxy -> Server:
OPTI ONS server SIP/2.0
Security-Method: * * org.iana.sip.ike
Security-Method: sip:client sip:proxy org.iana.sip.ike
Security-Method: sip:proxy sip:server org.iana.sip.ike

Server -> Proxy:
200 &K
Security-Method: sip:server sip:proxy org.iana.sip.ike
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Proxy -> dient:
200 X
Security-Method: sip:server sip:proxy org.iana.sip.ike
Security-Method: sip:proxy sip:client org.iana.sip.ike

(Security handshakes at |ower |ayer on both connections)
Cient -> Proxy:

I NVI TE server SIP/ 2.0
Security-Method: * * org.iana.sip.ike
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Security-Method: sip:client sip:proxy org.iana.sip.ike

Proxy -> Server:
OPTI ONS server SIP/2.0
Security-Method: * * org.iana.sip.ike
Security-Method: sip:client sip:proxy org.iana.sip.ike
Security-Method: sip:proxy sip:server org.iana.sip.ike

Server -> Proxy:
200 &K

Proxy -> dient:
200 K

In this exanple, the nunber of requirenents for security put forward
by the Security-Method header increase as the nessages travel through
the proxy chain. Each hop has to take in account the "*" statenents,
and act accordingly. After the security is established on all hops,
the repeated statenents travel through the sane path and the proxy and
the server verify that the capability lists are the sane.

Security Considerations

This draft is about making it possible to select between various SIP
security nechanisns in a secure manner. In particular, the nethod prej
sented here allow current networks using hop-by-hop nmechani sns to

| ater securely upgrade to end-to-end nmechani sns without requiring a
simul t aneous nodification in all equiprment. Al so, the presented nethod
allows SIP entities to request that the conplete path through several
proxies is protected with | ower-1layer mechanisnms such as TLS. Curj
rently this isn't possible.

The nethod presented in this draft is secure only if the weakest proj
posed nmechanismoffers at least integrity protection. Therefore, we
recommend that HTTP Basic authentication SHOULD NOT be used in conj
junction with this nmethod. W al so recomend that HTTP Di gest authenj
tication be upgraded to support the integrity protection of |arger
parts of SIP nessages than it currently does [8, 9].

Concl usi ons
The presented net hods appear to correct a known security hole in HTTP

Aut hentication, and in selecting between different security mecha;j
nisms. This is inportant for deployments in |arge networks. The

J. Arkko et al Expi res May 2002 [ Page 10]

| NTERNET- DRAFT SI P Sec Agreenent 14 Novenber 2001

aut hors seek comments on the proposed approach, and encourage security
anal ysis of both current SIP and the proposal
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