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1 Introduction

A problem on security domain in NDS/IP model is pointed out and a corresponding update is
proposed in this proposal.

2 Analysis

2.1 Background

In TS of NDS/IP, the statements on security domain are as the following
(1) In section 4.1:

“The scope of this section is to outline the basic principles for the network domain security
architecture. A central concept introduced in this specification is the notion of a network security
domain. The security domains are networks that are managed by a single administrative
authority. Within a security domain the same level of security and usage of security services will
be typical. Typically, a network operated by a single operator will constitute one security domain
although an operator may at will subsection its network into separate sub-networks and hence
separate security domains.”

(2) In section 4.4.1.

“The UMTS network domain shall be logically and physically divided into security domains. These
control plane security domains may closely correspond to the core network of a single operator
and shall be separated by means of security gateways.” (Here, security gateway is referred to
SEG)”

(3) In section 5.6.2:

“Za-interface (SEG-SEG)

The Za-interface covers all secure IP communication between security domains. The SEGs uses
IKE to negotiate, establish and maintain a secure tunnel between them. Subject to roaming
agreements, the inter-SEG tunnels would normally be available at all times, but they can also be
established as needed. The tunnel is subsequently used for forwarding secured traffic between
security domain A and security domain B.

One SEG can be dedicated to only serve a certain subset of all roaming partners. This will limit
the number of SAs and tunnels that need to be maintained. The number of SEGs within a




network will normally be limited and should normally not be larger than the numer og BGs in the
network. “

2.2 Analysis

Please note the underlined statements. Clearly, there are some problems with it. If an operator
subsections its 3G network into separate sub-networks, hence it owns some separate security
domains. The SEGs shall be used for protection between these security domains.

Hence, a question occurs that these SEGs be subject to roaming agreement. Clearly, the answer
is NO, because it should be the operator who defines the security policy in force on these SEGs.
It is independent of roaming agreement.
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Figure 1, SEGs between security domains

2.3 Solutions
We suggest that:

(1) Update in section 4.1
‘o , Typically, a network operated by a single operator will constitute one security domain

| although an operator may at will subsection its network into separate sub-networks-and-hence
(2) The concept of NE needs to be clarified and be added to section 3.1.

Network Element: an individual network equipment or a sub-network which is considered be
secure by an operater.




3 Conclusions

A problem on security domain in NDS/IP model is pointed out and a corresponding update is
proposed in this proposal.
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4 Overview over UMTS network domain security
for IP based protocols

4.1 Introduction

The scope of this section isto outline the basic principles for the network domain security architecture. A
central concept introduced in this specification is the notion of a network security domain. The security
domains are networks that are managed by a single administrative authority. Within a security domain the
same level of security and usage of security services will betypical. Typically, a network operated by a
single operator will constitute one security domain although an operator may at will subsection its network

into separate sub-networks-ang-hence-separate-security-demains.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Anti-replay protection: Anti-replay protection isa special case of integrity protection. Its main serviceis
to protect against replay of self-contained packets that already have a cryptographical integrity mechanism
in place.

Confidentiality: The property that information is not made available or disclosed to unauthorised
individuals, entities or processes.

Data integrity: The property that data has not been atered in an unauthorised manner.
Data origin authentication: The corroboration that the source of datareceived is as claimed.
Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness: A key isfreshif it can be guaranteed to be new, as opposed to an old key being reused
through actions of either an adversary or authorised party.

Network Element: anindividual network equipment or a sub-network which is considered to be secure by
an operater.

Security Association: A unidirectiona logical connection created for security purposes. All traffic
traversing an IPsec SA is provided the same security protection. The IPsec SA itself is set of parametersto
define a unidirectional security protection between two entities. An 1Psec Security Association includes the
cryptographic agorithms, the keys, the duration of the keys, and other parameters.
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Transport mode: Mode of operation that primarily protects the payload of the IP packet, in effect giving
protection to higher level layers

Tunnel mode: Mode of operation that protects the whole IP packet by tunnelling it so that the whole
packet is protected
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