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Reasons for ProfilingReasons for Profiling

•• Limit Limit costcost

•• Limit Limit complexitycomplexity

•• Improve Improve interoperabilityinteroperability through a common through a common 
agreement of the minimum acceptable functionalityagreement of the minimum acceptable functionality

•• Does not limit Does not limit vendorsvendors in providing additional in providing additional 
functionalityfunctionality

•• Does not limit Does not limit 3GPP3GPP in requiring additional in requiring additional 
functionality in the futurefunctionality in the future



Current Profiles from 33.200Current Profiles from 33.200

-- No IP compression protocolNo IP compression protocol

-- No AH, only ESPNo AH, only ESP

-- NULL encryption not allowedNULL encryption not allowed

-- Only tunnel mode is mandatoryOnly tunnel mode is mandatory

-- AES instead of DESAES instead of DES

Can we say more regarding IPsec?Can we say more regarding IPsec?

Should we say something about IKE?Should we say something about IKE?

Differences in the profiles Differences in the profiles wrt wrt KACKAC--KAC, SEGKAC, SEG--SEG, SEG, 
etc?etc?



MAP DOI IKE ProfileMAP DOI IKE Profile

•• Only Only Phase 1 of IKEPhase 1 of IKE is used, the rest is MAP is used, the rest is MAP 
DOIDOI

•• Only Only IPv6IPv6 is mandatoryis mandatory
•• Perfect Forward Secrecy (Perfect Forward Secrecy (PFSPFS) optional: ) optional: 

Limits CPU requirementsLimits CPU requirements
•• AggressiveAggressive mode to be mandatory, main mode to be mandatory, main 

mode optional: Limits complexity,loses some mode optional: Limits complexity,loses some 
security against security against DoSDoS

•• Only Only FQDNFQDN identities to be mandatory: identities to be mandatory: Limits Limits 
complexitycomplexity



MAP DOI IKE Profile Cont’dMAP DOI IKE Profile Cont’d

•• AES, SHA1AES, SHA1 used for protection of IKE: No used for protection of IKE: No 
AESAES--based hash yet in the IETFbased hash yet in the IETF

•• SA SA lifetime notificationslifetime notifications will not be allowed: will not be allowed: 
Limits complexity, ensures simultaneous Limits complexity, ensures simultaneous 
timeouttimeout

•• SA SA deletiondeletion will not be allowed: Allows pullwill not be allowed: Allows pull--
based mode to workbased mode to work

•• Also note that IKE mandates Also note that IKE mandates preshared preshared 
secretssecrets, public, public--key based mechanisms are key based mechanisms are 
optionaloptional



Additional IPsec ProfilingAdditional IPsec Profiling

•• Only Only IPv6IPv6 is mandatoryis mandatory

•• Only Only HMAC_SHA1HMAC_SHA1 is mandatoryis mandatory

•• Make support of Make support of bundlesbundles (nested (nested SAsSAs) ) 
optionaloptional

•• Do not require all Do not require all policy and selector policy and selector 
mechanismsmechanisms. Only addresses, ports, and . Only addresses, ports, and 
transport protocol are mandatory. Only single transport protocol are mandatory. Only single 
values, address masks, and wildcards are the values, address masks, and wildcards are the 
required values for these.required values for these.



IKE ProfilingIKE Profiling

•• Phase 1Phase 1
–– Only Only IPv6IPv6 is mandatoryis mandatory
–– AggressiveAggressive mode to be mandatory, main mode mode to be mandatory, main mode 

optional: Limits complexity,loses some security optional: Limits complexity,loses some security 
against against DoSDoS

–– Only Only FQDNFQDN identities to be mandatory: identities to be mandatory: Limits Limits 
complexitycomplexity

–– Also note that IKE mandatesAlso note that IKE mandates presharedpreshared secretssecrets, , 
publicpublic--key based mechanisms are optional: key based mechanisms are optional: 
Enables building SEG/NE nodes without public Enables building SEG/NE nodes without public 
key support and PKI interfaceskey support and PKI interfaces

–– Only Only AES and SHA1AES and SHA1 (or AES(or AES--MAC) are MAC) are 
mandatorymandatory



IKE Profiling Cont’dIKE Profiling Cont’d

•• Phase 2Phase 2

–– Perfect Forward Secrecy (Perfect Forward Secrecy (PFSPFS) optional: ) optional: 
Limits CPU requirementsLimits CPU requirements

–– Only IP Only IP address or subnet identityaddress or subnet identity types types 
are mandatory (IPv6)are mandatory (IPv6)

–– NotificationsNotifications are mandatory.are mandatory.



Open IssuesOpen Issues

•• It is clear to us that It is clear to us that IPv6IPv6 should be used on should be used on 
all interall inter--operator interfaces. What about operator interfaces. What about 
intraintra? Tentative answer: IPv6 in there as well.? Tentative answer: IPv6 in there as well.

•• Are there interfaces on which 3GPP could Are there interfaces on which 3GPP could 
make make IPsec mandatory but IKE optionalIPsec mandatory but IKE optional??

•• Which Which integrity protection algorithmintegrity protection algorithm should be should be 
employed by IPsec and IKE? Tentative employed by IPsec and IKE? Tentative 
answer: SHA1 now for interfaces that are answer: SHA1 now for interfaces that are 
defined for defined for Relese Relese 4, later releases can use 4, later releases can use 
newer IETF work.newer IETF work.


