3GPP TSG-SA WG3 Meeting #17 S3-010087
Goteborg, Sweden, 27 February-2 March 2001

CR-Form-v3|

CHANGE REQUEST \
|
3 33.200 CR CR-Num ¥ rev _ & Currentversion: 0.3.2 * ‘

For HELP on using this form, see bottom of this page or look at the pop-up text over the $ symbols.

Proposed change affects: 3 (U)SIMl:l ME/UE|:| Radio Access Network| | Core Network

Title: ¥ MAP Protection Profiles
Source: ¥ Siemens
Work item code: 3 Network Domain Security Date: 3 27-Feb-01
Category: ¥ D Release: # Rel-4
Use one of the following categories: Use one of the following releases:
F (essential correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (Addition of feature), R97 (Release 1997)
C (Functional modification of feature) R98 (Release 1998)
D (Editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can REL-4 (Release 4)
be found in 3GPP TR 21.900. REL-5 (Release 5)

Reason for change: 3 Include MAP protection profiles in 33.200.
Summary of change:

Consequences if ¥*
not approved:

Clauses affected: ¥ 7.2.7, Annex B.1

Other specs 88| | Other core specifications 38
affected: | | Test specifications

| | O&M Specifications

Other comments: ®




7.2.7 MAPsec protection profiles

| MAPsec specifies a set of protection profiles. These profiles specifies the required protection level per
MAP operation. The protection profileis then a set of attribute pairs (operation, protection level).
Annex B.1 contains definitions for standard MAPsec protection profiles.

MAP Operation Protection-Mode




B.1 UMTS SecurityProtection Profiles for
MAPsec

A MAP Protection Profile (MAP-PP) is an attribute in a MAPsec Security
Association. A MAP-PP defines for every MAP dialogue (identified by the
application context and the first operation) whether protection is required. If so, it
defines for every operation within this dialogue the protection level to be used.
The protection level of an operation within a protected dialogue defines the
operations-that shall- be protected-and the applied protection modes for every
component (invoke, result, error) of the operation according to the following

table:
protection level protection mode for protection mode for protection mode for
invoke component result component error component
0 0 0 0
il 1 1 1
2 2 2 2
3 1 0 0
4 0 1 0
5 0 0 1
6 2 0 0
7 0 2 0
8 0 0 2
9 1 1 0
10 1 0 1
Ll 0 1 1
12 1 1 2
13 1 2 1
14 2 1 1
15 2 2 0
16 2 0 2
17 0 2 2
18 2 2 1
19 2 1 2
20 1 2 2
21 0 1 2
22 0 2 1




23 1 0 2
24 1 2 0
25 2 0 1
26 2 1 0
The following table defines the standardized MAP-PPs:
Application Operation Protection level
contect
PP(0) PP(1) PP(2) PP(3) PP(4) PP(5)
ffs
infoRetrieval-vl |Send - - - 24 9
Parameters
infoRetrieval-v2 | Send - - - 24 9
Authentication
Info
infoRetrieval-v3 | Send - 24 9 24 9
Authentication
Info
interVirinfoRetrie | Send - - - 24 9
val-v2 Identification
interVirinfoRetrie | Send - 24 9 24 9
val-v3 Identification
anyTimelnfoHan |Any Time - 24 9 24 9
dling-v3 Modification
Any Time - 24 9 24 9
Subscription
Interrogation
anyTimelnfoEng |Any Time - 24 9 24 9
uiry-v3 Interrogation
reset-vl Reset - - - 3 3
reset-v2 Reset - - - 3 3
all other ACs and operations - - - - -

M AP-PP(0): No Protection

This MAP-PP does not contain any dialogueoperation and it does not protect any
information. This MAP-PP isused when no security is required or no security isan

accepted option.

Operation




MAP-PP(1): Protection for UMTS Authentication | nformation and

HL R-SCP signalling tr affic (a)

This MAP-PP protects

UMTS Authentication information (quintets) with confidentiality,

request for UM TS Authentication information (quintets) with

authenticity/integrity,

interrogation and modification requests from the SCP to the HLR with

authenticity/integrity,

interrogation and modification responses from the HLR to the SCP with

confidentiality

Send-Authentication-tnfo 2

Send-Parameters{onhy-if 2
—

equested Bla' L |ete_| IZ'S; 'j' ehdes

Send-dentification 2

MAP-PP(2): Protection for UMTS Authentication | nformation and

HL R-SCP signalling tr affic (b)ncluding Handover-Situations

This MAP-PP protects

UMTS Authentication information (quintets) with authenticity/integrity,

reguest for UM TS Authentication information (quintets) with
authenticity/integrity,

interrogation and modification requests from the SCP to the HLR with
authenticity/integrity,

interrogation and modification responses from the HLR to the SCP with
authenticity/integrity




Send Authentication Info 2
Send—PaFametepséenly—# 2
Squested Bla’ ameterList ':' clidles

S >
Prepare Handover 2
Perform Handover 2
Forward-Access Signalling 2

M AP-PP(3): Protection for Authentication, and--ocation

Infoermation HL R-SCP signalling traffic and reset messages (a)
This MAP-PP protects

« UMTSand GSM Authentication information (quintets and triplets) with
confidentiality,

e reguest for UMTS and GSM Authentication information (quintets and tripl ets)
with authenticity/integrity,

* interrogation and modification requests from the SCP to the HLR with
authenticity/integrity,

* interrogation and modification responses from the HLR to the SCP with
confidentiality,

*  reset messages with authentication/integrity




Send Authentication Info 2
Send—PaFameteF%eHW—# 2
Squested Bla' ameterList ':' clidles

5 ey >
Prepare Handover 2
Perform Handover 2
Forward Access Signalling 2
Update Location 2
Update GPRS Location 2
Prepare Subsequent-Handover 2
Perform-Subsequent- Handover 2
Provide Subscriber Info 2

MAP-PP(4): Protection for Authentication, HL R-SCP signalling

traffic and reset messages (b)

This MAP-PP protects

UMTS and GSM A uthentication information (quintets and triplets) with
authenticity/integrity,

reguest for UMTS and GSM A uthentication information (quintets and tripl ets)
with authenticity/integrity,

interrogation and modification requests from the SCP to the HLR with
authenticity/integrity,

interrogation and modification responses from the HLR to the SCP with
authenticity/integrity,

reset messages with authentication/integrity




MAP-PP(5). FFS




