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Decision/action requested

This contribution proposes a solution based on IOPS for the Key Issue #1 of TR 33.700-29
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3
Rationale

This contribution proposes a solution to address the Key Issue #1 of TR 33.700-29 [1].

A satellite operating in satellite store and forward mode contains eNB/gNB functionalities plus potentially CN functions that may be necessary to achieve the use case. For example, possible architecture identified in TR 23.700-29 [2] is to consider satellite as a full PLMN seen by the UE with registration capabilities. 

To provide registration capabilities if feeder link is not available, one possible solution is to have HSS/AuC (resp. AUSF/UDM/ARPF/SIDF) capabilities on board the satellite to run the classical AKA procedure. But HSS/AuC (resp. AUSF/UDM/ARPF/SIDF) contains subscriber key credentials and there is a security risk to have such credentials on board of a satellite, for example if satellite is lost or stolen, the user subscription credentials might be compromised. 

To mitigate this risk the solution presented here considers the satellite in Store and forward mode re-using security architecture and principals as described in TS 33.401 [3] Annex F “Isolated E-UTRAN Operation for Public Safety”.

For 4G system, this implies that the satellite will act as local EPC including at least MME and HSS functionality, and that, following IOPS security concept, the HSS/AuC on board of satellite only contains derived keys from master key MK, for the given the satellite. 

By the ways the master key associated with the subscription is not compromised in any case. On the UE side, the subscriber master MK is securely stored in USIM.

Compared to classical 4G AKA, the UE first decodes E-UTRAN Cell Identity and provides it to the USIM, that will derive the subscriber master key to obtain symmetrical key K_nsat for this satellite. Nominal AKA procedure will be performed after with symmetrical key K_nsat.  

For 5G system, this implies that the satellite will act as local 5GC including at least AMF and AUSF/UDM/ARPF/SIDF functionalities. The concept described in Annex F of TS 33.401 [3] is reused, where ECI is replaced by NR Cell Global Id (NCGI) and the SUPI/SUCI (de)concealment steps are added.

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.700-29 [1].

*** START of 1st CHANGE ***

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	1
	2
	3
	4
	5
	6
	7
	

	1
	
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	
	

	Y
	X
	
	
	
	
	
	
	


*** END of 1st CHANGE ***

*** START of 2nd CHANGE ***

6.Y
Solution #Y: IOPS security concept for S&F 

6.Y.1
Introduction

This solution addresses the Key Issue #1 and applies for S&F operations in EPS and 5G. 

6.Y.2
Solution details

To provide registration capabilities if feeder link is not available, this solution proposes to have HSS/AuC (resp. AUSF/UDM/ARPF/SIDF) capabilities on board the satellite to run the classical AKA procedure. But HSS/AuC (resp. AUSF/UDM/ARPF/SIDF) contains subscriber key credentials and there is a security risk to have such credentials on board the satellite, for example if satellite is lost or stolen, the user subscription credentials might be compromised. 

To mitigate this risk, this solution considers the satellite in Store and forward mode re-using security architecture and principals as described in TS 33.401 [3] Annex F “Isolated E-UTRAN Operation for Public Safety”.

6.Y.2.1
Solution details for S&F in EPS

For 4G system, this solution implies that the satellite acts as local EPC including at least MME and HSS functionality, and that, following IOPS security concept, the HSS/AuC on board the satellite only contains derived keys from master key MK, for the given the satellite. 
Compared to classical 4G AKA, the UE first retrieves E-UTRAN Cell Identity and provides it to the USIM, that will derive the subscriber master key to obtain symmetrical key K_nsat for this satellite. Nominal AKA procedure will be performed after with symmetrical key K_nsat.  

The main steps of this solution in EPS are the following:
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Figure 6.Y.2.1-1: IOPS security concept applied to S&F in EPS
 
Initial conditions:

· USIM is configured with IMSI and master key MK for local PLMN

· HSS/AuC on board of the satellite is configured with IMSI and derived key K_nsat for satellite Nsat. 

· Satellite identifier nsat matches eNodeB_Id.

1. UE detects service link and selects the local PLMN.

2. UE sends ATTACH request to the local MME 

3. Local MME generates the AUTHENTICATE REQ to the local HSS/AuC for the requesting IMSI 

4. Local HSS/Auc generates AV from the key Knsat derived from MK for the satellite nsat. Proprietary bit of AMF is used to indicate that the authentication is performed with a satellite acting as a local network
5. Local HSS returns authentication response to the local MME 
6. Local MME challenges the UE with RAND and AUTN 
7. ME challenges the USIM, with RAND, and AUTN with proprietary bit of AMF to indicate that the authentication is performed with a satellite acting as a local network for the AUTHENTICATE CMD. The ECI (E-UTRAN Cell Id) is also added as parameter to the command for the USIM to perform the derivation. 

8. USIM retrieves nsat from ECI
9. Derivation of K_nsat from MK by the USIM. The USIM checks AMF value and derives K_nsat from MK thanks to KDF where n=nsat stored previously. The derived key K_nsat takes the role of permanent subscriber K to perform AKA procedure
10. USIM returns RES and keys computed with this K_nsat
11. Normal continuation of the ATTACH procedure 
6.Y.2.2
Solution details for S&F in 5G

For 5G system, this solution implies that the satellite acts as local 5GC including at least AMF and AUSF/UDM/ARPF/SIDF functionalities. The concept described in Annex F of TS 33.401 [3] is reused, where ECI is replaced by NR Cell Global Id (NCGI) and the SUPI/SUCI (de)concealment steps are added. 
The main steps of this solution in 5G are the following:
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Figure 6.Y.2.2-1: IOPS security concept applied to S&F in 5G

Initial conditions:

· USIM is configured with SUPI and master key MK for local PLMN, together with master key and certificate for SUPI/SUCI: Master Key SUCI_MK, Master SUCI PK QM
· Local AUSF/UDM/ARPF/SIDF on board of the satellite is configured with SUPI and derived key K_nsat for satellite nsat, together with private key for SUCI. 

· Satellite identifier nsat matches gNodeB_Id.

1. UE detects service link and select the local PLMN.

2. GET IDENTITY COMMAND with specific context to provide NCGI (NR Cell Global Identifier) as parameter.
3. USIM retrieves nsat from NCGI. NCGI value is different for each satellite. 
4. USIM derives SUCI Public Key for “nsat”. The derived Public Key can be stored in the USIM for future use. 
5. USIM computes SUCI.
6. USIM responds with SUCI.

7. UE sends REGISTRATION REQUEST request to the local AMF.

8. Local AMF generates the AUTHENTICATE REQ to the local AUSF/UDM/ARPF/SIDF for the requesting SUCI. 

9. local AUSF/UDM/ARPF/SIDF de-conceals the SUCI. 
10. Local AUSF/UDM/ARPF/SIDF generates AV from the key K_nsat derived for the satellite nsat. Proprietary bit of AMF is used to indicate that the authentication is performed with a satellite acting as a local network

11. Local AUSF/UDM/ARPF/SIDF returns authentication response to the local AMF. 
12. Local AMF challenges the UE with RAND and AUTN. 
13. UE challenges the USIM with RAND, and AUTN with proprietary bit of AMF to indicate that the authentication is performed with a satellite acting as a local network for the AUTHENTICATE CMD.

14. Derivation of K_nsat from MK by the USIM. The USIM checks AMF value and derives K_nsat from MK thanks to KDF where n=nsat stored previously. The derived key K_nsat takes the role of permanent subscriber key to perform AKA procedure.
15. USIM returns RES and keys computed with this K_nsat.
16. Normal continuation of the REGISTRATION procedure. 
6.X.3
Evaluation

This solution addresses the Key Issue #1 and applies for S&F operations in EPS and 5G.

This solution fulfills the potential security requirements from the Key Issue #1.

The master key associated with the subscription is not compromised in any case. On the UE side, the subscriber master MK is securely stored in USIM.
This solution has impacts on the ME, USIM, HSS/AuC/UDM/AUSF/ARPF. 
Editor's Note: The performance impacts on HSS/UDM processing, authentication latency, and service-link capacity are FFS.
Editor's Note: It is FFS whether the solution can support roaming scenarios.

Editor's Note: Further evaluation is FFS.

*** END of 2nd CHANGE ***
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