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Decision/action requested

This contribution proposes a solution for the Key Issue #1 of TR 33.700-29
2
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3
Rationale

This contribution proposes a solution to address the Key Issue #1 of TR 33.700-29 [1].

TR 23.700-29 [2] contains several solutions with different types of architecture. 
This solution addresses S&F operations in EPS and 5G with architectures where the HSS/AuC or UDM/AUSF/ARPF are on the ground network.
This solution, by reversing roles between UE/USIM and network, enables an Authentication and Key Agreement mutual scheme, with same security level as the usual one.  
Those reversed roles, because UE is originating the procedure, enable to cope with the connection discontinuity introduced by intermittent satellite coverage. UE generating AV can directly secure the user data to be attached as payload associated with first signaling messages.

This solution also enables to optimize the satellite communication by including user data attached to signaling NAS message during attachment, maintaining, at each step the security level.
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.700-29 [1].

*** START of 1st CHANGE ***

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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*** END of 1st CHANGE ***

-----------------------------------------------------------------------------------------

*** START of 2nd CHANGE ***

6.X
Solution #X: Inverse AKA 

6.X.1
Introduction

This solution addresses the Key Issue #1 and applies for S&F operations in EPS and 5G. 

6.X.2
Solution details

This solution, by reversing roles between UE/USIM and network, enables an Authentication and Key Agreement mutual scheme, with same security level as the usual one.  
Those reversed roles, because UE is originating the procedure, enable to cope with the connection discontinuity introduced by intermittent satellite coverage. UE generating AV can directly secure the user data to be attached as payload associated with first signaling messages.

This solution also enables to optimize the satellite communication by including user data attached to signaling NAS message during attachment, maintaining, at each step the security level.
6.X.2.1
Solution details for S&F in EPS

The main steps of this solution in EPS are the following:
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Figure 6.X.2.1-1: Inverse AKA and data exchange in EPS

If the UE has data to send uplink, when it detects the satellite in S&F mode, the steps are the following:
1. (Optional step) UE and satellite setup a secure channel in order to mutually authenticate each other.

2. The UE creates a 4G AV. The UE does this by generating an AV with the Authentication Management Field (AMF) separation bit set to "1". The UE shall then calculate XRES as defined in TS 33.401 [3] and create an AV from RAND, AUTN, XRES.

3. The UE shall then derive keys from CK, IK as defined in EPS key hierarchy of TS 33.401 [3]
4. UE encrypts payload: UL user data with NAS keys

5. UE sends ATTACH REQUEST containing RAND, AUTN, XRES and UL data as encrypted payload on service link

6. Satellite stores information… 

7. …till it will be able to reopen a feeder link with ground network

8. Thanks to feeder link now available, satellite sends ATTACH REQUEST containing RAND, AUTN, XRES and UL data as encrypted payload to MME.
9. MME stores XRES and encrypted UL user data message.

10. MME sends AUTHENTICATION REQUEST to HSS/AuC together with IMSI/GUTI, RAND and AUTN 
11. HSS/AuC verifies AUTN. To avoid any synchronization issue, it will be recommended to use time-based SQN generation.  

12. If OK, HSS/AuC computes RES, CK, IK and generates KASME 
13. HSS/AuC sends AUTHENTICATION RESPONSE to MME with RES and KASME
14. MME compares XRES with RES and if OK generates keys from KASME as defined in EPS key hierarchy of TS 33.401[3]

15. MME can decrypt UL data with NAS keys 

16. If data are to be sent Down Link, MME encrypts DL data with NAS keys 

17. MME sends RRC security mode command to eNodeB to provide RRC keys.  

18. MME sends ATTACH COMPLETE message with RES and encrypted DL data as payload.

19. If service link is not available, satellite/eNodeB store the NAS message.

20. eNodeB proceeds to RRC key derivation.

21. When service link becomes available, both endpoints know RRC keys.

22. when service link becomes available …

23. eNodeB forwards the ATTACH COMPLETE message with RES and encrypted DL data as payload message to the UE. 

24. UE verifies the RES. 

25. The UE processes the potential encrypted DL data as payload message to the UE
Editor's Note: The negociation of security algorithm use for NAS security is FFS.
6.X.2.2
Solution details for S&F in 5G

The main steps of this solution in 5G are the following:
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Figure 6.X.2.2-1: Inverse AKA and data exchange in 5G
1.
Optional step. UE and satellite setup a secure channel to mutually authenticate each other.

2.
The UE creates a 5G AV. The UE does this by generating an AV with the Authentication Management Field (AMF) separation bit set to "1" as defined in TS 33.102 [xx]. The UE then calculates XRES* as defined in TS 33.501 [4] and creates a 5G AV from RAND, AUTN, HXRES*. Finally, the UE generates a SUCI as defined in TS 33.501 [4].

3.
The UE then derives keys from CK, IK as defined in TS 33.501 [4] till User Plane keys and generates UL user data protected by NAS keys.

4.
The UE uses service link to send to the satellite the REGISTRATION REQUEST for the SUCI with 5G AV and first UL data, as encrypted payload 
5.
Satellite stores all those information… 

6.
…till it will be able to reopen a feeder link with ground network

7.
Thanks to feeder link now available, satellite sends that information to AMF/SEAF

8.
AMF/SEAF stores HXRES* and first user data message

9.
AMF/SEAF sends SUCI, RAND and AUTN to AUSF

10.
AUSF sends them to UDM/ARPF as part of authentication request

11.
 UDM invokes SIDF to de-conceal the SUCI 

12.
Based on K and RAND, the UDM/ARPF verifies the freshness of the received values by checking whether AUTN can be accepted (MAC-A, SQN).

13.
The UDM/ARPF computes RES, CK, IK and then computes RES* and KAUSF
14.
The UDM/ARPF return SUPI, RES* and KAUSF to the AUSF

15.
The AUSF generates KSEAF from KAUSF 

16.
The AUSF sends to AMF/SEAF, RES*, SUPI and KSEAF
17.
The AMF/SEAF generates HRES* from RES* and compare it to previously received HXRES*

18.
The AMF/SEAF processes the first user data message previously received

19.
The AMF/SEAF processes the potential user data DL message for the UE

20.
The AMF/SEAF determine the next satellite over the zone and send key material for RRC protection 

21.
The AMF/SEAF send to the satellite the REGISTRATION ACCEPT with RES* and user data DL message if any as encrypted payload. 
21.
Satellite stores all those information… 

22.
…till it will be able to reopen a service link with UE, RRC protected 
23/24.
The satellite sends to UE, the REGISTRATION ACCEPT with RES* and user data DL message if any as encrypted payload. 
25.
The UE verifies the RES*

26.
The UE processes the potential user data response message
Editor's Note: The negociation of security algorithm use for NAS security is FFS.
6.X.3
Evaluation

This solution addresses the Key Issue #1 and applies for S&F operations in EPS and 5G.

This solution fulfills the potential security requirements from the Key Issue #1.

This solution, by reversing roles between UE/USIM and network, enables an Authentication and Key Agreement mutual scheme, with same security level as the usual one.  
Those reversed roles, because UE is originating the procedure, enable to cope with the connection discontinuity introduced by intermittent satellite coverage. UE generating AV can directly secure the user data to be attached as payload associated with first signaling messages.

This solution also enables to optimize the satellite communication by including user data attached to signaling NAS message during attachment, maintaining, at each step the security level.
This solution has impacts on the ME, USIM, MME/AMF/SEAF, HSS/AuC/UDM/AUSF/ARPF. 
Editor's Note: In case that an initial setup of secure channel takes place, the optimization benefits of this solution as compared to the usual AKA procedures is FFS.
Editor's Note: It is FFS to study whether there is a risk of indirect DoS attack on HSS in case that the UEs are injecting many AVs (in loop or random) towards the satellite.
*** END of 2nd CHANGE ***
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*** START of 3rd CHANGE ***
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