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1
Decision/action requested

This pCR proposes update on KI#2 in TR 33.702.
2
References

 [1]
3GPP TS 33.501 Security architecture and procedures for 5G system
3
Rationale

This contribution proposes to update KI#2, which addresses the case where AUN3 device moves from 5G-RG1 to 5G-RG2.
When AUN3 device switches from an old 5G-RG to a new 5G-RG, reuse of the same key is not acceptable from a security point of view.
Solutions related to this key issue should meet the above requirement while skipping full authentication.
4
Detailed proposal

*************** Start of Change ****************
5.2
Key issue #2: Security aspect of AUN3 device connecting to a new 5G-RG within the same W-AGF. 
5.2.1
Key issue details 

When AUN3 device moves from 5G-RG1 to 5G-RG2, where both 5G-RG are nearby or overlapping, the AUN3 device connectivity can break while connecting to the new 5G-RG2. Additionally, AUN3 also goes through another full primary authentication procedure, even though both 5G-RGs connects to the same W-AGF.

A new full primary authentication may lead to additional signalling and may cause latency in the AUN3 device connection. If we skip the full primary authentication, it provides connection time optimisation, but then the security aspect of the AUN3 device to target 5G-RG should be studied.

5.2.2
Threats

Not applicable. 
5.2.3
Potential security requirements 

The 5GS should support a mechanism to establish secure connection for the AUN3 device switching from one 5G-RG to another 5G-RG within the same W-AGF without performing full primary authentication.
While switching from one 5G-RG to another 5G-RG within the same W-AGF, the interface between AUN3 device and the new 5G-RG shall be confidentiality, integrity, and replay protected.

