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1
Decision/action requested

This contribution proposes to approve the proposed key issue on Digital ID/Avatar ID Authentication and Authorization for the metaverse services to study the potential solution.   
2
References

[1] 
S3-240974: "New SID on security aspects of 5G Mobile Metaverse services"
3
Rationale

3GPP TR 33.790, KI#2 is about studying the security of the Avatar communication, restricting it to only for the IMS call or the communication. Whereas the key issue proposed in this contribution is to verify whether the user is allowed to access the avatar for any non IMS communication. It is proposed to approve this key issue.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

2
References
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-
For a specific reference, subsequent revisions do not apply.
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3GPP TS 22.156: "Mobile Metaverse Services; Stage 1".
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3GPP TR 33.790: "Study on the security support for the next generation real time communication services phase 2".
***
BEGIN OF 2nd CHANGE
***

5.X
Key Issue #X: Digital ID/Avatar ID Authentication and Authorization 
5.X.1
Key issue details
According to TS 22.156[xx] a user can take part in mobile metaverse services that provide digital representations of several other users simultaneously. Avatar is one kind of digital representation with its digital identity used to identify the digital representations. There are scenarios that a UE uses a Digital ID/Avatar ID to initiate an Avatar Communication. Then the Avatar ID is used to fetch objects such as Avatar representation which may include the avatar metadata and avatar media. 
In clause 7.2.4 of TS 22.156 [xx], the following requirement implies the need of authentication of digital assets:

"[R-7.2.4-002] The 5G system shall provide mechanisms to certify the authenticity of digital assets associated with a user."
In clause 7.2.3 of TS 22.156 [xx], the following requirement implies the need of authorization of digital assets:

"[R-7.2.3-001] Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to authorize the avatar to be used in mobile metaverse services."
Digital assets used in mobile metaverse services can be digital representation (avatar), software licenses, gift certificates, tokens, etc., which should be uniquely identifiable according to the definition of in clause 3.1 of TS 22.156 [xx]. 

From a security point of view, the network needs to be able to support the Digital ID/Avatar ID authentication and authorization for a non IMS communication. Also, Avatar objects such as Avatar representations could be used by malicious users to impersonate other users. Therefore, it is essential to ensure that the Avatar objects are secure and cannot be tampered with or accessed by unauthorized entities.
5.X.2
Security Threats

The following threats are inherent in metaverse communication services.

1. A malicious UE can use Avatar IDs belonging to other UEs or forged Avatar-IDs to initiate non-IMS avatar communication in the network and therefore impersonate other UEs.

2. The potential transfer of the Avatar-IDs between networks can potentially be tampered by intermediary network entities.

3. The potential transfer of the Avatar metadata between networks can potentially be manipulated by intermediary network entities.

4. The potential transfer of the Avatar media between networks can potentially be manipulated by intermediary network entities. 
5.X.3
Potential security requirements

The 5G system shall support means to ensure that stored digital assets are accessed only by authenticated and authorized entities based on its unique identity (digital ID/avatar ID), i.e. UEs and core network nodes.

The 5G system shall support the integrity and confidentiality protection of the digital assets, when the digital assets are stored/transmitted in/through the 5G system.
The 5G system shall support authentication and authorization of the digital representation in mobile metaverse services. 
***
END OF CHANGES
***
