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1
Decision/action requested

It is proposed to approve this key issue to study potential solution to prevent privacy threats in S&F operation
2
References
NA
3
Rationale

It is proposed to approve this key issue.
4
Detailed proposal

*** Start of 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[aa]
3GPP TR 23.700-29: "Study on integration of satellite components in the 5G architecture; Phase 3"
*** Start of 2nd Change ***
5.X
Key Issue #X: Key Issue on privacy threats in S & F operation 
5.X.1
Key issue details
In satellite S&F scenario, when a UE attaches or registers to the network (when service link is available) via on-board eNB/gNB and NFs the satellite supporting S&F operation stores the registration request until the feeder link is available and sends an interim response message to the UE. Due to unavailability of the feeder link, the UE may not get authenticated (until the feeder link is available) and establish the security context to protect the response messages.

In such scenarios, the on-board eNB/gNB and MME/AMF should ensure security and privacy of the UE, by protecting the response message which might include sensitive information of the UE (for example, assignment of temp ID in the response message). If any UE related information is sent in clear text there is a possible attack of UE traceability and linkability security threats.
In this key issue it is proposed to study potential solution to prevent the UE and on-board eNB/gNB and NFs from sharing information in clear over the air, which might lead to privacy threats.
NOTE:
The privacy threats of the 3GPP system in S&F is dependent on the final agreed architecture solution direction of S&F KI in TR 23.700-29 [2].
5.X.2
Security threats

As an example, scenario if the UE tries to attach/registers when service link is available, it is possible that the on-board satellite rejects or partially accepts the request by storing the request in S&F buffer. The on-board satellite sends reject or partial accept message which is unprotected as the UE and the network side are not authenticated and established the NAS/AS security association yet. In such scenario including a reject cause or any (interim) temporary identifier may allow the attacker to track the UE. 

5.X.3
Potential security requirements
The 3GPP system shall support means to mitigate the potential linkability and trackability attack on UE in the Store and Forward Satellite Operation. 
*** End of Changes ***
