3GPP TSG-SA3 Meeting #115AdHoc-e
draft_S3-241405-r3
Electronic meeting, online, 15 - 19 April 2024
Source:
Samsung
Title:
Solution to prevent GERAN/UTRAN bidding down attack
Document for:
Approval
Agenda Item:
5.6
1
Decision/action requested

It is proposed to approve this solution for addressing key issue#1 on GERAN/UTRAN bidding down attack.
2
References
NA
3
Rationale

This contribution proposes two methods to notify UE about the decommissioned GERAN/UTRAN RAT types.
(a) The network notifies the UE during attach/registration procedure.

(b) UE is configured by the network as part of pre-configuration in the UICC.
4
Detailed proposal

*** Start of Changes ***
6.Y
Solution #Y: Solution to prevent GERAN/UTRAN bidding down attack using UICC Configuration
6.Y.1
Introduction

This solution addresses the security requirement of key issue#1.

6.Y.2
Solution details

If the HPLMN completed the decommissioning or network supports LTE and/or NR only, then 






the UICC is pre-configured with the information on restricted RAT types (i.e., GERAN/UTRAN) for the entire HPLMN. The UE excludes the combination HPLMN and restricted RAT types of the HPLMN for any PLMN/Cell (re)selection procedures. 
6.Y.3
Evaluation

This solution addresses key issue#1 to prevent UE from bidding down attack from fake GERAN/UTRAN.
Impacts:

(a) The solution has impact on the UE to store and use the preconfigured information on restricted RAT types in the HPLMN.
(b) This solution does not address the problem for legacy devices

(c) The UICC configuration based solution is only limited to the non-roaming scenarios.
(d) 
*** Next Change ***
6.Z
Solution #Z: Provisioning of information on restricted RAT types using NAS message
6.Z.1
Introduction

This solution addresses the security requirement of key issue#1. As the decommissioning can be performed in a phased manner by the MNO, this solution details a mechanism to inform the UE whether in that particular region (Tracking Area (TA)) network supports GERAN and/or UTRAN.
6.Z.2
Solution details

In this solution, 
the network notifies the UE during Attach/Registration procedure (for the TAI/list of TAIs included in the Attach/Registration accept message or for the entire PLMN).

(a) 

[image: image2.emf]UE MME/AMF

3. Based on the indication from network UE will not 

camp on GERAN/UTRAN RAT types

2. Attach/Registration Accept (restricted RAT types (GERAN/UTRAN))

1. Attach/Registration Request

eNB/gNB


Figure 6.Z.2-1: UE is notified about the restricted RAT types (GERAN/UTRAN) in Attach/Registration accept message
During attach or registration procedure the network indicates to the UE about the information on restricted RAT types (i.e., GERAN/UTRAN) in attach or registration accept message for the TAI or included list of TAIs or for the entire PLMN, as shown in Figure 6.Z.2-1. The restricted RAT types are excluded in any follow-up procedures by the UE.

6.Z.3
Evaluation

This solution addresses key issue#1 to prevent UE from bidding down attack from fake GERAN/UTRAN.

Impacts:

(a) The solution has impact on the UE and the AMF/MME
(b) .
(c) This solution does not address the problem for legacy devices
(d) This solution works even in roaming scenarios.
(e) This solution uses TA for information on decommissioned RATs, when the network performs decommissioning in a phased manner.
*** End of Change ***
UE
MME/AMF
3. Based on the indication from network UE will not camp on GERAN/UTRAN RAT types
2. Attach/Registration Accept (restricted RAT types (GERAN/UTRAN))
1. Attach/Registration Request
eNB/gNB



