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1
Decision/action requested

It is proposed to approve the new key issue of TR 33.700-32.
3
Rationale

It is proposed to include the key issue in the security study of usage of user identifiers in the 5G system.
4
Detailed proposal

***  BEGINNING OF THE 1st CHANGE  ***
X.Y
Key issue #Y: Authentication and Authorization of one or more non-3GPP devices behind one gateway UE or 5G-RG
X.Y.1
Key issue details
This key issue is going to address Authentication and Authorization of one or more non-3GPP devices behind one gateway UE or 5G-RG. It is to address the security issues related to the key issue #4 in the TR 23.700-32 [2], i.e. Identifying non-3GPP Devices Connecting behind a UE or 5G-RG.
 The key issue is for the following use case (see TR 23.700-32 [2]):

· Use case #2: one or more non-3GPP devices behind one gateway UE or 5G-RG.

X.Y.2
Threats
If the non-3GPP devices behind one gateway UE or 5G-RG are not authenticated and authorized by the network, the attacker can access the network as a non-3GPP device via one gateway UE or 5G-RG without any authorization and restriction.
If the number of simultaneously active non-3GPP devices behind the UE or 5G-RG is not restricted, an excess number of non-3GPP devices may abuse the UE or 5G-RG subscription simultaneously.
X.Y.3
Potential security requirements 

The 3GPP system shall support the identification of a non-3GPP device behind UE or 5G-RG.

The non-3GPP devices behind one gateway UE or 5G-RG shall be authenticated and authorized.
The 
3GPP system shall provide means to support authentication and authorization of a non-3GPP device behind UE or 5G-RG. 
NOTE
: The authentication of the non-3GPP device is not done by the 5GC.
The 3GPP system shall support a mechanism to restrict the number of simultaneously active non-3GPP devices behind the UE or 5G-RG.

***  END OF THE CHANGES  ***
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