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1
Decision/action requested

It is requested to approve the new key issue in this pCR.
2
References

[X]
3GPP TS 33.501 " Security architecture and procedures for 5G system"
[Y]
3GPP TR 33.887 "Study on Security aspects for 5WWC Phase 2"
3
Rationale
This contribution proposes a new KI in TR 33.887 [Y] for authenticating UE behind RG. 
In clause 7B.4 of TS 33.501, UE behind RG can connect to 5GC via TNGF in trusted Non-3GPP access or N3IWF in untrusted Non-3GPP access procedures with the entire wireline access treated as part of the trusted or untrusted Non-3GPP access.
In TS 23.501 [2] clause 4.2.15, UE is allowed to use 5G credentials based on NSWO to authenticate to the 5GC to first obtain local IP address and then uses untrusted Non-3GPP access to register to the 5GC. 
Similarly, when UE is behind RG, the UE should also be able to use NSWO to first authenticate to 5GC to obtain local IP address before using the untrusted Non-3GPP access to register with 5GC

Even when UE does not use untrusted Non-3GPP access to register, it is beneficial for UE behind RG to use 5G credentials to authenticate to 5GC, since it allows operators to identify UE behind RG and then offer enhanced services (e.g., WiFi speed increase) to the UE.  

This key issue is proposed to allow UE behind RG to be authenticated by 5GC using NSWO procedure.  

4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.887 [Y].

**** START OF CHANGE ****
6.X
KI #X: Authentication of UE connecting to RG using NSWO procedure
6.X.1
Key issue details
In clause 7B.4 of TS 33.501, UE behind RG can connect to 5GC via TNGF in trusted Non-3GPP access or N3IWF in untrusted Non-3GPP access procedures with the entire wireline access treated as part of the trusted or untrusted Non-3GPP access.

In TS 23.501 [2] clause 4.2.15, UE is allowed to use 5G credentials based on NSWO to authenticate to the 5GC to first obtain local IP address and then to use untrusted Non-3GPP access to register to the 5GC. 

Similarly, when UE is behind RG, the UE should also be able to use NSWO to first authenticate to 5GC to obtain local IP address before using the untrusted Non-3GPP access to register with 5GC

Even when UE does not use untrusted Non-3GPP access to register, it is still beneficial for UE behind RG to use 5G credentials to authenticate to 5GC, since it allows operators to identify UE behind RG and then to offer enhanced services (e.g., WiFi speed increase) to the UE.  

This key issue is to allow UE behind RG to be authenticated by 5GC using NSWO procedure.  
6.X.2
Security threats
If the 5GC cannot authenticate UE connecting to RG, the 5GC may provide service to unauthorized devices behind RG. 
6.X.3
Potential requirements
5GS shall support authentication of UE behind RG using NSWO procedure. 
**** END OF CHANGE ****
