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Decision/action requested

Solution on User consent checking by roaming partner NF
2
References
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3GPP TR 33.896
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Rationale

Solution for KI on user consent checking by roaming partner NF.
4
Detailed proposal   

**** START OF CHANGES
5.1
Key Issue #1: User consent for roaming case in eNA

5.1.1
Key issue details

As depicted in key issue #3 in 3GPP TR 23.700-81 [2], "In roaming scenario, the HPLMN/VPLMN may need to collect data or consume analytics from the VPLMN/HPLMN." In this case, the user data may be exchanged between different entity, i.e. VPLMN and HPLMN, that may be subject to different regulations with respect to user consent.

When it somes to the actions performed on the user data, the following cases need to be considered:

· HPLMN collects user data and exposes the data to VPLMN, VPLMN performs analytics and ML training.

· VPLMN collects user data and exposes the data to HPLMN, HPLMN performs analytics and ML training.

In order to cover these scenarios, it is important to assess the current user consent framework in Annex V in 3GPP TS 33.501 [3], and decides who will perform the role of enforcement point.
5.1.2
Security threats

If the HPLMN/VPLMN is not aware to check user consent for roaming case for eNA, e.g. data analysis or ML tranning, the HPLMN/VPLMN may expose user privacy information to VPLMN/HPLMN which could lead to a compromise of the user privacy. 

If the HPLMN/VPLMN is not aware to revoke user consent for roaming case for eNA, the HPLMN/VPLMN may continue to process user privacy information which could lead to a compromise of user privacy.
If the user consent includes some parameters that are not enforceable in the visiting country due to legal ristrictions in the country, then the VPLMN cannot conform to those parameters. Further, the user cannot expect it to be enforced because the user is not in his/her home country. Thus, there is a dilemma situation, and the VPLMN AF/NFs could just disregard the user-consent flag received from the UDM and collect data about the roaming UE, even if no user consent was given.

5.1.3
Potential security requirements

The 5GS shall provide the means for a HPLMN/VPLMN to check of user consent for the roaming scenario in eNA.

The 5GS shall provide the means for HPLMN/VPLMN to revoke of user consent for the roaming scenario in eNA.
NOTE: Cross-PLMN data sharing among different countries is FFS.
*********** NEXT CHANGE
6.Y
Solution #Y: Filtering user consent per PLMN level 
6.Y.1
Introduction

This solution addresses the aspect of correct application of user consent flag in  KI#1.

It is proposed to push the control/filter to the UE in the roaming situation by giving UE the control whether to respond to a request by extending the procedure for UE parameter update (see TS 33.501, clause 6.15.2.1).

6.Y.2
Solution details

It is proposed to filter user consent per PLMN level in UDM/UDR for the UE. This information can be included in the NAS message and triggers the UE to generate a report when it is requested for user consent by the VPLMN network. 
1. When a UE1 registers in the VPLMN, the VPLMN AMF sends a registration request to HPLMN UDM. UDM is configured with a PLMN specific policy that allows for generating data per PLMN. These can be several subfilters, for example for user place data retrieval, control place data retrieval, UE sensor-based data retrieval.

2. UDM pushes the data in the registration response to AMF. 
3. When AMF receives this information, AMF passes the same to UE over NAS signaling, REGISTRATION_ACCEPT message. 

4. UE verifies the same and sends an acknowledgment. AMF sends an acknowledgment back to UDM. 
5. UDM can use the UE parameters update now to also send the the data integrity protected directly to the UE (TS 33.501 "6.15.2.1 Procedure for UE Parameters Update") such that the UE can compare and be aware of any changes of data previously sent by the AMF in the VPLMN.
With this procedure, UE successfully received the information from HPLMN (UDM) to decide if data needs to be generated or not, for a defined use case (user plane, control plane, UE sensor etc, more cases can be added based on the UE implementation).

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

**** END OF CHANGES 

