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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution to be added in TR 33.893.
2
References

[1]
TR 33.893
Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

Based on solution #4 in TR 33.893 [1], this pCR proposes an enhanced solution to address one of the requirements in Key Issue #2 in TR 33.893 [1] “The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Located UE in the Ranging/Sidelink Positioning service”.

4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: Role Verification during Discovery based on Discovery Keys
6.Y.1
Introduction 


This solution addresses Key Issue #2 on Authorization for Ranging/SL Positioning service. Specifically, it addresses the third requirement in KI#2: “The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Located UE in the Ranging/Sidelink Positioning service”.
This solution is an enhancement of solution #4, in which discovery security materials are generated and provisioned only when the role of the UE is successfully authorized by the network. However, by reusing the security mechanism of ProSe direct discovery specified in TS 33.503 [6], the discovery security material generation in solution #4 is only associated with the requested service. It means that the same set of discovery security materials can be used by any role in a Ranging/SL positioning service. Then during discovery between UEs over PC5, a misbehaving UE can still send a claimed role different from its authorized role to cheat the receiving UE, who is not able to verify whether or not the claimed role is the authorized role of the sending UE. For example, in case of three roles (Target/Reference/Assistant) in a service, the Target UE cannot verify that the Assistant UE is not claiming Reference Role in the discovery message. 
Based on solution #4, this solution proposes to associate discovery security materials with the role of the UE in the requested service. When broadcasting the discovery message, the sending UE protects the message with the discovery security materials generated by the network. The receiving UE is then able to authorize the claimed role in the received message, because only the discovery security materials associated with authorized role can successfully verify the received broadcast message. In this way, a misbehaving UE claiming an unauthorized role (a role different from the authorized role with which the discovery security materials are associated) is not able to cheat the peer UE, which will not be able to verify the discovery message using the discovery security materials associated with the unauthorized role.
6.Y.2
Solution details

6.Y.2.1
Authorization of the Role of the UE during Ranging Discovery – Model A
Steps 1~6 refer to an Announcing UE (A-UE):

Steps #1~#4 are the same steps as in solution #4.

5.
If A-UE is authorized to play the Role (Target UE) it requests to play, the 5G DDNMF/PKMF/PCF of A-UE generates the discovery security keys by associating the keys with the RSC and A-UE authorized Role (Target UE), and stores the discovery security keys with the RSC and A-UE authorized Role (Target UE). If A-UE is not authorized to play the Role it requests to play, the 5G DDNMF/PKMF/PCF of A-UE does not generate discovery security keys and rejects the Discovery Request from A-UE.
6.
The 5G DDNMF/PKMF/PCF of A-UE returns the A-UE authorized Role (Target UE) and discovery security keys in the Discovery Response. A-UE stores the keys with the RSC and its authorized Role (Target UE). 
Steps #7~#17 refer to a Monitoring UE (M-UE):

7.
M-UE sends a Discovery Request message containing the RSC and the Role it wants to play in the Ranging service (e.g. Reference UE) and the Role(s) it expects to discover (e.g. Target UE).
8.
The 5G DDNMF/PKMF/PCF of M-UE sends an Authorization Request to the Ranging/SL positioning Server or the UDM of M-UE, which contains the RSC and the Role that M-UE (Reference UE) wants to play in the Ranging service and optionally the Role M-UE expects to discover (e.g. Target UE).
Steps #8~#10 are the same as the steps #7~#9 in solution #4.

11.
If M-UE is authorized to play the Role (Reference UE) it requests to play, the 5G DDNMF/PKMF of the M-UE  contacts the 5G DDNMF/PKMF/PCF of A-UE (Target UE that M-UE indicates to discover in step #7) by sending a Monitor Request message.
Steps #12~#14 are the same as the steps #11~#13 in solution #4.

15.
If the authorization with the Ranging/SL positioning Server or the UDM is successful, the 5G DDNMF/PKMF/ PCF of A-UE retrieves the corresponding discovery security keys which are stored with the RSC and the A-UE-Role (Target UE).

16.
The 5G DDNMF/PKMF/PCF of A-UE responds to the 5G DDNMF/PKMF/PCF of M-UE with a Monitor Response message including the RSC and the A-UE Role (Target UE) and the corresponding discovery security keys. 

17.
The 5G DDNMF/PKMF of M-UE returns the M-UE authorized Role (Reference UE) and discovery security keys in the Discovery Response. M-UE stores the discovery security keys with the RSC and the Role that M-UE expects to discover (Target UE).
Steps 18~19 occur over PC5:

18.
A-UE starts announcing. A-UE forms the announcement message containing the RSC and its claimed Role (Target UE), and A-UE protects the message with the discovery security keys stored with the RSC and its authorized role (Target UE). 

19.
M-UE listens for an announcement message and checks the RSC and the claimed Role in the announcement message. M-UE then retrieves the discovery security keys stored with the RSC and the Role that A-UE claims (Target UE). M-UE verifies the announcement message using the retrieved discovery security keys.

NOTE:
For example, an announcing UE authorized as a Located UE claims itself as a Target UE in an announcement message, which is protected with the discovery keys associated with the authorized Role (i.e. Located UE). When a monitoring UE in the Role of Reference UE is monitoring the message from a Target UE, it will receive the message from the announcing UE and identify that the announcing UE is in the Role of Target UE. Then the monitoring UE will use the discovery keys associated with the Role it expects to discover (i.e. Target UE) to verify the received message. As the keys used by the announcing UE and monitoring UE are not the same, the verification will fail. In this way, a misbehaving UE is not able to cheat the peer UE with an unauthorized role.
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Figure 6.Y.2-a:
Role Verification during Discovery – Model A
6.Y.2.2
Authorization of the Role of the UE during Ranging Discovery – Model B
Steps #1~#17 are the same as in the procedure for Model A in clause 6.Y.2.1.
Steps #18~#20 occur over PC5:
18.
The discoverer (R-UE) forms the solicitation message containing the RSC, its claimed Role (Reference UE) and the expected role of discoveree (Target UE). R-UE then protects the solicitation message using the discovery security keys associated with the RSC and the expected role (Target UE).
19.
The discoveree (E-UE) listens for a solicitation message, and checks the RSC, the claimed Role (Reference UE) and the expected Role (Target UE) in the message. E-UE then retrieves the discovery security keys stored with the RSC and the Role that R-UE expects (Target UE). E-UE verifies the solicitation message using the retrieved discovery security keys.
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Figure 6.Y.2-b:
Role Verification during Discovery – Model B
20.
If the verification is successful, E-UE returns a response message to the discoverer, which contains the RSC and its authorized Role that R-UE expects to discover. E-UE then protects the response message using the discovery keys stored with the RSC and its authorized role (Target UE).
21.
R-UE receives the response message, and checks the RSC and the authorized Role of E-UE (Target UE) in the message. R-UE then retrieves the discovery keys stored with the RSC and the Role of E-UE (Target UE). R-UE verifies the solicitation message using the retrieved discovery keys.
NOTE:
For example, a discoverer authorized as a Located UE claims itself as a Reference UE expecting to discover a Target UE in the solicitation message, which is protected with the discovery security keys associated with its authorized Role (i.e. Located UE). When a discoveree in the Role of Target UE receives the message from the discoverer and identifies that the discoverer is in the Role of Reference UE expecting to discover a Target UE, the discoveree will use the discovery keys associated with the expected Role (i.e. Target UE) to verify the received message. As the keys used by the discoverer and discoveree are not the same, the verification will fail. In this way, a misbehaving UE is not able to cheat the peer UE with an unauthorized role.
Editor’s Note: Whether the UE taking different roles would announce the same RSC and in which use case is to be confirmed by SA2.
Editor’s Note: It is FFS how to prevent the UE from misuse the discovery security materials associated with the role of the peer UE.

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

*************** End of the Change ****************
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