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1
Decision/action requested
Approve the pCR below
2
References

3

Rationale

Propose a New solution for protecting groupcast and broadcast data when UEs are in out of coverage.
4
Detailed proposal
*** BEGIN CHANGES ***
6.X
Solution #X: Protection of groupcast/broadcast Sidelink Positioning data in out of coverage scenario
6.X.1
Introduction 

This solution addresses Key Issue #Y on protection of SL groupcast/broadcast communication. 
In this solution, the server UE distributes ciphering keys to the Target UE and Reference UE(s) to enable UEs to cipher/decipher groupcast/broadcast data for SL positioning.

This solution introduces a security method for protecting the groupcast/broadcast data for SL positioning between the Target UE and Reference UE(s).
6.X.2
Solution details

Editor’s Note: Protection of the SL key in Step 3 is FFS.
Editor’s Note: Integrity protection is FFS.
Editor’s Note: Which entity determines the server UE is FFS.
Editor’s Note: Synchronization of keys in the server UE and CN is FFS.
Editor’s Note: Details in Step 6 are ffs.
The following figure shows the procedure of protecting groupcast/broadcast Sidelink Positioning data in out of coverage scenario.
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Figure 6.X.2-1: Procedure of protecting groupcast/broadcast Sidelink Positioning data in out of coverage scenario
1.
The Server UE initials SL positioning broadcast/groupcast ciphering keys. For each ciphering key, includes a ciphering key value, a ciphering key identifier, a validity period, a set of applicable tracking areas and a set of applicable types of SL positioning broadcast/groupcast data.
2.
The Target UE sends a SL Positioning Ciphering Key Request to the Server UE. The SL Positioning Ciphering Key Request may be sent as part of normal PC5-S or SLPP procedure, A SL Positioning Ciphering Key Request may also be sent specifically to request and obtain SL positioning broadcast/groupcast ciphering keys. The UE includes in the SL Positioning Ciphering Key Request an indication that SL positioning broadcast/groupcast ciphering keys are requested.
3.
The Server UE returns a SL Positioning Ciphering Key Accept to the Target UE. The Server UE includes in the SL Positioning Ciphering Key Accept one or more SL positioning broadcast/groupcast ciphering keys applicable to the current SL positioning for the UE. The Server UE also includes for each ciphering key the ciphering key value, the ciphering key identifier, the validity period, the set of applicable tracking areas and the set of applicable types of SL positioning broadcast/groupcast data.
4.
The Reference UE(s) sends a SL Positioning Ciphering Key Request to the Server UE. The SL Positioning Ciphering Key Request may be sent as part of normal PC5-S or SLPP procedure, A SL Positioning Ciphering Key Request may also be sent specifically to request and obtain SL positioning broadcast/groupcast ciphering keys. The UE includes in the SL Positioning Ciphering Key Request an indication that SL positioning broadcast/groupcast ciphering keys are requested.
5.  The Server UE returns a SL Positioning Ciphering Key Accept to the Reference UE(s). The Server UE includes in the SL Positioning Ciphering Key Accept one or more SL positioning broadcast/groupcast ciphering keys applicable to the current SL positioning for the UE. The Server UE also includes for each ciphering key the ciphering key value, the ciphering key identifier, the validity period, the set of applicable tracking areas and the set of applicable types of SL positioning broadcast/groupcast data.
6.
The Server UE, Reference UE(s) and Target UE interact the ciphered SL positioning broadcast/groupcast data. The UEs may start to use each SL positioning broadcast/groupcast ciphering key to decipher SL positioning broadcast/groupcast data once the validity period for the ciphering key has started and if the UE is currently in an applicable tracking area. The UE shall cease using and shall delete a SL positioning broadcast/groupcast ciphering key when the validity period for the SL positioning broadcast/groupcast ciphering key has expired.
7.
The Server UE, Reference UE(s) and Target UE delete all information for a SL positioning broadcast/groupcast ciphering key when the validity period has expired.
6.X.3
Evaluation

TBD.
*** END OF CHANGES ***
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