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1
Decision/action requested

This contribution proposes conclusion on KI#3 in TR 33.738
2
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3
Rationale

This pCR proposes to use the ideas of solution #1, #2, #7,#10,#11.#12,#13 for protection of ML models and authorization of model retrieval to conclude KI#3.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.738.
***BEGIN OF First CHANGE***

7
Conclusions 

7.X
Conclusion on Key Issue #3 "Security for AI/ML model storage and sharing"
For key issue#3, it is recommended to use the ideas of solution #1, #2, #7,#10,#11.#12,#13 for protection of AI/ML models and authorization of model retrieval:
-
Authorization of the model retrieval at the NRF uses OAuth 2.0 token-based authorization. The NRF uses information stored by the MTLF at the NRF as per conclusion of KI#5 (‘Enhanced trained ML model sharing) in TR 23.700-81, specifically the Interoperability indicator. The NF service consumer (NFc) (e.g., AnLF) is required to be registered in the NRF with vendor ID information in its profile.
-
The model is stored in encrypted format, unless both ADRF and MtLF belong to the same security domain and vendor. 
-
As per request of Analytics Id by the NFc, the MTLF performs authorization of the corresponding model retrieval per selected model and then providing model address and required cryptographic material to NFc to enable it to retrieve the model from the storage platform and decrypt the model. 
NOTE: the mechanism to provide the model is to be defined by 3GPP SA2. 
-
NF consumer(s) (MTLF or AnLF) uses the ADRF ML model retrieval service to retrieve the ML model or URL (where the model is stored) from ADRF. ADRF verifies that the requested AI/ML model can be retrieved by the NF consumer(s) (MTLF or AnLF). 

-
Keys and algorithms to be used for end-to-end protection of ML models will be speficied during normative work.
NOTE: Key management is handled out of band and not specified.
*** END OF First CHANGE ***
