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1
Decision/action requested

This contribution proposes to resolve the Editor’s Note in solution#7. 
2
References

[1]
S3-224056 draft T3 33.887 v0.4.0
3
Rationale

This contribution proposes to resolve the Editor’s Note in solution #7. The Editor’s is resolved by clarifying in more detail how KFT-TNAP is derived and also the role of KFT-TNAP as part of the 5G key hierarchy that is used to create the FT key hierarchy. It is also clarified that KFT-TNAP does not need to be sent to the TNAP. Finally the KFT-TNAP is renamed to KFT as this more clearly captures its role as the root of FT key hierarchy.
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the TR [1].
**** START OF CHANGES ****
6.7
Solution #7: Using Fast BSS Transition for TNAP mobility
6.7.1
Introduction 

This solution addresses key issue #4: Security aspect of TNAP mobility

6.7.2
Solution details

This solution addresses the TNAP mobility using the Fast BSS Transition protocol [6]. 

The Fast BSS Transition (FT) key hierarchy is established based on the Master Session Key (MSK) by the R0 Key Holder (R0KH) that is collocated with the 802.1X authenticator as specified in [aa]. To support the Fast BSS Transition, the entity that will hold the root key needs to obtain a 256 bit key (KFT) from the TNGF, which is then used as an input key to create the FT key hierarchy.

The key KFT is derived from KTNGF using fixed inputs similar to the derivation of KTNAP from KTNGF described in Annex A.22 of TS 33.501 [4] but using a new Usage type distinguisher, e.g. 0x03.


The key KFT is used to create the FT key hierarchy specified in 802.11 [6]. Specifically, KFT is used as Master PMK (MPMK) that is used as an input key for R0-Key-Data derivation. With the R0-Key-Data, the FT key hierarchy is established. In effect, KFT links the 5G key hierarchy and FT key hierarchy as it is derived from a key in the 5G key hierarchy and being used to create the FT key hierarchy (see Figure 6.7.2-1 for more details).  
When UE switches to a new TNAP within the same mobility domain identified by the Mobility domain identifier (MDID), the UE performs the fast BSS transition procedure as specified in [6].

The entity that has received KFT- from the TNGF takes the role of PMK R0 Key Holder (R0KH) that holds the key, PMK-R0. The R0KH derives PMK-R1 from PMK-R0 and provides it to the new AP (i.e., TNAP in TNAN) during the FT procedure. 
Editor’s Note: The figure for message flow related to Fast BSS Transition for TNAP mobility how UE determines to use the new key is FFS
A simplified flow for the key handling during a TNAP change would proceed as follows: 
Step 1: Before the TNAP change the following has happened, R0KH (entity that holds the FT root key) has received KFT from the TNGF and has used this to derive PMK-R0 which the R0KH stores to derive further keys. The UE is connected to a TNAP.
Step 2: The UE contacts the new TNAP.
Step 3: The new TNAP contacts the R0KH to request a key for the UE. The R0KH calculates the key PMK-R1 from PMK-R0 and sends a PMK-R1 to the new TNAP.

Step 4: The UE and new TNAP use PMK-R1 as the pairwise master key to secure the connection between the UE and new TNAP.
Figure 6.7.2-1 shows how the 5G and FT key hierarchies link together in this solution.


[image: image1.emf]K

TNGF

TNGF

K

FT

 = MPMK

PMK-R0

R0KH

PMK-R1 = PMK

TNAP/

R1KH

5G Key 

Hierarchy

FT Key 

Hierarchy


Figure 6.7.2-1: Link between the 5G and FT key hierarchies
NOTE 1: The TNGF can send both KTNAP and KFT- to the entity that holds the root key of the FT key hierarchy as an MSK. The TNGF sets the MSK to KTNAP || KFT, where MSK is 512 bits and the KTNAP and KFT are 256 bits. The TNGF sends the MSK using existing mechanisms.  
6.7.3
Evaluation

TBD
**** END OF CHANGES ****
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