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1
Decision/action requested

This contribution resolves ENs and proposes evaluation for the solution #14 of TR 33.737.
2
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3
Rationale

This contribution proposes to resolve the following editor’s notes related to solution #14 in clause 6.14 of TR 33.737 [1]. 

· Editor’s Note: the scenario needs to be studied where provided encryption keys are not related to KAF
· To resolve this EN, it is proposed to add a NOTE clarifying that the same mechanism applies in case that the encryption key provided by the AAnF in the HPLMN (hAAnF) is not the KAF. The key KAF. is replaced by the encryption key provided by hAAnF in all the steps describing the use of the key KAF.. 
· Editor’s Note: Whether a new NAS message needs to be defined is FFS.
· Steps 8, 9, 11 and 12 correspond to new NAS messages. Consequently, a sentence is added in the description of the solution to clarify that this solution implies new NAS messages. 
This contribution also proposes evaluation of this solution. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.737 [1].

*** START of CHANGE ***

6.14.2
Solution details

The solution addresses the scenario where AF is an internal HPLMN AF. 
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Pre-requisite

 Figure 6.14.2-1: Sending of AKMA credentials to VPLMN

Pre-requisite: there is establishment of the key KAKMA between the UE and hAAnF. And, during the establishment of the AKMA key (KAKMA), the AUSF also provides the SN name to the AAnF in the HPLMN (hAAnF). The SN name is used later to determine whether the UE is roaming and to select appropriate AAnF in VPLMN (vAAnF) in order to store AKMA details.

Editor’s Note: this solution assumes that there is only one vAAnF per VPLMN. 
Steps 1, 2, 3 take place as specified in TS 33.535 [2]. 
4. The hAAnF determine whether the UE is roaming. If the UE is roaming then the hAAnF provides the AKMA Application key KAF and associated parameters A-KID, AF_ID, SUPI, and KAF expiration time to the vAAnF. 

NOTE 1:
same mechanism applies in case that the encryption key provided by the AAnF in the HPLMN (hAAnF) is not the AKMA Applicaton key KAF. The key KAF would be replaced by the encryption key provided by hAAnF in all the steps describing the use of the key KAF.
5. The vAAnF stores the key KAF and associated parameters received from the hAAnF and sends back response to the hAAnF. 
Steps 6 and 7 take place as specified in TS 33.535 [2].

8. The UE sends a message to the AMF in order to check that the vAAnF stores the correct AKMA Application Key KAF to address LI requirement.This message contains the current GUTI value encrypted by the UE with KAF, and associated A-KID and AF-ID. The GUTI value encrypted with KAF is named GUTIe. 

NOTE 2:
GUTIe could also be Message Authentication Code.


9. The AMF sends to the vAANF: GUTIe, A-KID, AF-ID received from the UE in step 8, and GUTI value in clear text. 

10. The vAANF retrieves the AKMA Application Key KAF thanks to A-KID, AF-ID and decrypts the GUTIe with KAF. Then, the vAAnF verifies that the decrypted GUTI is the same than the GUTI in clear text sent by the AMF. 

11. The vAANF sends to the AMF the result of the KAF check. 

12. The AMF forwards the result of the KAF check to the UE.

13. The UE can use KAF if the KAF check was successful. 
The steps 8 and 12 correspond to new NAS messages. 

This solution also covers the scenario where AF is an external AF in Data Network. The same steps apply. 

6.14.3
Evaluation


This solution addresses the Key Issue # (cases 1 and 3) and fulfils the security requirements in case that the UE is roaming in VPLMN and accesses an AF outside this VPLMN. 
The solution addresses the scenarios where the encryption key provided by the AAnF in the HPLMN (hAAnF) to AAnF of VPLMN (vAAnF) could be the AKMA Applicaton key KAF, or any other key. 
Additionnaly, this solution ensures that the encryption key provided by the HPLMN to VPLMN is valid to decrypt the traffic. The mechanism to ensure that the encryption key provided by the HPLMN is valid relies on steps 8 to 13. 
The solution impacts the serving network and the ME
. 
The steps 8 to 13 to ensure that the encryption key provided to VPLMN is valid to decrypt the traffic could apply to any solution addressing Key Issue#1 where a UE is roaming in VPLMN and accesses an AF outside this VPLMN. 
*** END of CHANGE ***

�This sentence is added to address comments. 
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