3GPP TSG-SA3 Meeting #109AdHoc-e 
draft_S3-230254-r1
Electronic meeting, 16 - 20 January 2023
Source:
Ericsson
Title:
Resolve EN’s in Solution #27
Document for:
Approval

Agenda Item:
5.3
1
Decision/action requested

This document proposes two resolve two editor notes in solution#27 to Support Emergency Services over UE-to-Network.
2
References

[1]
3GPP TR 23.700-33 

[2]
3GPP TR 33.740 

3
Rationale

This contribution attempts to resolve the following editor notes in solution #27 in [2]:

Editor’s note: Whether PRUK ID is sufficient or if SUPI is needed (as in TS 23.502) to identify Remote UE with USIM in the 5GC for emergency services is FFS.
Editor’s note: The protection of the UP traffic between the 5G ProSe Remote UE and the 5G ProSe Layer-3 UE-to-Network Relay in emergency case is FFS.
The first editor note address an open issue already in Rel-17 related to Remote UE Report and whether SMF needs to resolve a PRUK ID into a SUPI. SA2 has not resolved this in their Rel-17 specification TS 23.304. This topic is not specifically for emergency services but a general issue. This issue can not be resolved in the solution for supporting emergency services over UE-to-network relay. Therefore its proposed to delete the editor note in Solution #27.
For the second editor note its proposed to clarify the protection of the UP traffic and delete the editor note.

4
Detailed proposal

**** START OF CHANGE **** 

6.27
Solution #27: Support Emergency Service over L3 UE-to-Network Relay
6.27.1
Introduction
This solution addresses KI#6: Support Emergency Service over UE-to-Network Relay. This solution addresses a L3 UE-to-Network relay.

In the 5G ProSe UE-to-Network relaying, if there is an emergency request from the remote UE, the Relay UE is responsible for remote UE's emergency service. It is assumed the Relay UE gets the regulation and the associated operator policy about emergency service from the Relay UE's serving PLMN.

Based on the regulation and the operator policy, the Relay UE supports to establish PC5 communication for emergency service, for either an authenticated Remote UE (e.g. Remote UE with USIM and properly being authenticated by UP or CP based security procedure) or an unauthenticated Remote UE (e.g. Remote UE without USIM or authentication can’t complete for any reason).

Based on the regulation and the operator policy, the announcement and discovery of Emergency RSC and the PC5 link establishment may be performed without security protection, e.g., for a Remote UE without USIM nor pre-configured discovery security materials. 

In Remote UE Report for emergency service, Remote User ID i.e. (UP-/CP-) PRUK ID is used as UE ID for the authenticated Remote UE. In case of unauthenticated Remote UE, PEI is used to identify the UE in Remote UE Report.
It is assumed that the 5G ProSe enabled UE acting as Relay has a USIM and is registered to a PLMN in case of emergency service.
6.27.2
Solution details

Figure 6.27.2-1 illustrates the high-level procedure of the proposed solution. 5GC NFs and internal signalling are not described in detail here for brevity.
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Figure 6.27.2-1: High-level procedure of Emergency Service over UE-to-Network relay
0a. 
The 5G ProSe UE-to-Network relay is provisioned with the discovery security materials as described in TS 33.503 [6]. Based on the regulation and the operator policy, there may or may not be discovery security materials provisioned for Emergency RSC.

0a. 
The 5G ProSe Remote UE is provisioned with the discovery security materials and retrieves the UP-PRUK and UP-PRUK ID for UP based security method from the network as described in TS 33.503 [6]. Based on the regulation and the operator policy, there may be or may be no discovery security materials provisioned for Emergency RSC.


If the 5G ProSe Remote UE is USIM-less, this step is skipped. The Emergency RSC and the discovery security materials if exist are locally configured in the 5G ProSe Remote UE.
1.
The discovery procedure for the Emergency RSC is performed between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay using the discovery parameters and discovery security material as described in TS 33.503 [6].


Based on the regulation and the operator policy, the announcement and discovery of Emergency RSC may be performed without security protection.

2.
If the 5G ProSe Remote UE has USIM, the 5G ProSe Remote UE sends a Direct Communication Request (DCR) that contains (UP-/CP-) PRUK ID or SUCI, Emergency RSC and KNRP freshness parameter 1 to the 5G ProSe UE-to-Network Relay. The message may additionally include the PEI of the 5G ProSe Remote UE.


If the 5G ProSe Remote UE is USIM-less, the 5G ProSe Remote UE sends a Direct Communication Request that contains PEI, Emergency RSC to the 5G ProSe UE-to-Network Relay.

3.
If (UP-/CP-) PRUK ID or SUCI is received, the 5G ProSe UE-to-Network Relay performs UP or CP based security procedure as described in TS33.503 [6]. 

If only PEI and Emergency RSC are received, the 5G ProSe UE-to-Network Relay skips this step if the regulation and the operator policy allow.

4.
If step 3 is successfully performed, the 5G ProSe UE-to-Network Relay performs Direct Security Mode Command procedure towards the 5G ProSe Remote UE as described in TS33.503 [6]. 
If step 3 is failed or skipped, e.g. the 5G ProSe Remote UE is USIM-less, the 5G ProSe UE-to-Network Relay performs Direct Security Mode Command procedure with Null ciphering and integrity protection if theregulation and the operator policy allow.

5.
If the 5G ProSe Remote UE is not authenticated successfully via UP or CP based security procedure and PEI is not received from Direct Communication Request, the 5G ProSe UE-to-Network Relay sends Remote Identity Request to the 5G ProSe Remote UE to retrieve the PEI based on the regulation and the operator policy. 
6.
The 5G ProSe UE-to-Network Relay sends a Direct Communication Accept message to the 5G ProSe Remote UE to finish the PC5 connection establishment procedures for the emergency service.

7.
When the 5G ProSe Layer-3 UE-to-Network Relay sends a Remote UE Report to the SMF for the Emergency RSC, the 5G ProSe Layer-3 UE-to-Network Relay includes Remote User ID i.e. (UP-/CP-) PRUK ID if UP or CP based security procedure is successfully performed. Otherwise, the 5G ProSe Layer-3 UE-to-Network Relay includes the PEI of the 5G ProSe Remote UE in the Remote UE Report. 

It’s assumed that the SMF is able to resolve a PRUK ID into a SUPI. It’s assumed that this is resolved in Rel-17 TS 33.503. 


Editor’s note: The protection of the UP traffic between the 5G ProSe Remote UE and the 5G ProSe Layer-3 UE-to-Network Relay in emergency case is FFS.
6.27.3
Evaluation

**** END OF CHANGE **** 
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