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1	Decision/action requested
It is requested to approve this proposal in TR 33.738 [1].
2	References
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3	Rationale
As per SA2 conclusion of "KI #8: Supporting Federated Learning in 5GC" in TR 23.700-81[2], the NWDAF containing MTLF as FL server triggers discovery and selection of NWDAF(s) containing MTLF as FL Client(s) to initiate the FL procedure. On the other hand, FL clients can also join an ongoing FL procedure dynamically during FLexecution phase. 
This paper proposes a solution to address KI#2 for authorization of participant NWDAFs for FL procedure. 
4	Detailed proposal
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6.X	Solution #X: Authorization of FL Server and FL Client in FL group
6.X.1	Introduction
This solution addresses Key issue #2: Authorization of selection of participant NWDAF instances in the Federated Learning group.
As per KI#2, both server NWDAF and client NWDAF shall be authorized for FL procedure.
-  A server NWDAF shall be authorized to include a client NWDAF into a Federated Learning group.
-  A client NWDAF shall be authorized to join a Federated Learning group.
For initiation of FL procedure or reselection of FL client(s) into a FL procedure, the server NWDAF triggers discovery and selection of NWDAF(s) and sends FL request to the client NWDAF. 
· At the client NWDAF side, authorization of the server NWDAF that it can include the client NWDAF into the FL group can be achieved by reusing existing SBA token-based authorization upon receiving FL request.
· At the server NWDAF side, authorization of the client NWDAF to be included into a FL group is implicitly achieved as  the server NWDAF only triggers the selection of FL client(s) into the FL group that it authorizes to be included.

· 
· 
This solution also considers interoperatiliy of different vendors of Server and Client NWDAF(s).
6.X.2	Solution details
Figure 6.X.2-1 illustrates the high-level procedure of the proposed solution.




Figure 6.X.2-1: High-level procedure for authorization of FL Server and FL Client in FL group
0. 	NWDAF containing MTLF as FL server or FL clients register to NRF with their FL related information, including Analytics ID(s), Interoperability ID, Vendor ID, Address information, FL capability Type (i.e. FL server or FL client), and Service Area etc.
NOTE: The Interoperability indicator indicates a list of NWDAF providers (vendors) that are allowed to retrieve ML models from the NWDAF containing MTLF.
Assumption: The NRF can verify the Vendor ID of the NWDAFs containing MTLF. 
Editor's Note: How the NRF verifies the Vendor ID of the NFDAF is pending the resolution of Key Issue #11 NRF validation of NFc for access token requests in TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
1.	The Server NWDAF discovers Client NWDAFs from NRF based on FL selection criteria e.g. Federated Learning capability, Interoperability ID, Analytics ID, etc. 
Server NWDAF requests tokens for each of selected Client NWDAFs from NRF, with Analytics ID, Vendor ID and FL capability included in the request. 
Editor's Note: Inclusion of the vendor ID in the access token request is ffs.
NRF verifies that the Server NWDAF's Vendor ID is included in the Client NWDAF's Interoperability ID for the Analytics ID and grants the token, based the information provided in Client NWDAF's NF profile.
2.	The Server NWDAF sends FL request to the Client NWDAF(s) with the obtained token. 
3.	Each Client NWDAF checks whether the server NWDAF is authorized based on the token and decides whether to join the FL group.
4.	The Client NWDAF(s) sends the response to the Server NWDAF.
5.	The FL group is formed.
6.	The Server NWDAF registers or updates its registration into NRF about the created FL Group with the following parameters: 	Federated Learning (FL) Correlation ID. the associated Analytics ID, Interoperability ID, allowed requester NF type or NF instance ID (e.g. NWDAF containing MTLF), allowed FL capability (e.g. FL client) etc.
If the Server NWDAF is about to reselect new Client NWDAF(s) into the FL group during FL execution phase, the Server can either trigger selection procedure again as step 1 to step 4 or receive notification from NRF and select new Client NWDAF(s) available as step 7 to step 9.
7-8. The Server NWDAF gets the information of the new Client NWDAF(s) via notifications from NRF. 
9. The Server NWDAF requests tokens for each of selected Client NWDAFs from NRF as step1 and triggers the procedure as step 2-4.






 

6.3.3	Evaluation
This solution resolves Key Issue #2: Authorization of selection of participant NWDAF instances in the Federated Learning group.
This solution proposes to reuse existing SBA token-based authorization for authorization of server NWDAF and client NWDAF for FL procedures.
For initiation of a FL procedure or reselection of FL client(s) into a FL group, the server NWDAF requests token from NRF for each selected client NWDAF, to be authorized to include a client NWDAF into a FL group. 
This solution also proposes that FL model sharing is authorized based on the Interoperability ID. When the server NWDAF requests token from NRF to include a client NWDAF into a FL group, NRF verifies that the server NWDAF's vendor ID is included in the client NWDAF's Interoperability ID and grants the token based the information provided in client NWDAF's NF profile.
In this solution, authorization is granted with NWDAF vendor granularity, but not for specific NF instances. 
Editor's Note: Further evaluation is ffs.
             **** END OF 2nd CHANGE ****
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