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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.875
3
Rationale

Sol21 and sol22 have the following note:
Editor's Note: This solution assumes that it is not clearly specified for all releases including Rel-17 which mechanism the NRF uses to validate whether the NF Service Consumer is authorized to receive the requested service. It is ffs whether the mechanism in this solution is needed, or whether the NRF can use the NF Service Consumer profile to validate the NF Service Consumer in the process of authorization of requested services including access token request.

It is proposed to capture this note as a solution.

4
Detailed proposal

***** START OF CHANGES
6.X
Solution #X: Authorization verification at NRF 

6.X.1
Introduction

This potential solution addresses the KI #11, NRF validation of NFc for access token requests. It describes the principles to solve the key issue with existing means by proposing a clarification. 
NRF (Network Repository Function) functionality can be summarized as follows:

· NRF is the 5GC repository for all 5GC Network Functions that belong to the operator 5GC network.

· NRF is the Authorization server within the operator 5GC network.

6.X.2
Solution details 
The following text clarification to 33.501 is proposed to address this key issue:
· When a NF service consumer sends an access Token Request to the NRF, after the NRF authenticates the NF Service consumer using any valid secure mechanism as described in TS 33.501 [2], the NRF (as captured in [2]) shall validate whether the NF service consumer is authorized to receive the service it is requesting or not.

· As part of the authorization process of the NF Service Consumer, the NRF shall use the following information of the NF Service Consumer: NF Type, NF Instance ID, PLMN-ID, and FQDN.

· The NRF shall perform the above part of the authorization in the following order:

a. The NRF shall check if there is a registered profile for the NF service consumer. 

· If there is a registered profile, the NRF shall use such profile information to validate the NF Service Consumer access token request content, i.e., the following fields: NF Type, NF Instance ID, PLMN-ID, and FQDN.

· If successfully validate, the NRF shall proceed with the rest of the authorization mechanism against the requested service.

b. If there is no NF profile registered with the NRF for the NF Service Consumer, the NRF shall validate the parameters from the Access token request against the parameters in the NF Service Consumer certificate. If successfully validated, the NRF shall proceed with the rest of the authorization mechanism against the requested service.

c. If the validation of the NF Service Consumer Access token Request content has not been successfully authenticated as per a or b above, the NRF shall reject the Access Token Request with the appropriate error code "Unauthorized".

d. If the NF Service Consumer configuration changes where that content of the NF profile changes, the NF Service Consumer shall update its NF profile using Nnrf_NFManagement service as described in TS29.510 clause 5.2.2.2 with operation NFUpdate.
e. At anytime during the access token request authorization procedure, if the NF profile information contradicts with the information contained in the NF Service consumer certificate, e.g., mismatch PLMN-ID, the NRF shall reject the access token request. 
6.X.3
Evaluation
This solution specifies the authorization of NF Service Consumer during access token request for all releases from Rel-17 onward.
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***** END OF CHANGES
�First part is same as in Sol.26





