3GPP TSG-SA3 Meeting #109AdHoc-e 
draft_S3-230067-r1 merges S3-230180 and S3-230282
Electronic meeting, 16 - 20 January 2023
Source:
Lenovo, Huawei? Qualcomm?
Title:
Conclusion to KI#2 Security of DAA unicast connection
Document for:
Approval

Agenda Item:
5.17
1
Decision/action requested

This pCR proposes the conclusionto KI#2 on Security of DAA unicast connection
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Rationale

The conclusion to ‘Key issue #2: Security of DAA unicast connection’ is proposed in this contribution considering the following aspects:
· According to TR 33.891 [1], solutions 1, 2, and 3 related to KI#2 propose to reuse PC5 unicast connection and security establishment procedure specified in 5G Prose TS 33.503 [6] and eV2X TS 33.536 [5] as baseline.
· Further according to TS 33.536 [5], Clause 5.3.3.1.4.2.3
 Security policy handling, it states the following:

‘For a NR PC5 unicast link, the UE shall be provisioned with the following:

-
The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:

-
Signalling integrity protection: REQUIRED/PREFERRED/NOT NEEDED

-
Signalling confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED

-
User plane integrity protection: REQUIRED/PREFERRED/NOT NEEDED

-
User plane confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED

NOTE 1:
No integrity protection on signalling traffic enables services that do not require security.

NOTE 2:
Ensuring that only a connection with security is used for a V2X service is guaranteed if the signalling integrity security policy of at least one of the UEs for that V2X service is set to REQUIRED. It is recommended to set this security policy to REQUIRED in order to guarantee security protection.’
· According to SA2 TR 23.700-58 Clause 8.3 Conclusion for Key Issue #3 - Support of Detect and Avoid Mechanism in 3GPP system’, states the following:

A mechanism for DAA leveraging U2X (UAV-to-everything), with the architectural enhancements identified in solution #5, with the following principles:

-
The detection and resolution of collisions is locally performed between UAVs using direct UAV to UAV communication over PC5.
· The USS can (optionally) be informed of the collision situation.
· Both unicast and broadcast mode direct communication over PC5 is supported for DAA.
· Additionally, may support network-assisted (ground based) DAA solution #7. It is applicable for a specific area, such as a stadium or arena where drones are used.

It is assumed that security of the U2X solution will be addressed by SA WG3.

· The security policy in the above references [5] is related to V2X service, where KI#2 in [1] is about DAA service. Even though the direct communication establishment should reuse existing procedures defined for Prose [6] and V2X [5], DAA service specific information (such as security policy specific to the DAA service) should be used during the direct communication establishment.
This contribution merges S3-230180 (Huawei), S3-230282 (Qualcomm) in S3-230067 (Lenovo).
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.891

*****Start of Change 1*****
7.2
Conclusion for Key issue #2
To address ‘Key issue #2: Security of DAA unicast connection’, following aspects are recommended for the normative work:

A secure mechanism for DAA leveraging U2X (UAV-to-everything) can be enabled, by re-using PC5 connection security establishment procedures defined in TS 33.536 [5] and TS 33.503[6] as baseline with the following adaptations. 

· DAA service specific security policy is used for the security establishment.

· Further DAA service specific adaptations (e.g., usage of UAV ID such as CAA-level UAV ID) if any related to security establishment are upto the normative work.

*****End of Change 1*****
